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Charles Richard Jackson

CEH, BA, CLAS, CISSP, CCSE, CCNA, MCSE, CNA

DATE OF BIRTH
20/09/47

BUSINESS/TECHNICAL INFORMATION SECURITY SKILLS  

I combine infrastructure security design and implementation with security testing functions and the ethical, financial and functional aspects of Information Systems audit and Security Policy delivery, across the following areas:-

· Access Control 

· Communications Security 

· Risk Management and Business Continuity Planning 

· Policy, Standards, and Organization 

· Computer Architecture and System Security 

· Law, Investigation, and Ethics 

· Application Program Security 

· Cryptography, including design to Manual V IPSEC / PKI standard.

· Computer Operations Security 

· Physical Security
Qualification


Date
CEH Certified Ethical Hacker
12/2004

CLAS


2004

CISSP


2002

CCSA (NG)


2002

CCSE 4.1


2000

MCSE


2000

CCNA


1999

MCP


1998

C.N.A


1994

BA Economics
Nottingham University
1972

TECHNICAL SKILLS SUMMARY:
	Technologies
	Experience

	Security Accreditation / Design 
	3 years

	Intruder Detection Systems IDS (Realsecure, Snort, Acid etc)
	1 Year

	Penetration Testing
	18 Months

	Cyberguard Firewall
	6  months

	Checkpoint Firewall-1 4.1
	3 Years

	Checkpoint Firewall-1 NG
	2 Year2

	Security Policy / BS7799 
	3 years

	Microsoft NT 4.0 Networking
	6  years

	Netware
	10 years

	Cisco Networking (WAN) 
	4 Years

	TCP/IP
	10 years

	Linux
	2 years

	Free S/WAN
	3 months


Recent Information Security Assurance Contributions:

· 2006 Design Security Testing for RAF Command and Control System and writing security case.

· 2005 Design of Secure Email system for Government Department.

· 2005 Encryption Email Gateway Design.

· 2005 July to present Technical Security Architect to a central Government Department.

· 2005 May Review of critical Pen Test Report for government department.

· 2005 April May June Secure VOIP Voice / RESTRICTED Data Network Convergence Design / Architecture.

· 2005 February March Accreditation Subject Matter Expert employed to define Security Enforcing Functions in a Large Government Network design

· 2004 Responsible for delivery of ADS compliance for sensitive government infrastructure.
· 2003 to 2005  : System Security Officer and Central Point of contact for all Security issues in a key government sector infrastructure 

· 2003 : Providing IDS design initiatives in a key government sector development (current).

· 2003 : Provided Web Server network re-design for Government Department Web Server Farm

· 2003 : Provided the design / build / implementation for open-source based IPSEC firewall / gateways to allow VPN communications for a Multinational company from corporate Checkpoint hub to key outlying businesses in Arab countries without contravening encryption export embargoes. 

· 2002 : Manual Penetration Testing services provided to demonstrate key weaknesses in several public sector and private sector enterprises. 2001 BT : Risk Analysis for key Public Sector Web Sites leading to development of improved security assurance in the final implementations (through improved internal fire walling and other design changes etc)

Some Key Personal Responsibilities:

· 2006 Advisor to Central Government DITSO and Accreditor

· 2005 Responsible for ensuring the security of new Government Department Network Migration.

· 2004 Responsible for delivery of security within a large gateway infrastructure, in accordance with the ADS.

· Manual T VPN Security compliance study for central government department Off-Shore outsource.

· 2003 SSO : Responsible to Service Manager for security infrastructure of internet access infrastructure of 90,000 government users.

· 2003 Public Record Office : Personal advice to IT Manager on migrations strategies for the infrastructure to GSI connection.

· 2003 Alstom : delivered open-source based firewall/gateway build on-time to maintain connectivity to remote business locations, including knowledge-share on the design.

· 2002 SME Pen Test: Highlight major security flaws in SME from poor default type network installation.

· 2001 BT : Security design of major government web-sites with internal fire walling to produce sufficient security assurance to pass muster with BT Risk management process and for the design to have sufficient security assurance.

Some People Management experience:

· 2006 Security Management in a Government Department network de-coupling project.

· 2005 Next Generation Security Design for Government Department.

· 2005 Presentations to Central Government Department regarding security requirements in VOIP / Data Convergence project.

· 2004 Responsible for delivery of ADS compliance for sensitive government infrastructure leading a decentralised security team.

· Current Role : Leading initiatives in major government sector security systems

· Current Role : Security briefings to visitors at government sector system.

· Current Role : Security awareness updates at government sector system infrastructure premises.

· Current Role : I lead the security perspective in meetings with developers

· Penetration Testing : Presentation of Key findings to management
· Public Record Office : Presentation of design changes to IT teams and Management together with project management of changes leading to BS7799 accreditation.

· BT 2000 chairing security accreditation meetings for key infrastructure projects
· Prior to IT Security Career : Running a business employing  50 people 1980 to 1991
EMPLOYMENT HISTORY

(References available on request)

GOVERMENT DEPARTMENT
The Security Consultancy
January 2006 to April 2006

Security Case writing, ADS update, Penetration Test Scope Writing
I joined the Security Practice of HP to assist with the testing and accreditation of the RAF Command and Control system on the DII infrastructure. I was tasked with liaising with the accreditors to provide accreditation evidence; including preparing a test evidence program for the new deployed system I also assisted with the production of Security Cases.

GOVERMENT DEPARTMENT
The Consultant Security Solution Designer 

November 2005

Exchange 2003 Windows 2003 Active Directory
Responsible for specifying the design of a secure protectively marked email system for sensitive government department using Windows Server 2003, Active Directory and Exchange 2003. This to be undertaken using best practice design principles for secure environments.

RESEARCH ORGANISATION
Consultant Security Architect
October 2005

PGP and S/MIME Compatible Encryption Gateway Implementation
Retained by a research organisation to design and implement a secure email gateway for intersite collaboration purposes. Attend site with presentation, take design requirements and specify solution followed by implementation.

CENTRAL GOVERNMENT DEPARTMENT Outsource
Security Technical Design Authority
July 2005 to present

HMG MPS IS1 IS3 Manual V SEN Checkpoint Cisco Firewalls VPN Network Design. Communication and Negotiation Skills. BS7799 CRAMM 5 user (License holder)

Role:-
· Acting as interim accreditor for the Central Government Department as well as stating the security requirements for the protectively marked infrastructure.

· Advice on developing the information security requirements for the project.

· Ensuring that technical designs or requirements specifications prepared by the project are consistent with the Department’s security policy and best practice.

· Gather and analyse business requirements to determine the ICT requirements to support Disaster Recovery/Business Continuity plans.

· Dealing with bidder queries relating to the security requirements.

· Liaising with other specialists including the DSO. 

· Evaluation of responses to the security requirements.

· Evaluation of the security aspects of the bidders technical solutions.

· Attend meetings on request with the project and bidder teams.

· Update requirements where necessary if there is a change in Government policy on security. Support for negotiation with bidders and attending bidder meetings. 

· Liaise with the IT provider to ensure that the outsource security direction fits in with IS strategy and standards in use.
· Production of ADS for new infrastructure. Use of BS7799 (CRAMM 5) to generate security policies.

GOVERNMENT DEPARTMENT
Manual T VPN Inspection

July 2005

HMG MPS IS1 IS3 Manual V SEN Checkpoint Cisco Firewalls VPN Network Design. Communication and Negotiation Skills. BS7799 CRAMM 5 user (License holder)

Role:-
I was retained to advise on the creation of a Manual T implementation to run a technical inspection to see if the project was configured to be compliant. This involved analysis of the use of an FTP connection configured over SSL to ensure that the SSL was in line with manual T so that protectively marked data to RESTRICTED could be transmitted over it.

GOVERNMENT DEPARTMENT VOICE OVER IP SECURITY REVIEWPOSITION
Security Review and Design of Proposed VOIP Implementation

March 2005 to July 2005 

HMG MPS IS1 IS3 Manual V SEN Checkpoint Cisco Cable and Wireless VOIP (Voice over IP Convergence) Mitel SIP Borderware Firewalls VPN Network Design.  Meeting Presentation Skills. 

I was retained to provide a review and feasibility study of plans to converge VOIP network operations with RESTRICTED data networks in a government department. Initial review and further technical designs for practical convergence to take place within government risk management guidelines. I have provided illustrative presentations and reports for this project + a unique solution. (Converged design with protection from Identity theft and impersonation, Session eavesdropping, Voicemail Bombing, Session hijacking and redirection, SIP Spam, Malformed Messages, Buffer Overflow Attacks, Denial-of-Service Attacks packets into existing RTP flows, RTP session hijacking, SIP registrar flooding, Injection of unauthorized RTP etc.)

GOVERNMENT NETWORK ACCREDITATION TEAM
Accreditation Security Subject Matter Expert

January 2005 to March 2005

Citrix, Messaging, HighLevel, Single Sign One Oblix, RBAC, Design JSP440 MPS CESG Memo HMG 1, 2, 3 DIAN 7 DIAN 8 Manual V Manual T etc.

DUTIES:

Preparing the security of the overall Accreditation Ready design

I attended relevant work stream meetings, constraining designs from the security and accreditation viewpoint, feeding relevant security and design features back to the Accreditation Manager. I produced security focused drawings of the components of the design to define the key Security Enforcing Functions of the designs ready for accreditation. Using MPS and CESG document requirements with the DIAN 7 phased and managed portfolio approach to document production and accreditation management as the procurement cycle progressed, in conjunction with DIAN 8 to produce visualization of the security domains within the design. I was effectively the accreditation manager’s troubleshooter on this project as the designs came together. I worked with the design architects to produce draft Residual Risk calculations ready for prioritization of the security design process, helping to develop a final high level design of the whole network ready for its implementation in conjunction with the Accreditation Management Plan. This included a review of Cryptography and PKI design to Manual V Manual T standards and an examination of the RBAC implementations.

Roles: Network security, Security Analyst, Consultancy, Design Consultant

GOVERNMENT INTERNET INFRASTRUCTURE PROJECT
System Security Officer

May 2003 to January 2005

IDS Sendmail Mail Gateways Multiple Firewall systems Central point of Contact for all security Issues.

DUTIES:

Responsible for implementing of Security Assurance for an internet access infrastructure for government sector users
This infrastructure had 90,000 users. I was the single point of contact for team members and the customer for system security issues appertaining to this project as it grew in scale, complexity and security in depth. I was involved with security assurance of a second project involving multiple firewalls, IDS, and secure messaging infrastructure. Proxies, web page antivirus scanning, and full inbound and outbound email antivirus. This is the main gateway between the MOD, the Internet and the GSI and was therefore designed and assured to a high security standard. I developed security for the project in respect of 

Control by establishment of a ‘Management forum for information security’, information security co-ordination, and through 

Implementation of plans and measures, allocation of information security responsibilities, authorisation process for IT facilities, providing specialist advice, co-operation between organisations, independent review, security of third party access and the relevant Contracts, implementation of  accountability for assets, information classification, guidelines and attention to guidelines 

Audit and Evaluation of security reviews of IT systems, undesirable use of IT facilities, Compliance with security policy and standards, legal compliance, security reviews of IT systems and EDP audits. 

Maintenance of analysis of the evaluation reports, providing input for the security plan, providing input for SLA maintenance activities. 

Report on the Plan activity, on the Implementation activity, the Evaluate activity, and reports on security incidents.

Roles: Network security, Security Analyst, Consultancy, Security Officer 

Central Government Department
Security / Network Consultant /BS7799

February 2003 to April 2003

Network design, Security Design, Network Attached Storage, NetApp Filer Appliances, Firewalls, Intruder Detection Systems IDS.

DUTIES:

Assessment of Web Server Farm Security and BS7799 / GSI consultancy

The assignment was to supply options for a re-design of a server farm, an initial report on the current setup through extensive interdisciplinary consultation with proposals for moving to a security improved configuration. This involved firewall changes and data storage changes as well as options for application security enhancements and proposals for advanced security measures. I was then involved in the implementation of the design. I have also been involved in the development of the BS7799 design changes and gap analysis, with initiation (gathering information, identifying critical parties), identification of assets (modelling valuing , contingency planning), Threat and vulnerability assessment(identifying threat asset groups and assessing threat levels), risk analysis (calculating measures of risk, reviewing this production of risk analysis reports) , risk management (generating the countermeasures required and making recommendations. Risk Management Reporting, Backtracking and re-reporting,): ensuring that the Web hosting security design is acceptable for the requirements for GSI (Government Secure Intranet) connectivity. I have also advised on the actual procedures for BS7799 accreditation. 

Roles: Network designer, Security Analyst, Consultancy, BS7799 consultancy

GEC / Alstom 
VPN Network Designer

November 2002 to January 20023

Network design, Checkpoint NG, Linux, IPSEC Free S/WAN

DUTIES:

Configuration and assessment of Linux Free S/WAN VPN connectivity to Checkpoint NG 

I was hired for a short contract to design, configure, build and test special VPNs based on IPsec on Linux Free S/WAN for connection from countries like Libya and Tunisia back to the UK. This is because they are not allowed to use American software (Checkpoint) in these countries because of export embargo on these products. I have developed a fully documented standard build for this company’s future use in these parts of the world. The build was completed using a specially compiled and patched custom Linux 2.4.18-3 kernel able to support AES encryption and to use HP Proliant RAID high availability server. It was delivered with NAT / Masquerading exclusions for relevant corporate networks allowing access to the intranet simultaneously with secured direct access to the internet through the so-configured Free S/wan firewall. Setup. The final build was a hardened platform extensively tested against the HQ firewall hub. A full suite of documentation was delivered for the application of the build together with a standard image file for future gateway builds. His was build to CESG Manual V standard.
Roles: Network designer, Network Tester, Documentation author, Penetration Tester.

Freelance 

Development Project

August/September 2002

Borderware / Firewall assessment / Cyberguard / Hardware assessment / High availability testing. / Firewall-1 NG / Hardware build / Linux, Snort IDS and IMS

DUTIES:

Configuration and assessment of Borderware

I have been asked to report on the Borderware Firewall system capabilities for a Clas registered government consultancy. This product is to be implemented at a number of security sensitive sites to provide comprehensive security and mailing capacity at low cost. Providing comprehensive content scanning, firewalling, and mail forwarding capabilities with EAL4 (E3) certification on purpose built secure operating system, free secure client VPN software, OWA proxy (secure [ssl] web-mail), server anti-virus in-built, malformed message rejection etc...
Configuration and assessment of Cyberguard with HA arrangement

I have been asked to report on the CyberGuard HA Firewall system capabilities for a Clas registered government consultancy. This is being undertaken in conjunction with Cyberguard Europe Ltd. This product is to be implemented at a number of security sensitive government sites to eliminate single point of failure on firewalls and to utilize the high capacity and multi-level security features of the Starlord (SL) product in combination with NIC and appliance failover. 
Configuration of Snort IDS with ACID Monitor

Built using Linux Operating System using Snort IDS sensors and ACID (Analysis Console for Intrusion Databases) Web front end on MySQL event database. This is the technical equal to ISS Real-secure but significantly cheaper to install. This was built to be used in conjunction with test Checkpoint Firewall-1 NG platform and tripwire integrity testing system for assessment of intelligent cross-correlation intrusion management systems. 
Roles: On-site infrastructure Implementation, Integration and security solution design

Technologies: Borderware, Cyberguard, Snort IDS Acid integration Monitor Linux MySQL 

Freelance for University of Surrey  

Firewall Installation / Nokia 530

August 2002

Firewall-1 NG Installation / Nokia IPSO O.S Upgrade 

DUTIES:

Installation of Checkpoint Firewall-1 NG Firewalls on Nokia 530 platform

This involved dealing with live environment routing problems at go-live outage. The platform was prepared with up-to-date images of the IPSO O.S. and comprehensive pre-testing of hardware prior to go-live. User training and re-design of firewall rule set/ policy for connection to academic JANET network. 

Roles: On-site infrastructure Implementation and Integration and security solution design

Technologies: Checkpoint Firewall-1 NG knowledge of Solaris Sunscreen firewall 
Freelance for High Profile Government agency  

Firewall Installation / ITSEC E3 / CC EAL4 standard

July 2002

Firewall-1 NG Installation / Hardware 

DUTIES:

Installation of two Checkpoint Firewall-1 NG Firewalls to ITSEC E3 / EAL4 CC standard

This involved dealing with hardware incompatibilities in Dell Poweredge 2500 platforms (Network interfaces turned out to be not on the Checkpoint NIC compatibility list) the machines ran as routers but hide nat did not install. Replacement nics from the compatibility list solved the problem. Infrastructure built to E3 Standards.
Roles: On-site infrastructure Implementation and Integration and security solution design

Technologies: Checkpoint Firewall-1 NG knowledge of Common Criteria / ITSEC Testing levels. 

Freelance  

Penetration Testing / Security Inspections

January 2002 – June 2002

Firewall Inspection / Configuration, Ethical Hacking

DUTIES:

Penetration testing for a very large Communications/Carrier company June 2002

I was asked to assist with the testing of the standard builds in Solaris, Linux and Windows 2000 servers. Initial enumeration was undertaken to investigate the data centre vlans in use. We ran DOS attack scripts against these in the test data centre infrastructure. Stream.c and teardrop vulnerability was proved against the infrastructure. The staging of a DDOS was requested initially, but not required when onsite (or advisable) because the egress pipe was shared with the corporate network infrastructure.  TCP and UDP flood attacks run inside the test datacentre infrastructure.
Network Integrator SME network penetration test May 2002

Password testing :null session exploitation : sids and rids investigated, scripted administrator guessing, l0phtcrack, john; network enumeration (using ethereal, netbios, dumpacl, nbtscan, enum, snmp, password sniffing, vulnerability testing using Nessus, nmap, hping, firewalk, saint, Linux, Sam Spade, phfscan, cgiscan whisker, mdac_expoit.pl etc 2 days. and knowledge sharing with partner colleagues
Internet Service provider April 2002 

Full external and internal testing and reporting undertaken using usual scanner tools, test of DOS prevention of the external firewall/router. 3 days. 
Government Department April 2002 

Attended the offices of a Government department to assess the network. Port scanners and vulnerability scanner run against the network. Full reporting undertaken with correction actions detailed. 3 days. 
Consultancy at an SME February 2002 

I attended a small business in the Suffolk area to investigate firewall and VPN problems for access to business partners.This consultancy finished with an external penetration test to validate firewall effectiveness. 3 days. Checkpoint Firewall 1.
Firewall Inspection for client of Major Security Company January 2002

Firewall inspection and survey undertaken for National Health Service site prior to connection to NHSNet. Full reporting including changes to be made to firewall configs. Vulnerability testing undertaken on the network, BS7799 review commenced while onsite. Cisco Pix.
Roles: On-site infrastructure Inspector and Ethical Hacker, Full Reporting on Vulnerability Rectification.

Technologies: Vulnerability Scanners (Saint, Nessus) Port Scanners (Superscan, nMap etc) NT and UNIX and Web site hacks and expoit scripts, External Vulnerability surveying and testing, BS7799.

BT Computer Partners 

Design Manager

December 2000 – December 2001
Firewall and Web Hosting Design, Security Policy, Ethical Hacking

DUTIES:

General Security Firewall Design 

Advice given on the use of Nokia firewalls wrt to rate shaping methods. As well as general sizing and interface design considerations. Consultancy on checkpoint firewall-1 implementation in general. Firewall openings security design for management of web hosting deployments from the BT corporate network. 
Links for migration of Talk21 email to new platform. 

High Availability Firewall connection design for upgrading the email hosting platform in use by Talk21 and Amstrad. 
Technical Design / Security Policy Writing. 

Government and NHS web sites. Security operating procedures written to BS7799 standards. BT Internet Datcentre Infrastructure Security Policy rewritten for 3rd party access rewritten for management access by Sun to BT managed data centre hosted platforms. 
Government Secure Intranet Web Hosting project Security Operating Procedures written for (Security Cleared SC1068/01 BTUK Security). Three versions were prepared for the following sections in BT : Infrastructure Platform support; Software Application support and Firewall support operations each addressing the specific needs and operations undertaken by each facility.

HealthNet Secure Application Block

Security design undertaken for the web hosting part of the NHS Net infrastructure together with escalation of this design to the highest part of BT’s security monitoring. This application provided security intranet facilities and secure internet access for NHSnet as well as a complete HA design.

Streamlined Generic Security Policy generation process

Streamlined process written for security policy production, simplifying the process for certification of web hosting deployments in BT's infrastructure but allowing BT Security to continue to manage the risk of Web Host deployments.
Sun Remote Access Solution / BT Management Network Interface Security Policy rewrite

Connection design issues were addressed here for the benefit of connectivity from Sun for management access to BT’s Sun infrastructure platforms and in the course of this I updated the security design documents for BT UK Security.

Eco Training System

A system for providing online training in CRM matters with a split hosting arrangement with a Web server exposed to the internet for external BT customers and a Web server based inside BT for internal training, both backed by a database server for application hosting.
Rocking Frog

Security Policy written for this deployment. Rocking Frog/BT ExacT (BT start-up “the only personalisation solution provider with an integrated product that has been designed with mobility in mind “

Gap Analysis on Security Policy

A study was undertaken to audit all Web Hosted deployments in all of BT Ignites data Centres and to identify the security policies for all of them.

Risk Assessment Workshops / Security Policy production.

I was involved in assessing the risk levels in the types of designs being implemented in BT Ignites Internet Datacentres. I also ran risk assessments for individual Internet hosting deployments as part of the creation of security policies for the projects. These were documents held by BT Security and signed off by the owners of the hosting deployments. I ran teleconferences between BT Security the Internet Hosting customers and the BT design team members to agree security policy. I was mandated to write on the vulnerabilities and countermeasures for the various types of deployment with reference to the full CVE database as a check on the secure installation of these deployments.

Security Controls

I derived the security policy from controls developed by BT Security in respect of the deployment of Web hosting infrastructures within BT Ignite datacentres. I was responsible for the security policy of the Big Brother 2 website, and several other large scale commercial / ecommerce internet hosting operations as well as internal BT internet hosted projects. This included the writing of the Security Operating Procedures for the Government Secure Web hosting project with appropriate controls for each support function in BT.

SBS Security Design and Disaster Recovery 

“The Small Business Service (SBS) is an agency within the Department of Trade and Industry. They provide guidance for small business.” The design of VPN security across BTs corporate infrastructure and the designing of backend firewall infrastructures. The politics involved in delivering this infrastructure were not trivial.
The firewalling involved separate access to the Public, BT Infrastructure management, Backup services, Private connections for the government, Application management, Special links to regional business links, Fax server fitted with a security card which only allowed the use of tif files across the fax lines. Additionally, Rightfax software converted incoming faxes to emails which were then forwarded to the eCRM centre (smtp port 25 open to secure the fax links) and lastly private extranet connections. The public access was via the BT Ignite datacentre common front end with separate design for the other accesses. 

The design included a staging and disaster recovery operation at an alternate site utilising geographical load-balancing based on 3-DNS technology.

Security Policy was developed for this deployment.

Application Security Matters

SBS : the backend access between the Small Business Services website designed by the group were difficult to deal with. They involved the handling of the risk analysis of the CRM infrastructure for the site. Complex issues were raised for the handling of IMAP (Port research **) between the email store at the data centre and the application hosted at the data centre. A good knowledge of application and platform vulnerabilities was applied here within the design team.

NT Buffer Overflow Attacks and Countermeasures

I was mandated to research into these and liaise with the various BT security authorities. This included central BT Group Security. Included in the consideration of this matter was the use of the Securewave SecureStack product seen at the Infosec 2001 exhibition. It became clear from public announcements that nasty things were happening in the criminal underworld where several organized hacker groups from Eastern Europe, specifically Russia and the Ukraine, that had penetrated U.S. e-commerce computer systems by exploiting vulnerabilities the unpatched Microsoft Windows NT operating systems. However it was decided to take an “industry standard” approach and leave the solution of this problem to patching with Microsoft approved code rather than opt, effectively, for a non Microsoft tcpip stack.
Also this product offered to high a performance load in Windows 200 to be viable. And then the “Code Red” worm started its way around the world in July 2001 exploiting this vulnerability in conjunction with the indexing service. 

Citrix Metaframe Training, this included the following aspects:-

· Installing Citrix MetaFrame and Citrix ICA Clients in a variety of network environments

· Configuring seamless desktop integration for ICA Clients

· Implementing advanced ICA Client features such as Citrix ReadyConnect, Automatic Client Update, TAPI Emulation and SecureICA

· Using the Citrix Program Neighborhood Client to connect to applications on local and remote networks

· Configuring user accounts, user profiles and system policies

· Installing applications in the Citrix MetaFrame multi-user environment.

· Using various Citrix MetaFrame utilities to administer Citrix MetaFrame servers, shadow ICA connections, measure bandwidth utilization 

· Implementing server farms, publish applications inside and outside of server farms and migrate published applications

· Configuring ICA browser settings, ICA gateways and load balancing for Citrix MetaFrame servers

· Configuring Application Launching and Embedding (ALE) with the ICA Web Clients 

· Monitoring and troubleshooting  Citrix MetaFrame servers
Windows 2000 MCSE 

Upgrade course 5/3/2001 for support for the Kerberos version 5 authentication protocol for authenticating Windows 2000 users and integration of  Windows 2000 security with other operating systems that use Kerberos-based security with public key infrastructure to support certificate services. 

Penetration Testing

Having attended the Internet Security Systems Ethical Hacker course I set up and demonstrated the use of pen testing machines using industry standard tools for use in BTs internet data centres. Nessus, Sam Spade, ISS scanner and other industry standard methods were used as well as public domain security testing tools. Penetration testing can now be undertaken to government CHECK Health Check Team standards. Full process undertaken including passive external analysis, web site testing, name server testing, stealth/firewall testing (hping/firewalk) portscanninf with windows and Linux based tools and all common utilities (as above). Research undertaken on #linuxwarez #!r00t and to obtain 0-day exploits from ADM, r00tabega and Team TESO.

PDA Testing Group 

The group that I was working with were also tasked with testing the next generation of PDAs for use by BT. starting with top management. I was testing the Nokia 9120 and the HP Jornada 720 in conjunction with Citrix client use wrt the security and usability of the platform. Research here. 

Windows 2000 Active Directory Design

I was involved in the derivation of Active Directory design issues for securing the Active Directory design for AD in BT Ignite’s Data centres. The concept of the offering of a shared AD infrastructure was designed, whereby the hosted customers opt for the AD to be managed by BT. And to adhere to BTs shared naming standards with the top level of the AD hosted in a DMZ for each data centre and various types in integration to other application blocks in the data centres. This raised issues of secure configuration and communication / tunnelling of insecure Windows protocols between several designs of bridgehead server infrastructures.

Documentation Server / Repository Re-design and Security

I was assigned a project to update the security of an all-purpose omni-available documentation server deployment. 
This involved:-

· Agreeing a matrix of security/access controls for groups of documents and groups of individuals within the BT Web design community.

· Researching the optimum way of deploying this resource within the BT intranet facility.
· Liaising with and educating the existing document handling staff on the security requirements.

· Technical high-level proposal/design document for the server infrastructure.

· Production proposal for read only conversion of documents (Adobe Acrobat 5.0)

Policing Datacentre Connections

As part of the Internet Data Centre Security team I played my part in filtering the connection requirements for application and hosting developments iRoles: Consultant for Security Design (Computing Partners Custom Web Hosting Team) 

Technologies:    Microsoft NT 4.0, Checkpoint Firewall-1 4.1, Cisco Router, switch and Cisco Pix firewall infrastructure, Penetration Testing, BS7799.

Cap Gemini

Network Designer

July 2001 - Dec 2001 

Development and Deployment of Network Infrastructure Design (Corporate Network, Co-Located Network, MS Active Directory, Wan Links, DMZ and Backend Firewalls and switched infrastructure)

DUTIES:

IP Schema 

Designed and implemented an IP address schema for the Project environment (Web site/ DMZ/ Intranet/ development and remote offices) ie the complete network design for the project in the UK and for offices abroad. This was provided in an easily updateable access-controlled standardized spreadsheet set format.

Designed and Implemented DNS Configuration and Active Directory 

Designed and implemented a DNS configuration for the Project environment. An AD integrated DNS infrastructure was designed for internal company use and split from the external dns requirements via forwarding servers. Site services, DNS name space and OU structure was designed, with Global Catalogue DNS and decentralized DHCP at each of the three sites comprising the business.(HQ, Swiss office and NetCentre eCRM / Callcentre). 

Design and Implementation Documented

Full working network design documentation and procedural installation documentation produced for the project. This included complete step by step documentation for the build and rebuilding of the Nokia and Cisco HA firewall sets and for all router sets in the deployment. 

Co-Location Suppliers Sourced Domain Name Registration

A complete study was undertaken on the supply of suitable co-location suppliers and a technical requirements document was prepared from the designs to prepare for tender receipt. I undertook the technical sourcing of the sourced the Web Hosting supplier for the project in City Of London Telecommunications Company as offering the best of the breed in co-location suppliers in terms of compromise between accessibility / remoteness and cost. A complete domain name set acquisition was completed across all top level domains.

High Availability Firewall and Router Configuration

Designed and implemented a High Availability Firewall and Router configuration for the Project environment (Web site/ DMZ/ Intranet/ development and remote offices) This involved a High Availability design for the web hosting Co-location site including Cisco Pix  520 HA front end firewalls configured to protect the Web servers, Cisco Local directors in HA configuration for Web Server load balancing complete with sticky sessions setup for the web servers., and Nokia 330’s in VRRPmc HA configuration Checkpoint Firewall-1 4.1 SP2 (client, management server, and gateway design) for backend access to/from secured database servers. The Co-location design was complete with out-of-band / secure dialup access via Cisco 3620 Router to all co-lo components. The backend database was designed as a Windows 2000 server cluster hosting Microsoft SQL server applications. A separate development network was designed. I built configured and tested the fire walling infrastructure in a test rack before deployment. Firewall rulesets designed for front end requirements and backend (nokia) requirements to include the dcom Microsoft sql database requirements.
Roles:  Microsoft Active Directory Design, Network Design, Infrastructure test and deployment, Co-Lo Supplier sourcing.

Technologies:   Cisco Network components (Incl Pix HA), Nokia / Checkpoint HA, Microsoft Windows 2000 and Active Directory Design.
NTL 

Firewall Security Administrator/Designer

April 2000 – July 2000

Checkpoint Firewall-1/VPN-1, Cisco and NetCache design admin, 

DUTIES:

My projects included Cisco Access Router (AS5300) based dialup project for NTL Directors and expansion of the whole of the NTL dialup facilities including ISDN dialup. configuration of 3rd Party access to NTL Corporate network, day to day security issues for access through NTL firewalls, upgrade of NTL firewalls to Nokia 3300 with rulebase changes, configuration of NetApp Netcache Unix based network appliance web proxy/content vectoring/cache machines for corporate internet access, web server DMZ firewall rulebase changes, management of protocol / port specific access to NTL's networks, attendance of corporate data protection meetings, involvement in VPN installations in the Cisco VPN 3000 Concentrator environment. Some involvement in the configuration of Alteon Switching and investigation of load-balancing. Courses undertaken VPN-1 for Security Professionals. CCSE Firewall V 4.1 Certified

Roles:  Design, Firewall Administration, Management Liaison

Technologies:   Checkpoint Firewall-1 Rulebase management, Proxy server, Cisco access router. 

Lancaster Cars PLC

Infrastructure support

February 2000 – May 2000 

NT and Exchange 5.5 Administration and support

DUTIES:

Email Routing problems associated with new Exchange Server rollout. Finishing the hardware configuration of the server infrastructure. Dealing with Firewall 1 configuration. Dealing with Outlook client issues. Documentation of password change, email administration and backup/disaster recovery procedures. Vbscript Scripted distribution list generation. Involvement in general troubleshooting of the NT setup including static route problem rectification.  Replication of login scripts and exchange directories. Involvement in Outlook Web Access (OWA) configuration. Intranet configuration using IIS and integration of intranet forms to the mail system to create an intranet based help system (FrontPage). Involved in configuring Firwall-1
Roles:  Support Analysis, Hardware and System Support; User support.

Technologies:   Microsoft NT 4.0, Microsoft Exchange 5.5, Windows 9x Desktop 

Study Break / Contract Pause

January 2000
DUTIES:
Studied for and took exams during the normally quiet start to the year, especially quiet after the Y2K period.

Technologies: Microsoft NT 4.0 and Exchange Server 5.5 and TCP/IP 

Highways Agency. UK Government

Technical Author

November 1999 – December 1999

Communication and Written Skills Cisco Infrastructure and Server Hardware Administration Skills and Experience 
DUTIES

The job here was to work in the BIS Strategy / Y2K office and to cover how the HA will check infrastructure supporting critical and important business systems on January 3rd, 2000.

· Preparing appropriate formats for scripts for network Node restart action.

· Preparing scripts detailing appropriate backups required

· Preparing surveillance (checking) scripts. Sequence of checks to ensure infrastructure components supporting Business Critical and Important System are checked first on 3rd January 2000 Area’s to be addressed were :-

· WAN/LAN

· Application and Network servers

· PC’s and User desktop

· IMB critical applications e.g. Intra-net/extranet, TNG Unicenter, SupportMagic

· Other infrastructure components or tools essential to the operation of critical or important business systems.
Roles

· Communication with staff members about key administration processes 

· Documentation of these processes in clear English for use in contingency on 1st January 2000 by key staff.
Technologies: Author using MS Word and Excel Comms experience.
Compaq EMEA HQ Munich

1st’2nd Line WAN Support

September 1999 – November 1999

Administration: Cisco, Cabletron Spectrum, RAS, NT, Seagate Legato, Ashwin, Tivoli, HP OpenView, Exchange Server, HP ITO, ATM Svplus,  
DUTIES

Supported the WAN at Compaq’s European Regional Monitoring Centre. Work has involved supporting RAS servers, NT process support using Ashwin, Remote backup support using Seagate Legato, DEC WAN support using Tivoli, Compaq network using HP Openview, Exchange Server MTA queues, Monitoring miscellaneous trap messages on HP ITO and Outlook. Compaq GlobalNet Core backbone ATM network using Svplus graphic display and complete network overview using Cabletron Spectrum. The work involved monitoring all systems, reacting to incidents as they occurred with 1st fix across all systems, problem management and escalation to carrier suppliers and to Compaq specialist support as required. CISCO CERTIFIED NETWORK ASSOCIATE (CCNA) obtained.
Roles: Key Shift WAN Administrator with 1st line 2nd Line Fix responsibilities. 

Technologies: Cisco IOS, ATM, TCP/IP, RAS, NT 4.0, Remote Backup Administration.
Bristol and West Building Society

December 98 to March 99
NT security administration in NT rollout to 160 branches, Use and development of automated profile configuration.
Liverpool Victoria Friendly Society Bournemouth
Oct to December 98
MS Mail and NetWare 4.11 Security / LAN Administration.
Dresdner Kleinwort Benson (DKB) Merchant Bank
February to August 98
Network security analysis and enforcement using Bindview, Kane Security Analyst  
National Grid National Control Centre Forecasting Department
Feb 98
Installed a network server (Compaq Proliant) (Novell 4.11) with PCs (NT 4.0) Workstations to remote-access Met Office weather forecasts for UK electricity demand 
Guardian Insurance
Desktop t 2nd/3rd Line Support 
Dec to February 98

All desktop OS’s in a Token Ring Environment. Dos LAN Requester and Dos LAN Services. IBM Personal Comms support and configuration. 1200 users on site. 

International Tennis Federation

December 1997

3 weeks support of 70 user 7 server network including 4 NT 4 and 3 Novell 3.12 Exchange Server Proxy Server Mimesweeper DHCP. 
Borough of Enfield
Central Computer Services 2nd/3rd Line
August to December 97
Comms and LAN diagnosis and rectification. Novell 3.12 configuration, setting and installation. 
Surrey County Council

Network Support Group

May 97 to August 97
Network Support Group, roving customer support role, Installation of new Pcs, diagnosis and correction of  LAN  and WAN connections,  configuration and hardware faults in  Lan Manager, NetWare and Windows For Workgroups PC Client TCP/IP 
January 1997 to May 97
Remy International
Network Support
Migrated a new server to Novell 4.1 including assisting the establishment of the NDS for the company. 
BOCM Pauls Ltd Ipswich
September 96 to January 97
Windows 95 pcs rollout in a SAP R/3 and NT Server environment at this local firm.  
Foster Refrigerator (UK) Ltd
April 96 to August 96
I was taken on here to assist with PC support, and troubleshooting Novell servers, virus problems and WAN problems. 

Kleinwort Benson
Dec - March 1996
I was taken on by DEC in a flexible role to assist their “Break/Fix” PC support team and helpdesk. 
Rank Organization PLC
August 95 to February 1996
I was invited to return as network administrator. I was involved in commissioning a new UNIX manufacturing system. 
BT Research Laboratories
February to August 95
I built and configured a 16GB file server from parts, configured the RAID 5 disk array and set it up as a NETWARE/IP server. I was involved in NOVELL 4.1 migrations, have installed NETWARE/IP network client software over a wide range of machines etc. 
UNIX Administration and PC support
SAAB – EDS
November 94 to January 95
I had been training in UNIX skills between contracts and then was taken on by EDS at their Marlow site to assist with remote administration and Helpdesk servicing of UNIX systems 

McDonnell Information Systems Ltd
July to September 1994
I worked in the Desktop FM Department assisting with first line fix of PCs, application and network support 

Rank Cintel
System Administrator/Supervisor
May to July 1994

This work involved use of all supervisor functions, supervising backups (Arcserve onto DAT), troubleshooting the network, 
Southern Electricity PLC
Network Administrator Novell 3.12
February to March 1994
Including user support services to a roll-out team who were installing a wide area network of some 50 servers across this company. 
Scottish Nuclear Ltd Head Office
January 1994

I was contracted to assist the busy PC helpdesk. Some 300 PCs were supported on site 

B T Research Labs
Microsoft Office (PowerPoint) Application : AppleTalk Network Support
August - Nov 1993 

I obtained a contract to support a senior BT manager   

1983 to 1992/93
Summary of User Activities
CP/M PC Use : PC based Relational Database Design, MS Multiplan. 
Appendix
Certified Ethical Hacker certification qualifies in the following areas:-

Ethics and Legality The security functionality triangle The attacker’s process Passive reconnaissance Active reconnaissance Types of attacks Categories of exploits Goals attackers try to achieve Ethical hackers and crackers - who are they Self proclaimed ethical hacking Hacking for a cause (Hacktivism) Security evaluation plan Types of Ethical Hacks Testing Types Ethical Hacking Report preparation and scoping. 

Footprinting Steps for gathering information Whois http://tucows.com Sam Spade Whois NSLookup Find the address range of the network ARIN Traceroute: NeoTrace Visual Route Visual Lookout Smart Whois eMailTracking Pro MailTracking.com

Scanning Active stack fingerprinting Passive stack fingerprinting Pinger WS_Ping_Pro Netscan Tools Pro 2000 Hping2 icmpenum Detecting Ping sweeps ICMP Queries Hacking Tool: netcraft.com Port ScanningTCP Scan types IPEye IPSECSCAN nmap Port Scan countermeasures HTTrack Web Copier Network Management Tools SolarWinds Toolset NeoWatch War Dialing: THC-Scan PhoneSweep Queso Cheops Proxy Servers SocksChain Surf the web anonymously TCP/IP through HTTP Tunneling Hacking Tool: HTTPort

Enumeration NetBios Null Sessions Null Session Countermeasures NetBIOS Enumeration umpSec NAT SNMP Enumertion SNMPUtil IP Network Browser SNMP Enumeration Countermeasures Windows 2000 DNS Zone transfer Identifying Win2000 Accounts User2SID Hacking Tool: SID2User Enum UserInfo GetAcct Active Directory

System Hacking Administrator Password Guessing Performing Automated Password Guessing Legion NTInfoScan Defending Against Password Guessing Monitoring Event Viewer Logs VisualLast Eavesdroppin on Network Password Exchange  L0phtCrack Hacking Tool: KerbCrack Privilege Escalation GetAdmin Manual Password Cracking Algorithm Automatic Password Cracking Algorithm Password Types Types of Password Attacks Dictionary Attack Brute Force Attack Distributed Brute Force Attack Password Change Interval Hybrid Attack§ Cracking Windows 2000 Passwords Retrieving the SAM file Redirecting SMB Logon to the Attacker SMB Redirection SMBRelay SMBRelay2 SMBRelay Man-in-the-Middle (MITM) SMBRelay MITM Countermeasures SMBGrinder SMBDie NBTDeputy NetBIOS DoS Attack nbname John the Ripper LanManager Hash Password Cracking Countermeasures Keystroke Logger Hacking Tool: Spector AntiSpector  eBlaster SpyAnywhere IKS Software Logger Hardware Key Logger  : Rootkit  Planting Rootkit on Windows 2000 Machine _rootkit_ embedded TCP/IP Stack  Rootkit Countermeasures  MD5 Checksum utility  Tripwire  Covering Tracks  Disabling Auditing  Auditpol  Clearing the Event Log  : Elslave Winzapper Evidence  Eliminator Hidding Files NTFS File Streaming makestrm  NTFS Streams  Countermeasures LNS  Steganography  ImageHide: MP3Stego: Snow Camera/Shy  Steganography Detection StegDetect  Encrypted File System: dskprobe: EFSView  Buffer Overflows  Creating Buffer Overflow Exploit  Outlook Buffer Overflow  Outoutlook

Backdoors Overt and Covert  QAZ Tini Netcat Donald Dick SubSeven BackOrifice 2000§ Back Oriffice Plug-ins NetBus Wrappers Graffiti Silk Rope 2000 EliteWrap IconPlus Packaging Tool: Microsoft WordPad  Whack a Mole Trojan  Construction Kit BoSniffer FireKiller 2000 Covert Channels  ICMP Tunneling  Loki  Reverse WWW Shell  Backdoor Countermeasures  BO Startup and Registry Entries  NetBus Startup and Registry Keys  Port Monitoring Tools  fPort, TCPView Process Viewer  Inzider - Tracks Processes and Ports  Trojan Maker Hard Disk Killer Man-in-the-Middle Attack dsniff  System File  Verification TripWire
Sniffers Etheral Snort WinDump EtherPeek Passive Sniffing Active Sniffing EtherFlood Dsniff Macof mailsnarf URLsnarf Webspy Ettercap SMAC MAC ChangerARP Spoofing Countermeasures WinDNSSpoof WinSniffer IRIS NetInterceptor SniffDet WinTCPKill

Denial of Service Types of DoS Attacks  Ping of Death SSPing Land Smurf SYN Flood CPU Hog Win Nuke RPC Locator Jolt2 Bubonic Targa Tools for Running DDoS Attacks Trinoo WinTrinoo TFN TFN2K Stacheldraht Shaft mstream  DDoS Attack Sequence Preventing DoS Attack. DoS Scanning Tools Find_ddos SARA DDoSPing RID Zombie Zapper

Social Engineering Art of Manipulation Human Weakness Human Based Impersonation Important User Tech Support Third Party Authorization In Person Dumpster Diving Shoulder Surfing Computer Impersonation Mail Attachments Popup Windows Website Faking Reverse Social Engineering Policies and Procedures Social Engineering Security Policies The Importance of Employee Education

Session Hijacking Session Hijacking Steps Spoofing Vs Hijacking Active Session Hijacking Passive Session Hijacking Guessing the Sequence Numbers Juggernaut Hunt TTYWatcher IP Watcher T-Sight Remote TCP Session Reset UtilityProtection against Session Hijacking 

Hacking Web Servers Apache Vulnerability Attacks against IIS IIS Components ISAPI DLL Buffer Overflows IPP Printer Overflow msw3prt.dll Oversized Print Requests: Jill32 IIS5-Koei IIS5Hack IPP Buffer Overflow Countermeasures ISAPI DLL Source Disclosure ISAPI.DLL Exploit Defacing Web Pages IIS Directory Traversal Unicode Directory Listing Clearing IIS Logs  LogAnalyzer Attack Signature Creating Internet Explorer (IE) Trojan IISExploit UnicodeUploader.pl cmdasp.asp Escalating Privilages on IIS IISCrack.dll ispc.exe§ Unspecified Executable Path Vulnerability CleanIISLog  File System Traversal Countermeasures Microsoft HotFix Problems UpdateExpert Cacls utility Network Tool: Whisker N-Stealth Scanner WebInspect Shadow Security Scanner

Application Vulnerabilities Documenting the Application Structure Manually Inspecting Applications Using Google to Inspect Applications Directory Structure Instant Source Java Classes and Applets Jad HTML Comments and Contents Lynx WgetBlack Widow WebSleuth Cross Side Scripting Session Hijacking using XSS Cookie Stealing IEEN

Password Cracking Techniques Message Digest Authentication NTLM Authentication Certificate based Authentication Digital Certificates Microsoft Passport Authentication Forms based Authentication Creating Fake Certificates  WinSSLMiM  Password Guessing WebCracker Brutus ObiWan Munga Bunga PassList  Query Strings  Post data cURL Stealing Cookies  CookieSpy ReadCookies SnadBoy

SQL Injection SQL Insertion Discovery Blank sa Password Simple Input Validation SQL Injection OLE DB Errors 1=1 blah’ or 1=1 Stealing Credit Card Information Preventing SQL Injection Database Specific SQL Injection SQLDict SQLExec SQLbf§ SQLSmack SQL2.exe Oracle Password Buster

Hacking Wireless Networks Cracking WEP keys Sniffing Trafic Wireless DoS Attacks WLAN Scanners WLAN Sniffers MAC Sniffing Access Point Spoofing Securing Wireless Networks NetTumbler AirSnort AiroPeek WEP Cracker Kismet WIDZ- Wireless IDS

Novell Hacking Common accounts and passwords Accessing password files Password crackers Chknull NOVELBFH NWPCRACK Bindery BinCrack SETPWD.NLM Kock userdump Burglar Getit Spooflog Gobbler Novelffs Pandora

Linux Hacking Linux Vulnerabilities SARA TARA Sniffing Session Hijacking Linux Rootkits Linux Security Countermeasures IPChains and IPTables

IDS, Firewalls and Honeypots Intrusion Detection System System Integrity Verifiers Anomaly Detection Signature Recognition Protocol Stack Verification Application Protocol Verification What Happens after AN ID Detects an Attack? IDS Software Vendors SNORT Evading IDS (Techniques) Complex IDS Evasion fragrouter TCPReplay SideStep NIDSbench ADMutate IDS Detection Detect Packet Sniffers Inject strangely formatted packets onto the wire Hacking through Firewalls Placing Backdoors through Firewalls Hiding behind Covert Channels What is a Honeypot? Honeypots Evasion Honeypots vendors

Buffer Overflows Detecting Buffer Overflows in a Program CPU/OS Dependency Stack Based Buffer Overflows Buffer Overflow Technical Implementation Writing your own Buffer Overflow Exploit in C Defense against Buffer Overflows Type Checking Tools for Compiling Programs StackGuard Immunix
Cryptography Digital Certificates RSA MD-5 RC-5 SHA SSL PGP SSH Encryption Cracking Techniques
