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Knacc nHcdhopMauMOHHOU CUCTEMBI

5-roc 3-uH 3-ton
I'Ipe.q'b;anﬂeMble Tp96OBaHM$I

lpumeyarHue: OtmeTka HEOBA3ATEJIbHOE TPEBOBAHUME o3HavaerT, 4to
Bnageney IC no cBoemMy yCMOTPEHUIO MOXET BbIMOMNHATL UM He
BbINOMHATL AaHHOe TpeboBaHMe NHpopMaLnoHHOM 6e3onacHOCTU U
CaMOCTOSATENbHO BbIOMpPaTh Mepbl U cpeacTBa ANs peanusaumm JaHHbIX
TpeboBaHui.

Bce octanbHble TpeboBaHUs (He OTMEYEHHbIE Kak Heobsi3aTenbHbIe)
OOJIKHbI 66ITb peanu3oBaHbl B UHGOPMaLUNOHHOW CUCTEME
onpenenéHHOro Bbile Krnacca (MM COBOKYMNHOCTM KIlaccoB).

e 1.1 OnpeneneHune coctaBa MHpopmMmaunm o cobbITUAX
MHOpMaLIMOHHON BE30NacHOCTU, NoAfeXalmx perncTpaumm
(noeHTNdUKaumna n ayteHTudurkauus nonb3oBarteneun, HapyLeHns
npas OOCTYyna Nosib30BaTenen, BblsiBIIEHHbIE HAPYLLEHUS
MHdOpMaLMOHHON Be3onacHoCTn, HdopMauust 0 PYHKLNOHUPOBAHUA
CpeaCTB BblYNCIUTENBHOM TEXHUKW, CETEBOro 0060pya0BaHNUS U
CpeacCTB 3aWwmTbl MHopMaLuum 1 gpyroe)

e 1.2 ObecneveHune cbopa n xpaHeHUs1 MHpopmaumm o CobbITUAX
MHGOPMaLNOHHON ©6e30MacHOCTU B TEYEHNE YCTAHOBNEHHOIO CpoKa
XpaHeHusd, HO He MeHee ofHoro roga [lpuvep peanusaunu

e 1.3 ObecneveHune LeHTpannM3oBaHHOro cbopa n xpaHeHus

MHGOpMaLUK O COBLITUAX MHOPMALMOHHOM 6e30NacHOCTN B TEYEHME
YCTaHOBJIEHHOIO CPOKa XpaHEeHWs, HO He MeHee ofHOoro roga [pumep
peanusauuu

e 1.4 OnpegeneHne cnocoba 1 NepMOaNYHOCTU MOHUTOPUHra
(MpocmMoTpa, aHanusa) cobbITUU MHGOPMAaLMOHHOW BE30NaCcCHOCTM
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YNOSTHOMOYEHHbLIMU Ha 3TO MNOoSib30oBaTENSAMMN MHPOPMaLIMOHHON
cuctemsbl [lpumep peanusauum

e 1.5 ObecneyveHune cbopa 1 xpaHeHna nHpopmauum o
PYHKLUMOHNPOBAHUM CPEACTB BblYMUCITUTESNTbHOM TEXHUKN, CETEBOTO
obopyaoBaHus U CpeacTB 3aWmnTbl MHOPMaUUN B TeYEHNE
YCTaHOBJIEHHOIO CPOKa XpaHEeHUs, HO He MeHee ofHoro roga [pumep
peanusauuu

2. Tpe6boBaHMA No obecnevYyeHUo 3aWUTbI AAHHbIX

e 2.1 PernameHTauma nopsiaka ncnorb3oBaHUs B MIHGOpPMaLMOHHON
CUCTEME CbEMHbIX HOCUTENEN MHAOPMALIMMN, MOBUMNBHbLIX TEXHUYECKNX
CPEeaCTB 1 KOHTPONSA 3a TakUM UCMNOfb30BaHNEM

e 2.2 ObecneyveHne KOHTpoNa 3a paboTocnocobHOCTLIO, NapaMmeTpamu
HaCTPOWKM N NPaBUNbHOCTbIO QYHKLMOHUPOBaHNSA CPEACTB
BbIYUCINTENBHOMN TEXHUKN, CETEBOrO 060pYya0BaHNSA, CUCTEMHOIO
nporpaMmMHoro obecneyeHns 1 cpeacTs 3aLuuTbl MHOPMaLUK

e 2.3 ObecneyveHune 3alnTbl OT HECAHKLMOHNUPOBAHHOMO 4OCTYNa K
pe3epBHbIM KOMUSAM, NapaMeTpamM HaCcTPOMKM CETEBOro 060pyaoBaHus,
CUCTEMHOIO NporpaMMHOro obecnedeHns, cpeacTs 3alnThl
MHGOpMaLKnK n cobbiTussM BesonacHocTn [pumep peanusaummn

3. TpeboBaHusA No obecnevyeHNo naeHTUPUKaLUmM N ayteHTUUKaummn

e 3.1 ObecneyeHune pasrpaHM4eHNsa OOCTyna nonb3oBaTenen K
cpeacTBam BblYMUCIIUTENBHOM TEXHUKK, CETEBOMY 000pPYyA0BaHNMIO,
CUCTEMHOMY NporpaMmmMHOMY obecrneyeHunto n cpeacTeam 3almTbl
nHdopmaunm Npumep peanusarmm

e 3.2 ObecneveHne naeHTUMUKaLnUM 1N ayTeHTUMKaLMm nonb3oBaTenemn
MHOPMALIMOHHOW CUCTEMDI

e 3.3 ObecneyeHune 3awnTbl 06paTHOM CBA3N NpU BBOAE
ayTeHTUdMKaLUMOHHOW NHd OpMaLmn

e 3.4 Obecne4vyeHne NOTHOMOYHOrO yrpaereHus (co3gaHme, akTuBauums,
OrIOKMPOBKA M YHUUTOXEHME) YYETHBIMM 3anncsaMm Nnosib3oBaTenemn
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MHOPMALIMOHHOW CUCTEMDI

e 3.5 ObecneyvyeHne KOHTPOIS 3a cobnogeHneM nNpasun reHepauum n
CMEHbI Naposien nosb3oBarenen MHPOPMaLNOHHON CUCTEMbI

e 3.6 ObecnevyeHne LLEeHTPanNM30BaHHOMO ynpaBieHNs Y4ETHbIMU
3anucsmu norb3oBarenen MHQPOPMaLMOHHOW CUCTEMbI U KOHTPOJb 3a
cobntogeHrem npaBusl reHepaunmn U CMeHbl Naposen nosnb3oBaTenemn
MHPOPMaLMOHHON CUCTEMDI

e 3.7 ObecneyveHune BIOKMPOBKM AocTyna K obbekTam MHGOpMaLMOHHON
CUCTEMbI NOCIIE UCTEYEHNA YCTAHOBITIEHHOIO BpeMeH be3aencTemg
(HeaKTMBHOCTM) Nonb3oBaTens MHPOPMaLMOHHON CUCTEMBI UK MO ero
3anpocy

4. TpeboBaHuNs No 3awnUTe CUCTEMbI 3aWUTLI MHOPMaLUK
WH(pOPMaALMOHHON CUCTEMDBI

e 4.1 ObecnevyeHne nN3mMeHeHus1 atpmbytToB 6Ge30nacHOCTU CETEBOIO
obopynoBaHusi, CUCTEMHOIO NPOrpaMMHOro obecneyeHnst n cpeacTs
3aLnTbl MHGOPMaLUK, YCTAHOBIEHHbLIX MO YMOMYaHMIo

e 4.2 ObecnevyeHne obHOBMEHUS 0OBLEKTOB MHPOPMALIMOHHON CUCTEMBI

e 4.3 ObecnevyeHne KOHTPONS 1 ynpasneHnsa usanvyeckum 4oCTyrnom B
NOMELLEHUS, B KOTOPbIX NMOCTOAHHO pa3MeLLaloTca 00bEKTbI
MHOPMALIMOHHOW CUCTEMDI

e 4.4 ObecnevyeHne CUHXPOHM3AUUN BPEMEHHbIX METOK U (111Nn)
CUCTEMHOIO BPEMEHU B MHPOPMALIMOHHON CUCTEME U CUCTEME
3aLnTbl MHGOpMaL MK

5. O6ecne4vyeHue Kpuntorpadunyeckon 3awmnTbl MHhopmaLum

e 5.1 ObecnevyeHne KOHPUOEHLMANTBHOCTU N KOHTPOMNSA LENOCTHOCTHU
MHOpMaLIMKM NpKn ee nepenadye NocpeacTBOM CeTen NEKTPOCBA3N
obLLero nonb3oBaHNA (cpeacTBa JIMHENHOIO LWMPOBaHKS), ECINN HE
OCYLLECTBNEHO NpeaBapuTenbHoe WndpoBaHne 3allmniaemMon
nHpopmaumm [Npumep peanusauunm
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HEOBASATEJIbHOE TPEBOBAHWE:

5.2 ObecnevyeHne KOHPUAEHUNANBHOCTN U KOHTPOMS LLENOCTHOCTH
NHpopMaunm Npu ee XxpaHeHN B MHPOPMALMOHHON CUCTEME
(cpeactBa npeaBapuTENbHOro LWMdPOoBaHUS)

5.3 ObecnevyeHne NOASIMHHOCTM N KOHTPOMS LLENOCTHOCTH
9NEKTPOHHbIX JOKYMEHTOB B MHPOPMaLMOHHOM cnucteme (cpeacrea
BbIpabOTKN 3MEKTPOHHOM LMdPOBOM NOANUCU, CPEACTBA NPOBEPKU
3NEKTPOHHOW LUMppoBOM Noannucu, cpeacTtea BolpaboTkn NMNYHOIO
KSto4a Unn OTKPbITOro KIitova 9NeKTPOHHOW LndpoBor Nognnci)
HEOBAS3ATEJIbHOE TPEBOBAHWE:

5.4 ObecneyeHne KOHTPONSA LENOCTHOCTN AaHHbIX B MHGOPMaLNOHHON
cucteme (cpencraBa KOHTPOSS LEeNOCTHOCTK) [pumep peanusaiium
HEOBAS3ATEJIbHOE TPEBEOBAHWE:

5.5 ObecnevyeHne KOHPUAEHUNANBHOCTN U KOHTPONS LIENOCTHOCTH

NINYHBIX KNKOYEn, NCMoNb3yeMbIX NPU BbipaboTKe 3NEKTPOHHOM
LndpoBon noanucu (Kpuntorpaduyeckme ToOKeHbI)
HEOBA3ATEJIbHOE TPEBOBAHUE:

5.6 ObecrneyeHne MHOrohakToOpHOM U (UNN) MHOrO3TarnHON
ayTeHTUurKaunm nonb3oBarenen B MUHOOPMaLMOHHON CUCTEME
(KpynTorpadun4eckmn TokeH 1 (Unn) cpeacTea BblpaboTKM 3NIEKTPOHHOM
LnMdpoBOM NOANNCHK)

6. JononHuTenbHbIe TpeboBaHUA NO 06ecneYeHUro 3aWnTbl

nHcdopMaummn B BUpPTyaribHOM MH(paCTPYKType

6.1 ObecneveHne 3aWwmThbl OT arpeCCUBHOIO MCMNOSIb30BaHNS PECYPCOB
BUPTYanbHOM MHAPACTPYKTYpPbI NOTpeduTensmm ycnyr

6.2 ObecnevyeHne 3alnTbl BUPTYyanbHOU MHPACTPYKTYpPbI OT
HeCaHKLUWOHNUPOBAHHOIO 4OCTYNa U CETEBbLIX aTak U3 BUPTYyarbHOW U
dom3nyeckoun ceTn, a Takke BUpPTyasibHbIX MaLUMH

6.3 ObecnevyeHne Be3onacHOro NnepemMeLLeHnsa BUPTyanbHbIX MaLlUMH U
obpabaTtblBaeMbIX HA HUX OAaHHbIX

6.4 ObecnevyeHne pe3epBHOro KONMPOBaHUS NOSIb30BaTENBCKNX
BUPTYaribHbIX MaLUWH
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e 6.5 ObecneveHne pe3epBUpPoOBaHMSA CETEBOro 060pyaoBaHUS MO CXeme
N+1

« HEOBA3ATEJIbHOE TPEBOBAHUE:
6.6 Pusndeckada n3onaAUMA cermeHTa BUpTyasribHOM MHPPAaCTPYKTYpPbI
(cucTembl XxpaHeHnsa 1 06paboTKM AaHHbIX), NpegHa3Ha4YeHHOro Ang
06paboTkn NHdopMaumn, pacnpocTpaHeHne un (M) NpegocTaBrieHne
KOTOPOM OrpaHN4YeHo, HE OTHECEHHOM K rOCYyAapCTBEHHbIM CEeKpeTam

e 7.1 OnpeneneHne nepeyvHs paspeLleHHOro nNporpamMmmMHoro
obecrneyeHns n pernameHTauma nopsiaka ero yCTaHoBKU U
NCNONb30BaHUS

e 7.2 ObecnevyeHne KOHTPOIIS 3a COCTaBOM OB6bEKTOB MHOPMALMOHHOM
cuctemsl [pumep peanusauuu

e 7.3 ABTOMaTM3NPOBAHHbLIA KOHTPOSIb 3@ COCTAaBOM CPeACTB
BbIYNCINTESNTbHON TEXHUKN U CETEBOIO 000PYLOBaAHUS

e 7.4 /icnonb3oBaHne 06LEKTOB MH(POPMALIMOHHOM CUCTEMbI NOA4
NoSib30BaTESNTbCKUMU YYETHLIMKU 3anncsimu (MCNosib30BaHNE
aAMUHUCTPATUBHbIX YYETHbIX 3anmcen ToSbKO B Crlydae HaCTPOWKK
06bEKTOB MHAOPMALIMOHHOW CUCTEMBI UMM OCOBEHHOCTEN OOBHLEKTOB
MHOPMaLIMOHHON CUCTEMDI)

e 7.5 OnpeneneHne coctaBa K cogepxaHusa nHopmMmaunu, nognexawiemn
pe3epBMPOBAHNIO

e 7.6 ObecneyveHne pesepBUpoBaHUS NHOpMaLMK, Noanexallemn
pe3epBMPOBAHUIO

e 7.7 Obecne4veHne pesepBnpoBaHNA KOHOUIypaLnoHHbIX hanos
ceteBoro obopygoBaHus

e 7.8 ObecnevyeHne oOHOBEHUS NporpaMMHOro obecneyeHns 06bLEKTOB
MHPOPMALIMOHHOW CUCTEMbI N KOHTPOMA 38 CBOEBPEMEHHOCTbLIO TaKoro
obHoBNeHn4

e 7.9 ObecneyveHne cermeHTMpoBaHNA (M30NALUN) CETU YNpaBneHus
obbekTamm NHPOPMAaLMOHHOW CUCTEMbI OT CETU Nepefayun AaHHbIX
[Npumep peanusauunm
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7.10 ObecneyeHne 3almTbl CPEACTB BbIYNCINTESNTIBHON TEXHUKN OT
BPEeOOHOCHbIX MporpaMmm

7.11 ObecneyeHune B peanbHOM MacliTabe BpeMeHn aBTOMaTUYECKON
NPOBEPKN MakeToB CETEBOro Tpaduka n gannos JaHHbIX,
nepegaBaemMblX MO CETU, N 00e3BpeEXMBaHNE OOHAPYKEHHbIX
BPeaOHOCHbIX NMporpaMmm

7.12 ObecnevyeHne B peanbHOM MaclwTabe BpeMeEHN aBTOMaTUYECKOMN
npoBepkn hannos AaHHbIX, NepegaBaeMblX MO NOYTOBLIM MPOTOKOMAM,
n obesBpexmBaHne obHapy>KEHHbIX BPEAOHOCHbLIX NporpamMm

7.13 ObecnevyeHne ynpaBneHnsa BHELUHUMU NMHGOPMAaLMOHHBbIMUA
noTokamun (MapLipyTmnsaums) mexay nHopmMauMOHHBIMN CUCTEMAMM.
cnonb3oBaHue maplupyTusatopa (KommyTtaTopa
MapLupyTmanpytowero) [Npuvep peanusaummn

7.14 ObecnevyeHne orpaHNYeHnin BXoOsILLEro U ncxoasdiiero Tpaduka
(cbunbTpaymst) MHPOPMaLMOHHOMN CUCTEMBbI TONbKO HEOBXOOMMbIMU
coeanHeHnAMU. icnonb3oBaHne MeXCETEBOro aKpaHa,
PYHKLMOHMPYIOLLIErO Ha KaHanbHOM, U (UNn) ceTeBOM, U (Unn)
TPaHCMOPTHOM, U (UfN) CEaHCOBOM, W (UNIN) MPUKITagHOM YPOBHSIX
[Npumep peanusauunm

7.15 ObecnevyeHne orpaHN4YeHnin BXoOSLLEro U ncxogsawero Tpadpuka
(bunbTpauuns) MHdoOPMaLMOHHON CUCTEMBI TONBKO HEODXOAMMbIMM
coeguMHeHnsMN. cnonb3oBaHe MEXCETEBOIO SKpaHa,
PYHKLUNOHMPYIOLLEro Ha KaHarbHOM, CETEBOM U MPUKITagHOM YPOBHSIX
[Npumep peanusauunm

7.16 ObecnevyeHne obHapyXeHNs U NpPeaoTBpaLLEHNSA BTOPXEHUI B
MHopMaLMoHHOU cucTeme. icnonb3oBaHWe CETEBbLIX, U (UNK)
NnoBeaeHYECKUX, 1 (M) y3noBbIX CUCTEM OBHapPYXXeHNA U
npenoTBpaLLeHnsa BTOpXXeHUn [1pumep peanusauum

7.17 ObecneyeHne obHapyXeHna 1 NpeaoTBpaLLEHNS BTOPXXEHUN B

MHGOPMAaLMOHHON CUCTEME MPU UCNOSNb30BaHNKN B HEN BECNPOBOAHbLIX
KaHanoB nepegayun ganHbix (Wi-Fi n Tomy nogobHoe). cnonb3oBaHne
BGecnpoBOAHbIX CUCTEM OBHapYXeHUs N NpeaoTBpaLleHNa BTOPXKEHNN
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HEOBA3ATEJIbHOE TPEBEOBAHUE:
7.18 ObecneyeHne obHapyXeHna yTedek nHpopmaumm n3

MHOPMaLMOHHOW cucTeMbl. Micnonb3oBaHne cucteMbl OOHapPYXEHUS
yTeyek nHpopmaumm n3 MHEPOOPMaLUMOHHOW CUCTEMBI

7.19 OnpepgeneHne nepeyHs BHELLIHNX NOOKITIOYEHUN K
NHMPOPMAaLIMOHHON CUCTEME N NOopsiAKa TAaKoro NOAKIHOYEHUS

7.20 ObecnevyeHne KOHTPONS 3a BHELUHUMW MOAKMHOYEHNAMN K
nHpopmMaumnmoHHoM cucteme [lpumep peanusacmm
HEOBASATEJIbHOE TPEBOBAHUE:

7.21 ExxerogHoe npoBeAeHne BHELWHEN U BHYTPEHHEN MPOBEPKN

OTCYTCTBUSA NMNBO HEBO3MOXXHOCTU MCMOSb30BaHUSA HapyLUUTENEM
CBOWCTB NPOrpaMMHbIX, MporpamMmmMHoO-annapaTHbIX U annapaTHbIX
CpeacTB, KOTopble MOryT ObITb Cly4YanHO MHULMMPOBAHBLI
(aKTMBUPOBAHbI) NN YMbILLNEHHO UCMNOMb30BaHbl 4S5l HapyLLUEHUS
MHOPMaLMOHHON 6e30MacHOCTN CUCTEMBbI U CBEAEHUS O KOTOPbIX
noaTBEPXKAEHbI M3roToBUTENAMU (paspaboTymkamm) aTux 06 bLEKTOB
NHpopMaUmMoHHOM cuctemsl [lpumep peanusauum

Tenepb Bbl MOXETE 3aMnOSfIHUTL aKT OTHECEHUS Bawen NHPOPMaLMOHHON
CUCTEMBI K Krnaccy TMNOBbIX NHOPMALMOHHbBIX CUCTEM

Mo

AKT oTHeceHns1 UHPOPMaLMOHHOU CUCTEMbI K KIlaccy
TMnoBbix UC
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