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Preface

Field Manual (FM) 3-05.301 presents tactics, techniques, and procedures for
implementing United States (U.S.) Army Psychological Operations (PSYOP) doctrine
in FM 3-05.30, Psychological Operations. FM 3-05.301 provides general guidance for
commanders, planners, and PSYOP personnel who must plan and conduct effective
PSYOP across the full spectrum of operations. This manual also provides guidance for
PSYOP personnel to accomplish a broad range of missions successfully, using the
latest organizational structure, terminology, and capabilities.

FM 3-05.301 is a guide, not a regulation. As such, the tactics, techniques, and
procedures it presents should not limit creativity or imagination, provided that
they adhere to Army doctrine, U.S. national policy, and the commander’s intent.
The targeted user of this manual is primarily the PSYOP community. Written to
give PSYOP officers, noncommissioned officers (NCOs), enlisted Soldiers, and
civilians standardized PSYOP doctrine, FM 3-05.301 is a comprehensive how-to
manual, focusing on critical PSYOP tasks, duties, and responsibilities.

This manual describes procedures and provides templates for conducting the five
PSYOP missions and seven PSYOP functions in a systematic, chronological
fashion. Its organization generally follows the PSYOP development process, from
planning through execution.

This manual contains numerous acronyms, abbreviations, and terms. Users
should refer to the Glossary at the back of this manual for their meanings
or definitions.

The proponent of this manual is the United States Army John F. Kennedy
Special Warfare Center and School (USAJFKSWCS). Submit comments and
recommended changes to Commander, USAJFKSWCS, ATTN: AOJK-DT-PO,
Fort Bragg, NC 28310-5000.

Unless this publication states otherwise, masculine nouns and pronouns do not
refer exclusively to men.

This manual does not implement any international standardization agreements
(STANAGS).



Chapter 1

Overview

All military action is intertwined with psychological forces and effects.

Carl von Clausewitz
On War, 1827

PSYOP are planned operations that convey selected information and
indicators to foreign target audiences (TAs) to influence their emotions,
motives, objective reasoning, and ultimately, the behavior of foreign
governments, organizations, groups, and individuals. The purpose of all
PSYOP is to create in neutral, friendly, or hostile foreign groups the
emotions, attitudes, or desired behavior that support the achievement of
U.S. national objectives and the military mission. In doing so, PSYOP
influence not only policy and decisions, but also the ability to govern, the
ability to command, the will to fight, the will to obey, and the will to
support. The combination of PSYOP products and actions create in the
selected TAs a behavior that supports U.S. national policy objectives and
the theater commander’s intentions at the strategic, operational, and
tactical levels.

The nature of PSYOP is varied and ever changing. PSYOP personnel
must support a broad range of missions and force structures in
environments ranging from austere to highly sophisticated. PSYOP are
planned, coordinated, and executed before, during, and after conflicts,
and must be integrated at all echelons to achieve its full force-multiplier
potential.

A force multiplier of special operations forces (SOF), PSYOP forces are
assigned to the United States Special Operations Command
(USSOCOM), based on the 1986 Goldwater-Nichols Department of
Defense (DOD) Reorganization Act. PSYOP units deploy to conduct
missions in support of geographic combatant commanders and their
subordinate joint task force (JTF) and component commanders. PSYOP
forces may also support U.S. Ambassadors, allies, alliance and coalition
partners, and other government agencies (OGAS).

FULL-SPECTRUM OPERATIONS

1-1. PSYOP are conducted in military operations other than war (MOOTW)
and war (Figure 1-1, page 1-2), and are key contributors to shaping the
international security environment and reacting to events. PSYOP are
inherently joint and frequently combined operations. They support joint,

11
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interagency, multinational, conventional, and special operations (SO) forces.
Army PSYOP forces are organized, equipped, and trained to provide strategic,
operational, and tactical support to the theater combatant commanders. PSYOP
support all missions across the full spectrum of operations.

Military General PSYOP/PSYACT
Operations U.S. Goals Examples

C Fight Loudspeakers
p War and Leaflet Drops
M Win War Radio Programming o
B Face-to-Face Communications
? Military Deter War Training Host Nation Forces

N ; d Information Pamphlets

Operations b _ i P

0O Resolve Conflict Television Spots

N Other p

C Than ]

p War Comic Books

M Novelty Items

B Promote Newspapers

A Peace Magazines

T Handbills

Posters

Figure 1-1. Full-Spectrum Operations

1-2. Proven in combat and peacetime, PSYOP are one of the oldest weapons
in the arsenal of man, as well as an important force protector, combat
multiplier, and nonlethal weapons system. Effective use and employment of
PSYOP forces provides many capabilities that facilitate successful mission
accomplishment. The following are examples:

» Project a favorable image of U.S. and allied forces.

* Inform TAs in new or denied areas.

« Amplify the effects of a show-of-force.

« Give TAs alternative courses of action (COAS).

« Overcome censorship, illiteracy, or interrupted communications.
« Exploit ethnic, cultural, religious, or economic differences.

PSYOP MISSIONS

1-2

1-3. PSYOP are conducted at the strategic, operational, and tactical levels of
war to influence foreign audiences. PSYOP forces provide a nonlethal
capability in conveying information to selected TAs and governments to
influence their emotions, motives, objective reasoning, and behavior. PSYOP
Soldiers perform the following five principal missions to meet the intent of
the supported commander:

« Advise the commander on Psychological Operations actions (PSYACTS),
PSYOP enabling actions, and targeting restrictions that the military
force will execute. These actions and restrictions minimize adverse
impacts and unintended consequences, attack the enemy’s will to
resist, and enhance successful mission accomplishment.
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Influence foreign populations by expressing information subjectively to
influence attitudes and behavior, and to obtain compliance or
noninterference. These actions facilitate military operations, minimize
needless loss of life and collateral damage, and further the objectives of
the United States and its allies.

Provide public information to foreign populations to support
humanitarian activities, restore or reinforce legitimacy, ease suffering,
and maintain or restore civil order.

Serve as the supported commander’s voice to foreign populations to
convey intent and establish credibility.

Counter enemy propaganda, misinformation, disinformation, and
opposing information to portray friendly intent and actions correctly
and positively, thus denying others the ability to polarize public
opinion and political will against the United States and its allies.

PSYOP FUNCTIONS

1-4. To conduct the five PSYOP missions effectively and efficiently, PSYOP
units perform seven functions. These functions include the following:

Perform command, control, communications, computers, and
intelligence (C4l) functions. C4l is the exercise of authority and
direction over assigned PSYOP forces when accomplishing their
missions. A PSYOP commander performs this function by arranging
personnel, equipment, communications, supplies, facilities, and
procedures when planning, directing, coordinating, and controlling
PSYOP. PSYOP forces play a unique role in the intelligence function.
They are both a producer and a consumer. PSYOP forces have the
ability to collect, process, integrate, analyze, and evaluate relevant
information for their own use and for use by the supported commander,
OGAs, and other intelligence organizations.

Develop PSYOP plans, programs, supporting programs, series, and
products. Development involves the selection of Psychological
Operations objectives (POs) and supporting Psychological Operations
objectives (SPOs), the conceptualization of multiple series, the
construction of specific product prototypes, as well as the
recommendation of actions to influence the beliefs of selected TAs to
modify their behavior. This function consists of detailed coordination
between various PSYOP elements involving target audience analysis
(TAA), series development, product prototype development, approval
process review, and evaluation before and after dissemination to
measure PSYOP effectiveness.

Produce PSYOP media. Production is the transformation of approved
PSYOP product prototypes into various media forms that are
compatible with the way foreign populations are accustomed to
receiving information. Some production requirements may be
contracted to private industry, while other requirements may be
performed by units attached or under the tactical control (TACON) or
operational control (OPCON) of the PSYOP forces.

1-3
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« Distribute PSYOP products. Distribution is the movement of completed
products from the production source to the point where disseminators
are located. This function may include the temporary storage of PSYOP
products at an intermediate location. Depending on the type of product,
this can be done either physically or electronically. PSYOP forces must
make full use of organic equipment, commercial assets, and resources
of other Services to facilitate the distribution process. PSYOP planners
should attempt to simplify distribution and ensure alternative and
contingency techniques whenever possible.

« Disseminate PSYOP products. Dissemination involves the delivery of
PSYOP products directly to the desired TA. PSYOP forces must
leverage as many different media and dissemination means as possible
to ensure access to the targeted foreign population.

« Employ tactical PSYOP. Tactical PSYOP forces provide PSYOP
functions on a reduced and limited scale to a supported tactical
commander within a designated area of operations (AO). These forces
are sometimes the supported tactical commander’'s only link with
indigenous populations. Tactical PSYOP forces also collect relevant
information for use by developers and the supported commander.

e Conduct internment/resettlement (I/R) operations. In virtually all
situations where military forces are used, the management of internees
becomes an integral part of the operation. PSYOP forces dispel rumors,
create dialogue, and pacify or indoctrinate internees to minimize
violence, facilitate efficient camp operations, and ensure safe and
humanitarian conditions persist. This function also complements other
PSYOP tasks through testing of materials, assessing the culture of
potential audiences, collecting information and processing intelligence,
and recruiting key communicators, informants, and collaborators.

PSYOP AND INFORMATION OPERATIONS

1-5. Information operations (I0) are actions taken to influence adversary
information and information systems while defending one’s own information
and information systems. 10 are conducted at all levels of war, across all
phases of an operation, and across the conflict spectrum. PSYOP function not
only as an integral capability of 10 but also as a leverage for 10 activities and
capabilities. PSYOP are, therefore, a user of 10 capabilities and technologies
and a contributor to the overall 10 effort of the supported command.

INFORMATION OPERATIONS SUPPORT TO PSYOP

1-4

1-6. Joint and Service-specific 10 support elements and organizations offer
the following capabilities and technologies that enhance and facilitate PSYOP
in support of a commander:

» Databases and links to other Services and to OGAs that can provide
alternate distribution or dissemination means and intelligence support
to PSYOP forces.

» Access to organizations that conduct media, propagation, and spectrum
analysis, as well as modeling.
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e Systems and links to facilitate the collection of PSYOP impact
indicators.

« Access to organizations that provide critical personality profiling and
human factor analysis.

FM 3-05.30 provides a detailed discussion of joint and Service-specific 10
organizations and their capabilities.

PSYOP AS A CONTRIBUTOR TO INFORMATION OPERATIONS

1-7. Just as 10 can enhance and facilitate PSYOP, PSYOP can contribute to
the achievement of a supported commander’s 10 objectives. PSYOP personnel
assigned or attached to a supported command—working in the J-3 (joint),
G-3/G-7 (Army corps/division), or S-3 (brigade/battalion)—coordinate, synchro-
nize, and deconflict PSYOP with 10. They participate through continuous
coordination and liaison as staff members at all levels on the staff of
supported commands; such as an 10 cell, plans group, and targeting
meetings. PSYOP personnel advise the supported commander on all aspects
of PSYOP and recommend PSYACTs and PSYOP enabling actions. PSYOP
support 10 by—

» Influencing foreign populations by expressing information subjectively
to change attitudes and behavior and to obtain compliance or
noninterference.

* Providing feedback on the effectiveness of 10 activities. PSYOP
personnel can collect information in the performance of assigned duties
that, although not specifically related to PSYOP, may indicate
effectiveness in another aspect of a supported command’s 10 plan. For
example, an 10 objective may be to gain the confidence and trust of the
local populace. PSYOP personnel might observe civilians within a joint
operations area (JOA) or an area of responsibility (AOR) using U.S. or
coalition medical facilities, rather than those provided by an adversary
or competing force. This preference may indicate that the civilians
trust U.S. or coalition forces for medical care, rather than trust the
adversary for that care.

e Conducting PSYOP to support the commander's 10 objectives. For
example, an 10 objective may include denying certain frequencies
to adversaries. PSYOP platforms can broadcast on these frequencies
and effectively deny their use to adversaries amplifying the effect of
I0 efforts. For example, PSYOP can publicize the efforts of CA
activities, such as medical programs, engineering projects, and
facilities restoration.

1-8. Usually the combatant commander, the commander of the joint task
force (CJTF), or the Service component commanders establish a cell to
facilitate the 10 process. This cell usually has representatives for every
capability and related activity of 10. PSYOP representatives to the 10 cell
may come from assigned PSYOP officers to the unified command

1-5
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SUMMARY

1-6

headquarters (HQ) or as liaison officers from the Psychological Operations
support element (PSE) or POTF. The PSYOP representative in the 10 cell
performs the following functions:

« Integrates PSYOP with 10 plans.
« Coordinates PSYOP support from the POTF.
« Deconflicts PSYOP plans and missions with 10 plans and missions.

« Serves as liaison for information flow from the POTF to the supported
10 cell.

* Provides feedback on PSYOP missions to the 10 cell.

10 cell support to the POTF—
» Provides fused, tailored intelligence data and support.

« Ensures the joint targeting coordination board (JTCB) supports PSYOP
targeting considerations and requirements.

e Augments dissemination of PSYOP products through nonstandard
dissemination platforms.

 Facilitates PSYOP planning by coordinating resources to support PSYOP.

Figure 1-2, page 1-7, is an example of an 10 cell.

1-9. PSYOP and 10 are mutually supportive and beneficial. Each enhances
the other’s capability and mission effectiveness. Full integration and synergy
of PSYOP and 10 activities must occur to maximize their effect. This synergy
of activities ensures consistency of message and optimizes credibility.
Because of its complexity and inherent risks, PSYOP must be planned,
conducted, and represented on staffs by PSYOP personnel. Additionally,
because PSYOP are the commander’s voice to approved TAs in the JOA,
PSYOP require routine and direct access to the commander. Ideas, thoughts,
and messages disseminated by PSYOP forces include nuances whose impacts
know no borders and know no end. Direct access to the supported commander
ensures that his intent for PSYOP is not diluted in translation by
coordinating staff officers or staff members, and that he is aware of the
impact of such ideas, thoughts, and messages within his JOA or AOR on
planned operations.

1-10. PSYOP increase the relative combat power of friendly forces and
adversely affect the combat power of the adversary. PSYOP accomplish this
result by targeting the identified vulnerabilities of foreign audiences through
the employment of the PSYOP development process. Within the DOD, the
Army has the primary military role to conduct PSYOP. Army PSYOP units
perform this role by supporting U.S. national policy, by conducting PSYOP in
support of military operations and United States Government (USG)
agencies, and by providing PSYOP training, advice, and assistance to U.S.
forces and to friendly nations.
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J-2

Joint OPSEC Program

J-5
OPSEC J-2 Rep
Program Rep

PSYOP Rep

JPOTF

J-5 Rep 16

J-6 Rep

Military
Deception Military Deception Rep | ;
Planners O Component Reps Service
Officer Components
EWO
JCEWS CARep
Info Attack Rep CA Program
CIsO
Info Attack
Planners e PAO Rep Counterintelligence
SORep | egal Rep Program °
STO Cell
PAO
JSOTF SUA
Legend:
CA Civil Affairs

CISO Counterintelligence Support Officer

EWO Electronic Warfare Officer

Info Information

JCEWS Joint Force Commander's Electronic Warfare Staff
JPOTF  Joint Psychological Operations Task Force
JSOTF  Joint Special Operations Task Force
OPSEC Operations Security

PAO Public Affairs Office

Rep Representative

SJA Staff Judge Advocate

STO Special Technical Operations

Figure 1-2. Joint 10 Cell Organization (Notional)
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Chapter 2

Command and Control of PSYOP Forces

The bravest are surely those who have the clearest vision of what is
before them, glory and danger alike, and yet notwithstanding, go out
to meet it.

Thucydides
Greek Historian, 401 B.C.

This chapter discusses command relations between PSYOP forces and
supported commanders. It covers the duties, functions, and responsi-
bilities of PSYOP elements providing support to commanders, as well as
the general duties of liaison personnel. PSYOP forces at all levels use
digital tools to exercise command and control (C2) of subordinate units.
Digital systems are the information exchange and decision support
subsystems within the C2 support system of the total force.

PSYOP STAFF OFFICER OR NONCOMMISSIONED OFFICER

2-1. The PSYOP staff officer or NCO provides expertise within the
appropriate staff element at the component command or unified command. At
the Army corps and division level, the Deputy Chief of Staff (DCS), G-7 10, is
responsible for coordinating and synchronizing the element of 10. At the
unified command level and other than Army Service component level, 10 and
its elements are coordinated in the 10 cell within the J-3 or G-3. The PSYOP
staff officer or NCO plans, coordinates, validates, and reports PSYOP force
deployments theaterwide in response to the Secretary of Defense (SecDef),
the joint staff, and other operational and contingency requirements. The staff
officer or NCO performs duties in the respective unified command’s joint
operations center (JOC), when required. He reviews and prepares detailed
messages, special reports, and briefings as required by the J-3 director and
the combatant commander, and provides functional expertise in joint PSYOP
capabilities and doctrine. The staff officer or NCO integrates directly with the
J-3 or G-3/G-7 staff and ensures PSYOP inclusion and integration. His
principal duties include the following:

« Applies SO imperatives in PSYOP mission planning and execution.

» Assists and makes recommendations to the commander and staff on
PSYOP matters and requirements for staff augmentation.

e Conducts mission analysis and the PSYOP portion of the intelligence
preparation of the battlespace (IPB).

* Prepares the appropriate PSYOP portions of the operation plan
(OPLAN) and operation order (OPORD).

« Coordinates with supporting PSYOP units.
« ldentifies PSYOP information requirements (IRs).

2-1
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* Nominates targets for lethal and nonlethal fires (Appendix A discusses
PSYOP and the targeting process).

* Integrates PSYOP with other elements of the effects coordination cell
(ECC) to achieve a synergistic effect.

* Promulgates PSYOP themes to stress and avoid throughout the command.
» Refines and updates POs and SPOs during planning.

* Integrates directly with the J-3 or G-3 staff and ensures PSYOP
inclusion and integration.

* Maintains communication with the Psychological Operations task force
(POTF) HQ.

* Reviews PSYOP standing OPLANSs and participates in deliberate and
crisis-action planning.

* Reviews and comments on joint publications and documents.

2-2. The U.S. Army established a G-7 10 coordinating staff officer at the
division and corps levels in FM 6-0, Mission Command: Command and
Control of Army Forces. The PSYOP staff officer located in the division or
corps G-3 moved from the staff supervision of the G-3 to the G-7 with this
change in doctrine. The PSYOP officer in G-7 performs functions similar to
those of a liaison officer (LNO) in that he does not plan PSYOP but
coordinates and integrates PSYOP with 10. In the absence of a Psychological
Operations assessment team (POAT), PSE, or POTF, the PSYOP officer may
be required to write the PSYOP appendix to the 10 annex to plans and
orders. The attached tactical Psychological Operations company (TPC)
supporting the division (or Service equivalent) or tactical Psychological
Operations battalion (TPB) supporting the corps (or Service equivalent) plans
and executes PSYOP for the supported commander under the staff
supervision of the G-3. The PSYOP staff officer in the supported division or
corps G-3 must maintain a close relationship with the supporting TPC or TPB
to coordinate planned PSYOP with 10.

PSYOP ASSESSMENT TEAM

2-2

2-3. A POAT is a small, tailored team (approximately 4 to 12 personnel) that
consists of PSYOP planners and product distribution/dissemination and
logistics specialists. The team is deployed to the theater at the request of the
combatant commander to assess the situation, develop POs, and recommend
the appropriate level of support to accomplish the mission. A POAT serves
many purposes. POATSs are deployed for minor crises through major conflicts
to determine the feasibility of PSYOP application and the supporting
requirements. POATs can augment a unified command or a JTF staff and
provide a full range of PSYOP planning support. The size and composition of
a POAT are mission-based and situation-dependent. A POAT may consist of
as few as one regional or operational planner to as many as twelve or more
personnel, including tactical, print, broadcast, communications, logistics, and
strategic studies detachment (SSD) representatives.

2-4. An ideal POAT consists of the following representation:

« Regional battalion: C2, administration, logistical, intelligence, and
PSYOP planners, and SSD analyst.
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» Tactical battalion: Tactical planners.
« Dissemination battalion: Communications, print, and broadcast planner.

2-5. A POAT focuses its assessment of the operational area on eight primary
areas: TAs, production facilities, communications infrastructure, competing
media, available indigenous commercial and government information holders,
logistics support, dissemination capabilities, and tactical considerations. A POAT
assesses host nation (HN) capabilities and availability of production media (print,
radio, and television [TV]), means of distribution, and broadcast equipment. The
S-6 or communications representative determines the availability and practicality
of electronic distribution methods for PSYOP products within the AO, both
intertheater and intratheater. During the assessment, the S-4 or logistics
representative identifies and coordinates for the necessary memorandums of
agreement (MOAs) and contracts to ensure support from the HN, interagencies,
and other Services. A POAT has the following capabilities:

e Assesses the friendly and enemy PSYOP situation, current
propaganda, and PSYOP potential.

« Recommends the types and sizes of PSYOP forces to deploy and
determines support requirements.

« Writes PSYOP supporting plans, PSYOP estimate of the situation, and
other documents, as required.

« Evaluates the mission, enemy, terrain and weather, troops and support
available—time available and civil considerations (METT-TC) and the
particular needs for PSYOP forces.

e Evaluates printing needs, in-country supplies, and possible printing
facilities and other assets.

e Evaluates audiovisual requirements to determine broadcast needs,
locations, frequency availability, ranges, and other requirements.

« Evaluates bandwidth capability and availability and communications
capabilities to implement reachback.

e Determines and coordinates all communication requirements for
PSYOP forces.

« Conducts initial analysis.
e Conducts rapid deployment.

« Serves, when directed, as the advanced echelon (ADVON) for follow-on
PSYOP forces.

A POAT has the following limitations:
* No product development capability.
* No dissemination capability.
« Limited research and analytical capability.
* No tactical loudspeaker capability.
« Minimal size and composition in many cases.

2-6. The POAT is a planning element, not an operational unit. The POAT
may become a part of the operations portion of the unit when the unit
deploys; however, the primary function of the POAT is to determine the need

2-3
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for, and to plan for, PSYOP activity—not conduct the activity. If the POAT
becomes a PSE or POTF, then the limitations listed above must be mitigated.
The mission of the POAT concludes when it either transforms into a PSE or
POTF or completes all requirements.

PSYOP SUPPORT ELEMENT

2-7. The PSE is a tailored element that can provide PSYOP support. PSEs
do not contain organic C2 capability; therefore, command relationships must
be clearly defined. The size, composition, and capability of the PSE are
determined by the requirements of the supported commander. A PSE is not
normally designed to provide full-spectrum PSYOP capability; therefore,
reachback is critical for its mission success. A PSE is often established for
smaller-scale missions where the requirements do not justify a POTF with its
functional component command status. A PSE differs from a POTF in that it
is not a separate functional command. A PSE normally works for the
supported force S-3, G-3/G-7, J-3, or in some cases, a government agency,
such as a Country Team. A PSE can work independent of or subordinate to a
POTF and, as such, provide PSYOP planners with a flexible option to meet
mission requirements. A PSE can provide a wide range of PSYOP support
options, ranging from a small C2 planning capability up to, but short of, the
level of support requiring a more robust C2 structure normally provided by a
POTF. A further discussion of a PSE is found in Chapter 4.

PSYOP TASK FORCE

2-4

2-8. A POTF is normally the highest-level PSYOP organization that supports a
theater-level combatant commander. Although doctrinally a PSYOP task group
can be established for C2 of multiple POTFs, historically this has not been the
case. A POTF may include PSYOP forces from the Active Army and Reserve
Component (RC). (RC mobilization is discussed in Appendix B.) A POTF
becomes a joint Psychological Operations task force (JPOTF) with the inclusion of
PSYOP forces from the various Services and other government agencies (OGAS).

2-9. A POTF plans and conducts PSYOP in support of a combatant
commander or CJTF. A POTF plans, develops, designs, produces, and
coordinates the distribution and dissemination of PSYOP products and
recommends actions to support the combatant commander’s overall plan. The
SecDef, a combatant commander, a subordinate commander, or an existing
commander of a JTF may establish a POTF. Like the POAT and PSE, the
size, composition, and structure of the POTF depend on mission
requirements. A POTF has the following capabilities:

» Advises the commander on PSYOP.
* Conducts PSYOP planning and execution.

» Coordinates with other components to ensure the most efficient PSYOP
support to the CITF.

* Produces PSYOP products and evaluates PSYOP effectiveness.
» Conducts liaison with HN agencies and other USG organizations.
* Provides cultural expertise and language capability.
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* Nominates PSYOP targets as a member of the JTCB, identifies targets
for inclusion in the Restricted Fires List, and evaluates targets for their
psychological impact on TAs.

» Assesses hostile and neutral media capabilities and analyzes all
propaganda.

* Provides in-depth analysis on TAs in the AOR.

A POTF has the following limitations:
» Limited organic distribution assets.
» Limited organic logistics support.
» Limited organic native speakers.

2-10. A POTF consists of regional, tactical, production, and dissemination
assets augmented by I/R assets, as well as multipurpose assets, such as
COMMANDO SOLO. A POTF also consists of representatives from other
Services and joint information agencies, such as the Joint Information
Operations Center (JIOC) and the 1st IO Command (Land). A POTF
organization (Figure 2-1, page 2-6) is mission-dependent.

2-11. The POTF organization example summarizes the overall organization
and C2 relationships within the POTF, including the multitude of LNOs from
the POTF to other components, units, and agencies. Primarily, the POTF
consists of two major subgroups—the special staff of the Psychological
Operations development center (PDC) (discussed in detail in Chapter 6) and
the command group.

2-12. The appropriate regional battalion normally forms the nucleus of a
POTF. This regional battalion provides the POTF coordinating staff, the
special staffs that make up the PDC, and SSD analysts. Tactical PSYOP
forces are normally attached to maneuver units. The POTF retains
coordinating authority with these tactical units. Multipurpose assets that are
primarily PSYOP platforms, such as COMMANDO SOLO, usually remain
OPCON to their Service or functional component and are TACON to the
POTF. Maintaining coordinating authority of tactical PSYOP forces
(discussed in detail in Chapter 8) and TACON of multipurpose assets allow
the POTF to direct and coordinate theater-level PSYOP programs and
activities and to delineate approval authority for disseminating products.

PSYOP TASK FORCE COMMAND GROUP RESPONSIBILITIES

2-13. The command group includes the POTF commander, deputy
commander, chief of staff, assistant chief of staff, command sergeant major
(CSM), and staff. The command group also exercises control over the LNOs
for planning, reporting, and coordinating purposes. Table 2-1, page 2-7,
depicts the command and support relationships and their inherent
responsibilities (per FM 3-0, Operations).

2-5
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C/J/IPOTF HQ

Deputy Commander/ Personal Staff
Chief of Staff SJA, PAO, Chaplain
CSM SSD

JIG-1 JIG-2

Personnel Intelligence
JIG-4 JIG-6

Logistics/Resource Communications
Management
PSYOP

JIG-3 Development Center

Operations (PDC)

Corps-Level PSE

Division-Level PSE

Tactical PSYOP Development

Detachment (Tactical PSYOP
Company) (TPDD [TPC])

Liaison Officers

Plans and Programs

(LNOs) Detachment (PPD)
|| i Target Audience
Production —  Analysis Detachment
(TAAD)
— Distribution

Product Development
Detachment (PDD)

— Dissemination

Legend:

/ Either Element
Notes:

Command Authority
...... Coordination Authority

Testing and Evaluation
Detachment (TED)

Brigade-Level PSE
Tactical PSYOP
Detachment (TPD)

Battalion-Level
and Below Tactical
PSYOP Team (TPT)

1. LNO/Support: JTF 10 Cell, OGAs, Country Team, Navy/Air Force Leaflet Bomb Teams.

2. Regional PSYOP battalion (POB) is normally the unit for a POTF.

3. Tactical POB is normally the source unit for corps-level and below PSEs. The tactical unit
should provide an LNO who resides in the POTF to successfully integrate tactical PSYOP.

4. SSDs are an asset to the POTF or PSE but may or may not be collocated with the element.

5. PDC section maintains a close working relationship with the G-2 and G-3.

2-6

Figure 2-1. Example of JPOTF or POTF Organization
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Table 2-1. Army Command and Support Relationships and Inherent Responsibilities

INHERENT RESPONSIBILITIES ARE:
IF Gaining Unit
Rl | M2 | Roceives | Assignea | provides | Egablisnes! | s pririties | 21 mbose
IS: Relation- | Organized chs_ ol:c‘b&sglgn. "'?r's_o" Communica- Estagll.shed Command
ship With: By: rom: v o: tions With: y: or Support
Relationship Of:
As ]
> . Attached
- - - - equired Unit to - H
Gaining Gaining Gaining Gaining r " Gaining OPCON;
Attached unit unit unit unit P!{ which unit TACON; GS;
gaining attached GSR: R: DS
unit 2
Parent unit
and gain- As
ing unit; . As required .
OPCON Gainling gaining unit Pargnt Gain_ing rqu;red by g_aining Gain‘ing TA%F;JCNQ%S'
[a] unit may pass unit unit ot unit and unit GSR: R: DS
E OPCON to ga::gli?g parent unit p 'S
lower HQ.
= NOTE 1
=
(o]
Q - i:‘e d As required
TACON Gaining Parent Parent Gaining qb by gaining Gaining GS; GSR;
unit unit unit unit oy unit and unit R; DS
95:1'2:?9 parent unit
As .
Assi d Parent Parent Parent Gaining mqtl; ired el rebc;wred Parent Not
ssigne unit unit unit unit par:nt parent unit unit applicable
unit
Direct :
P t unit;
Su pport Pargnt Pargnt Parf;nt Suppqrted Suppqned Saurggorlig:j Suppqrted NOTE 2
{DS} unit unit unit unit unit unit unit
Reinf;rcing Part?tnt Part;trlt Pars?tnt Reinfo_l;ced Reinforced ;?ari?]?é;gi{tj: F;?:R:?;Zid . ﬁs;ble
. (R) uni uni uni uni unit unit parent unit pp
['4 ]
2 General REITanOi;ced Gelitoroed Parent unit;
o S_LlppOI_'t Parent Parent Parent Parent and as ar?(;l I;s then Mot
=2 [ Reinforcing unit unit unit unit required by ; reinforced applicable
w required by .
(GSR) pﬁ:ﬁ{“ parent unit unit
As As
General ; :
required required
Support | Prent | Paent | Paent | ot | 5T et |l
(GS) parent parent
unit unit
NOTE 1. In North Atlantic Treaty Organization (NATO), the gaining unit may not task-organize a multinational
unit (see TACON).
NOTE 2. Commanders of units in DS may further assign support relationships between their subordinate
units and elements of the supported unit after coordination with the supported commander.
p PP
NOTE 3. Coordinating Authority — A commander or individual assigned responsibility for coordinating specific
functions or activities involving forces of two or more military departments, two or more joint force
components, or two or more forces of the same Service. The commander or individual has the authority to
require consultation between the agencies involved, but does not have the authority to compel agreement. In
the event that essential agreement cannot be obtained, the matter shall be referred to the appointing
authority. Coordinating authority is a consultation relationship, not an authority through which command may
be exercised. Coordinating authority is more applicable to planning and similar activities than to operations.
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Commander and Deputy Commander

2-14. The POTF commander directs POTF strategy while developing and
conducting the phased PSYOP supporting plan to support strategic,
operational, and tactical objectives. He also exercises approval authority
within the POTF for all PSYACTs and products. Finally, the POTF
commander serves as the primary intermediary between the POTF and the
supported commander, through the G-3 or J-3, in all component and unified
commands. Although the Army corps and division PSYOP staff officer or
NCO works within the DCS, G-7 10, the POTF commander, as a functional
component commander, coordinates with the supported commander through
the G-3 and any attached PSYOP LNOs. The deputy commander may
perform any or all of these duties at the discretion of the POTF commander or
in his absence.

Chief of Staff and Assistant Chief of Staff

2-15. The chief of staff is the agent of the commander responsible for
providing guidance and direction to the staff and for coordinating efforts of
the staff.

Command Sergeant Major

Staff

2-8

2-16. As the senior enlisted member of the command group, the command
sergeant major serves as advisor on troop issues, including quality of life,
discipline, and training. He also provides input to all aspects of the PSYOP
process, as necessary.

2-17. The POTF staff consists of the coordinating staff G-1, G-2, G-3, G-4,
G-6, and the special staff PDC. The following paragraphs discuss the
functions of each staff section.

2-18. POTF G-1. The G-1 primarily manages personnel and the
administration of the POTF. Therefore, the G-1 monitors and furnishes
applicable reports on the personnel strength of the POTF—for example,
attachments and detachments, personnel missing in action (MIA) and killed
in action (KIA), replacements, and leaves and passes (Figure 2-2, page 2-9).
Also, the G-1 oversees other routine administrative functions of the POTF,
including promotion and reduction actions, awards, officer and noncom-
missioned officer evaluation reports (NCOERSs), and other personnel actions.
Finally, the G-1 is the office of primary responsibility (OPR) for unit postal
operations. The POTF G-1 staff performs the following functions:

» Prepares and issues individual assignment orders assigning Soldiers to
the POTF.

* Prepares assumption of command orders for the POTF commander and
the rear detachment commander.

« Publishes rating schemes for officers and NCOs.

« Coordinates and conducts preparation for overseas movement (POM).
« Maintains an accurate deployment roster.

« Maintains personnel strength on all POTF units.



e Maintains a current list of POTF personnel shortages.

« Determines future personnel requirements, formulates a priority of fill,

and projects replacements.

» Reports status of enemy prisoners of war (EPWSs) and civilian internees

(Cls).
* Provides mail service and performs administrative functions.

e Coordinates with the combatant commander or CJTF J-1 for linguist

Line 1:
Line 2:
Line 3:
Line 4:

Line 5:
Line 6:
Line 7:
Line 8:
Line 9:

Report Number
Date-Time Group (DTG) Prepared

Unit

Commissioned Officers:

a. Authorized

b. Assigned

c. Field strength

d. Rear detachment strength
e. KIA

f.  Wounded in action (WIA)
g. MIA

h. Nonbattle losses

i. Total losses

j. Gains

k. Remarks

I.  Attachments

m. Detachments

Warrant Officers (Same as Line 4)

Enlisted (Same as Line 4)

Department of the Army (DA) Civilians (Same as Line 4)

FM 3-05.301

Other (Same as Line 4)
Total (Same as Line 4)

support and allocation.

Figure 2-2. Personnel Status Format

2-19. POTF G-2. The G-2 provides PSYOP-relevant intelligence on weather
conditions, enemy actions, current locations, and most likely COAs (Figure
2-3, page 2-10). To facilitate this effort, the POTF G-2 must integrate POTF
priority intelligence requirements (PIR) into the G-2's integrated collection
plan. Additionally, the G-2 maintains oversight on POTF requests for
information (RFIs) submitted to echelons above and below the POTF,
ensuring that the requests are answered in a timely manner and that the
information received reaches appropriate users.

2-9
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Issuing Unit: XXX
For the Period: DD, MMM — DD, MMM
1. Summary of Activity.
a. Belligerent forces (hostile, friendly, and neutral).
(1) Political.
(2) Military.
b. Nonbelligerent forces.
c. Currently targeted audiences.
d. Other forces or groups.

2. Summary of Belligerent PSYOP: Audiences, media, and effects.
3. Significant Changes to Infrastructure: Those that affect POTF functioning and TA attitudes.

4. Weather and Terrain.
a. Weather: Effects on friendly, enemy, and neutral COAs, and on TA attitudes.
b. Terrain: Effects on friendly, enemy, and neutral COAs, and on TA attitudes.

5. Conclusion: Assess changes to factors that affect current and projected planning. The assessment
should make planners aware of developments that may change or invalidate the assumptions and
factors in mission analysis and cause the planners to alter their plans.

2-10

Figure 2-3. PSYOP Intelligence Summary Format

2-20. To monitor and counter enemy PSYOP effectively, the G-2 must
coordinate closely with the TED and the SSD—using the source, content,
audience, media, and effects (SCAME) approach explained in Chapter 11.
Before deployment, the regional battalion G-2 determines the security
clearances of personnel and compares them to clearance requirements of
work locations. Certain duty positions involve work in a sensitive
compartmented information facility (SCIF), which requires a Top Secret
clearance and read-on. Once the determinations have been made, the G-2
must coordinate with the appropriate agencies to ensure access is granted to
key individuals. The POTF G-2 staff performs the following functions:

 ldentifies security clearance requirements and processes requests for
security clearances, as required.

» Verifies and forwards security clearances to appropriate agencies.

« Determines official passport status and processes passport applications,
as required.

» Conducts IPB of the operational area.

e Prepares and implements the intelligence collection plan; determines
supporting intelligence assets that best support the gathering of IRs,
PIR, and PSYOP-relevant information.

» Establishes and administers the force-protection plan.

» Reports enemy PSYOP activities and actions.

» Determines and identifies enemy dissemination structure, types of
media used, and location and range of key communications nodes.

2-21. POTF G-3. The G-3 plans operations and tracks the current situation
in relation to the POTF. To accomplish this effort, the G-3 is task-organized
into three principal elements: future operations, current operations, and the
message center. The future operations element is engaged in the long-term
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(more than 48 hours in the future) planning and coordination of POTF
activities conducted at all echelons (Figure 2-4). The current operations
element tracks the operational situation as it pertains to the POTF and
reports PSYOP-relevant information of combined JTFs from the last 24 hours
to the next 48 hours (Figure 2-5). The message center element monitors and
controls information flow in and out of the POTF HQ, logging and
distributing incoming messages to the appropriate user. Finally, the message
center briefs the status of communication assets, as required. Specifically, the
message center uses a combination of the following devices to transfer
information to and from other elements of the POTF or JTF or other external
agencies as directed:

» Secret Internet Protocol Router Network (SIPRNET).

« Nonsecure Internet Protocol Router Network (NIPRNET).
* Global Command and Control System (GCCS).
 Classified and unclassified facsimile (FAX) machines.

» Secure telephone unit 111 (STU-I11).

Subject
Enemy situation up

Friendly situation up to 72 hours out

Target identification
Target analysis

Product development

Briefer
to 72 hours out Combined (C)/3-2/G-2

C/J3-3/G-3

PDC Commander/Officer in Charge (OIC)

Asset update and new requirements LNOs
Commander’s comments Commander

Figure 2-4. Future Operations Briefing Format

Subject Briefer

Friendly situation C/J-3/G-3

Enemy situation

dissemination mthe tast 24 hours c10-3/6-3

Enemy PSYACTs in the last 24 hours

Personnel C/J-1/G-1

Logistics and changes in equipment status ClJ-4/G-4

Print Print LNO

Broadcast Broadcast LNO
Tactical operations Tactical LNO
COMMANDO SOLO 193d Special Operations Wing (SOW) LNO
Product development PDC Commander/ OIC
Friendly PSYACTSs and dissemination for the next

48 hours C/J-3/S-3
Dissemination targeting, air mission, and planning

Commander’'s comments Commander

Figure 2-5. Current Operations Briefing Format

2-11
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2-12

2-22. Although LNOs are representatives of the POTF commander, they are
under the J-3 or G-3 of the supported command for purposes of C2 and
parallel planning. PSYOP LNOs coordinate with the PSYOP staff officer
within the DCS, G-7 10 (at corps and division levels) to ensure plans of the
supported command reflect POTF support and capabilities. Consequently, an
obligation exists for the G-3 to provide planning guidance in the POTF
commander’s daily guidance letter. The POTF G-3 staff performs the
following functions:

« Oversees and conducts predeployment activities.

+ Identifies and schedules required individual and unit training.

« Publishes rules of engagement (ROE) and ensures all members of the

POTF understand the rules.

e Oversees and coordinates all PSYOP production, distribution, and
dissemination activities.

« Determines types and quantities of production assets required and
establishes priority of production.

« Manages and maintains operational status of production assets.

« Coordinates movement and distribution of products to dissemination
points.

« Maintains operational status of dissemination assets.

e Manages, tracks, and implements the PSYOP plan and the PSYOP
program.

 Issues PSYOP program development guidance.

e Maintains current and future operations map boards. (Appendix C
provides PSYOP mapping symbols.)

e Maintains communications and provides daily POTF guidance and
priorities to LNOs.

« Establishes message center.

 Assists in developing time-phased force and deployment data (TPFDD).
2-23. POTF G-4. The G-4 oversees logistics within the POTF. Its major
emphasis is on monitoring and procuring all classes of supplies and
contracting for necessary services. Emphasis is also on maintaining and
storing POTF equipment and individually assigned weapons and
ammunition. The G-4 also manages the POTF property book in conjunction

with the special operations theater support element (SOTSE) or the theater
Army, as appropriate. The POTF G-4 staff performs the following functions:

e Prepares logistics estimate and identifies key shortages and
requirements for additional equipment (Figure 2-6, pages 2-13 and 2-14).

e Compiles and submits statement of requirement (SOR).
» Coordinates for ammunition issue.

« Supervises supply and maintenance system.

« Establishes property accountability procedures.

« Establishes procedures for and supervises acquisition of PSYOP-
peculiar equipment and supplies.
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» Reports and tracks status of logistics, budget, and procurements.

» Reports status of property accountability.

Assists in developing TPFDD.

Establishes, oversees, and monitors HN support contract agreements.

FROM:
TO:

(CLASSIFICATION)

Logistics Status

SUBJECT: Logistics Status as of

1. Personnel by Location (Officer, Warrant Officer, Enlisted, Civilian):

Number
Total:

Location

2.Class |
a. Meals, ready to eat (MRES)
(Cases)

b. Water (Gallons)

3. Class Il, llI, IV (Critical)
a.
b.
C.

4. Class Il
a. Motor Gasoline (Gallons)
b. Diesel (Gallons)

5. Class V (Critical Ammunition)
a. M16/M4
b. M60/M240
c. M203
d. M2
e. M19
f. M249

Needed
Next 24
Hours

On Hand
(O/H)

Needed
Next 48
Hours

Needed
Next 72
Hours

6. Equipment and Vehicles (Authorized or O/H)

Authorized
or O/H

Item

Sensitive ltems
a. M16/M4

b. M60/M240
c. M203

d. M2

e. M19

f. M9

Nonmission Reason

Capable (NMC) #

Authorized or O/H

(CLASSIFICATION)

Fully Mission
Capable (FMC) Date

Figure 2-6. Logistics Status Format

2-13
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(CLASSIFICATION)

Sensitive Iltems Authorized or O/H
g. M249
h. Radios: SABRE ; -89A ; -90A i -91A 0 -92A ;
PRC-119 ;=127 ;-150 ;-312 ;-838 : TACSAT ; MBITR
i. Night Vision Goggles: PVS-5__ ;PVS-4 ; PVS-7 yPVS-7TD__ ;PVS-14
j. Communications Security (COMSEC): ANCD ____ ; STU-Ill ____ ; KYK-13 ____;
KYK-15 ___ ; Signal Operating Instructions (SOI) ____; KY57
7. NMC Equipment
Item Authorized NMC # Reason FMC Date
or O/H
a.
b.
c.
8. Class IX (Critical)
National Stock  Nomenclature Quantity Status
Number (NSN) Document #
a.
b.
c.
9. Transportation Requirements
Cargo DTG Required Location Destination
a.
b.
c.

10. Commander’s Narrative

(CLASSIFICATION)

2-14

Figure 2-6. Logistics Status Format (Continued)

2-24. POTF G-6. The G-6 is the primary communications planner for the
POTF. The G-6 attends initial planning conferences and determines
communications and data transfer requirements based on input from the
affected units. In all cases, the G-6 will coordinate closely with the POTF
commander and include a communications planner throughout all stages of
the planning process. Upon receipt of a mission, units should coordinate with
the G-6 for communications and information systems support. During
execution, the G-6 will work closely with the sustaining base and deployed
communications elements to ensure communications needs are met and to
coordinate with the POTF commanders as requirements change. The POTF
G-6 staff performs the following functions:

* Prepares a communications estimate (Figure 2-7, pages 2-15 through
2-17).

« Establishes communications architecture.

« Determines and requests frequency allocation (Figure 2-8, page 2-18).
« Establishes secure communications.

» Provides secure and nonsecure tactical telephone support.

« Determines and coordinates for reachback requirements.
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1. Deployment Information.
a. Location.
b. Coordinates.

c. Contacts (for example, base communications officer, JOC commander, JTF J-6, corps G-6, Marine
expeditionary force G-6, including phone numbers and message addresses).

d. Operation dates: From to
e. Scale drawings of the site.

2. Communications Facilities.
a. Are facilities currently operational?
(1) List by type and function.
(2) Will they accommodate needs of the unit?
(3) Will interface be required, possible?
(4) Any local procedures affecting unit operations?
(5) If foreign owned and operated, what problems are anticipated?
b. Unit facilities and services required.
(1) List by type and function.
(2) Hours of operation.
(3) Services to be provided.
(4) Units to be served.
(5) Associated costs.

3. Facility Sites (General).
a. Accessibility.
(1) Road conditions and limitations.
(2) Anticipated adverse effects of weather.
(3) Special safety hazards (for example, treacherous driving).
(4) Special access requirements (for example, helicopters).
b. Site preparation required.
(1) Leveling.
(2) Clearing.
(3) Draining.
(4) Revetments.
(5) Availability of materials, labor, equipment, and civil engineers.
(6) Equipment resistance to ground. Has suitable ground been tested and is it available?
c. Is suitable commercial or base power available? Is it reliable?
d. Antennas.
(1) Type to be used or recommended.
(2) Orientation.
(3) Is clear space of suitable size available?
(4) RFI problems (for example, power lines, transformers, and power units).
(5) Obstruction and limiting factors (for example, buildings, mountains, and trees).
(6) Requirement for airfield waivers.
(7) Terrain and soil peculiarities.

Figure 2-7. Signal Site Survey Format
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e. What is the proximity to fuel and ammunition storage areas?
f. Interconnections to base and other facilities.
(1) What lines and cables are available and required?
(2) What sizes and lengths of cable are required?
(3) Special problems, such as cable crossing roads, runways, or taxiways?

(4) Any special requirements (such as filters) for equipment not HN-approved?
What equipment must be HN-approved? Is it?

g. Is it the best possible location from which to provide the service required?
h. Is there sufficient real estate to disperse tactically?

4. Telephone Operations.
a. Base switchboard.
(1) Lines available for unit use.
(2) Is telephone service available to all facility and work administration sites?
(3) Is telephone service available to quarters?
(4) Is Defense Switched Network (DSN) available?
(5) Obtain telephone directory.
(6) Are leased circuits used?
(7) Hours of operation.
(8) Can it directly interface with PSYOP unit equipment?
b. Switchboard.
(1) Interface capability and requirements.
(2) Interconnect requirements.
(a) What lines and cables are available and required?
(b) What size, type, and length of cables are required?
(c) Special problems, such as cable crossing roads, runways, or taxiways?
(d) Inside wire.
(e) Number of instruments required.
(f) Terminals, junction boxes, and similar requirements, by type and size.

(9) What special-purpose vehicles are required and available (for example, cherry picker and
pole setter)?

(3) Prepare outside plant layout diagrams showing—
(a) Buildings served.
(b) Unit in each building.
(c) Lines and instruments by each building. Diagram to scale.
(d) Poles, terminals, and junction boxes. D-mark location.
(e) Road, runway, taxiway crossing locations.

(4) Ensure the following equipment is positioned within the maximum range from the AN/TTC-39
(telephone switch):

(a) TA-938 2.5 miles
(b) TA-838 2.5 miles (two-wire mode)
(c) Alternating current (AC) supervisor 4 miles (TA-838 and TA-341/TT)
(d) Direct current (DC) supervisor 2 miles (with TA-838 and TA-341/TT)
(e) TA-312/pt Wet, 14 miles
Dry, 22 miles

Figure 2-7. Signal Site Survey Format (Continued)
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(f) TA-954 2.5 miles
(9) KY-68 2.5 miles

5. Communications and Cryptographic Center Operations.
a. Units to be served.
b. Circuits required.
(1) Routing indicators.
(2) Distant terminals.
(a) Location.
(b) Equipment.
(c) Unit.
(d) Routing indicator.
(3) Interface or interconnect requirements and problems.
(4) Cable or line requirements for interconnections.

c. Will transportation be available for geographically separated sites?
d. COMSEC.
(1) COMSEC materials required (type and quantity, equipment, and key tape).
(2) Procedures for continuing supply.
(3) Initial source.
(4) Physical security for the facility.
(5) Tempest problems.
(6) Classified destruction facility.
(7) Storage facilities.

e. Procedures (determine or develop).
(1) Message delivery and pickup.
(2) Obtain letters authorizing pickup and receipt from customer.

6. Radio Operations.
a. Services required.
(1) Point-to-point.
(a) Type of circuits (voice or teletype).
(b) Interface or interconnect problems and requirements.
(2) Phone patch requirements (such as nets).
b. Frequencies.
c. Call signs.
d. Authentication systems.
e. Initial contact procedures.
f. Shelter availability if bench mount equipment is used.
g. Site selection considerations.

(1) A sufficient amount of land must be available for antenna construction. In maintaining
antenna separation, at least 100 feet between antenna terminators is required if more than
one antenna is erected (250 feet is the desired distance).

(2) Wide open spaces free of obstructions (such as trees, power lines, roads, and fences) must
be used for the antenna farm. Slightly sloping land is acceptable but is not desired. Cleared
farmland or pasture is preferred.

(3) Soil conditions (for example, sand, rock, marsh, and coral) must be identified to determine the
type of anchors required and whether additional equipment (jackhammer) will be required to
drive the earth anchors and grounding.

Figure 2-7. Signal Site Survey Format (Continued)
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1. Have joint communications-electronics operating instructions (JCEOI) or SOI been produced? If so, is
a copy available?

2. Has a COMSEC callout been produced? If so, is a copy available?
3. Has a copy of all Annex K communications diagrams been requested?

4. Names and telephone numbers of primary communications planners at corps, division, and brigade
level.

5. Is a copy of the joint or combined task force (J/CTF) J-6 and joint combat camera center (JCCC)
organizational chart available?

6. Has a deployment telephone directory been developed and is a copy available?

7. Has a communications maintenance support unit been designated to support JJCTF? If so, is there a
point of contact (POC)?

8. Will KY-68 digital subscriber voice terminals (DSVTSs) be available at the J/CTF location? The 4th
Psychological Operations Group (Airborne) (POG[A]) has no organic mobile subscriber equipment
(MSE) and would have to acquire terminals if there are none available.

9. Have plain language addresses (PLAs) and routing indicators (RIs) been established for the J/CTF
and other deployed locations? Is a copy available?

10. Will the J/CTF forward communications center be automated or semiautomated?
Will DD-173 forms be required? What message software will be used? Is a copy available?

11. Will analog common user circuits be available at the J/CTF for use with unit STU-IIIs?
12. Will central site power be available at the J/CTF?
13. Are any site layout diagrams available?

Figure 2-8. Signal RFI Format

PSYOP LIAISON OFFICERS

2-25. LNOs are special staff officers or NCOs who represent the commander
at the HQ of another unit to effect coordination, integration, and cooperation
between the two units. Liaison, with its accompanying responsibilities of
coordination and integration, is an important part of command, control, and
communications (C3). Liaison is the most commonly employed technique
for establishing and maintaining close, continuous physical communication
between commands and for reducing the uncertainty of war through
direct communication.

Liaison Officer Functions

2-18

2-26. LNOs perform several critical functions that are consistent across the
full range of military operations. The extent that these functions are
performed is dependent upon the mission, as well as the charter established
by the commander of the sending organization. LNOs have four basic
functions, as discussed in the following paragraphs.

2-27. Monitor. LNOs must monitor the operations of both the receiving
organization and the sending organization and must understand how each
affects the other. As a minimum, LNOs must know the current situation and
planned operations, understand pertinent staff issues, and be sensitive to
parent commanders and the receiving commander’s desires. Additionally, to
lend insight to the sending commander, LNOs must monitor the operating
styles of the receiving commander and staff. These observations help LNOs
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maintain a smooth working relationship between the sending organization
and the receiving HQ.

2-28. LNOs must possess the training and experience to understand the
receiving staff process. They must routinely assess where they need to be
during the daily operations cycle to stay abreast of the current situation and
to keep the sending organization HQ fully informed.

2-29. Coordinate. LNOs facilitate synchronization of current operations
and future plans between the sending organization and the receiving
organization by coordinating with other LNOs, members of the receiving
staff, and the parent command. LNOs should routinely meet with staff
officers and commanders in the receiving HQ and readily know how to
contact them.

2-30. To enhance the communication process, LNOs gather copies of
receiving standing operating procedures (SOPs), organizational charts,
and report formats, then send these to the LNOs' parent commands.
Likewise, LNOs provide parent command SOPs, organizational charts,
intelligence products, and other useful information to the receiving
organization. Coordination between staffs alleviates problems before they
become elevated to command channels. LNOs must anticipate receiving
information requirements.

2-31. LNOs provide advanced warning of receiving information
requirements to allow for maximum lead-time available to prepare products.
In some cases, LNOs provide the required information from sources already
available, thus reducing the demands and tasks communicated to their
parent commands. To further assist the information flow between commands,
LNOs should review message addressees and distribution lists to ensure the
proper routing of official correspondence between commands.

2-32. LNOs are important catalysts, facilitating effective coordination
between staffs; however, an LNO’s work is not a substitute for proper
interaction among staff components. Staff-to-staff coordination is essential
at all levels to ensure unity of effort. Similarly, established C2 procedures
(such as fragmentary orders [FRAGORDs], warning orders [WARNORDs],
and alert orders) are the proper method for communicating specific orders
and taskings.

2-33. Advise. LNOs are the receiving units’ experts on the capabilities and
limitations of the sending organizations. LNOs must be available to answer
guestions from the receiving staff and other units. As such, LNOs advise the
receiving commander and staff on the optimum employment of the
capabilities of the sending organizations. Simultaneously, LNOs advise the
sending commander on issues of the receiving HQ. LNOs must remember
that they have authority only to make decisions the commander of the
sending organization authorizes. LNOs must exercise caution to ensure that
they do not obligate the sending organization to taskings beyond the specified
charter or taskings that should be forwarded through normal C2 channels.

2-34. Assist. LNOs must assist on two levels. First, they must act as the
conduit between their command and the receiving organization. Second, by
integrating themselves into the receiving unit as participants in the daily
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operations cycle of the unit (daily briefings and meetings, sometimes referred
to as the “battle rhythm”), LNOs answer questions from various groups to
ensure that the groups make informed decisions. LNOs facilitate the
submission of required reports from their unit to the receiving organization.

2-35. LNOs must keep current of all significant problems experienced by the
sending organization that could affect operations of other commands and vice
versa. They make sure the information is conveyed to the appropriate staff
personnel and provide recommendations to optimize the employment of the
sending organization. LNOs offer clear, concise, and accurate information and
recommendations in a timely manner to the receiving unit and the sending
organization. LNOs should ask the following questions:

« Does my unit know?

* Will we have a need for it?

 Is it important to my commander?

* Who else needs to know?

« Is this an appropriate mission for my unit?

» Does it support the overall plan?

 Is it operationally feasible for my unit?

« Are the required resources available to execute?

Liaison Organization

2-36. The liaison element or team is the direct representative of the POTF or
PSE commander and, as such, must be competent and confident in its role.
Soldiers tasked with LNO missions should have significant PSYOP
experience and be among the best personnel in the unit. As a minimum, the
liaison team must be manned for 24-hour operations. This requirement must
be taken into consideration when planning the following manning roster:

« Day shift: OIC, PSYOP specialist.

« Night shift: Noncommissioned officer in charge (NCOIC), PSYOP
specialist.

Duties and Responsibilities

2-20

2-37. LNOs, to ensure all levels of command remain aware of the
operational situation, provide urgent, priority, or routine information;
verification of information; and clarification of operational questions. Liaison
activities augment the commander’s ability to synchronize and focus critical
assets, ensuring precise understanding of the implied or inferred coordination
measures needed to achieve desired results. LNOs must—

« Be familiar with all listed references before linkup.

« Establish primary, alternate, and contingency communications plans
before linkup and report the means to contact the main POTF or PSE.

* Integrate directly into the G-3 or S-3 staff of the supported unit and
ensure PSYOP inclusion.

* Report any problems with the supported unit to the main POTF or PSE
immediately.
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Reporting and Handling of Message Traffic

2-38. Proper information distribution and message handling are essential
duties of an LNO. LNOs keep the supported unit and the POTF or PSE
updated on all PSYOP activities in their AOs. The following procedures
outline the proper format for conducting this task:

* Maintain a daily staff journal or log (DA Form 1594).
« Log all message traffic.
* Log all actions taken.

« Log all reports submitted to higher HQ and maintain a paper or digital
file copy.

e Submit situation reports (SITREPs) to the POTF or PSE G-3 twice
daily at the times directed by the G-3.

» Report action complete on all urgent and priority traffic to the message
center immediately and battle damage assessment (BDA) if available.

2-39. Priorities of Message Traffic. The POTF or PSE chief of staff or
deputy chief of staff classifies message traffic as follows:

e Urgent: Requires immediate action by one or more staff sections—for
example, short-suspense PSYACTs or PSYOP product requests.

 Priority: Requires action by the staff within a given time—for example,
PSYOP product folder for the combatant commander’s approval.

e Routine: Requires awareness but no immediate action by any
staff section—for example, PSYOP intelligence summary (INTSUM)
distribution.

2-40. Distribution of Message Traffic. The POTF or PSE chief of staff or
the deputy chief of staff determines distribution of message traffic. He may
delegate handling of routine messages to the message center personnel. The
standard distribution codes are as follows:

« Distribution A: Distributed to all. Message center personnel send the
traffic through every staff section internally (paper copy translated) to
every command post and every LNO.

 Distribution B: Distributed to staff and command posts only.
 Distribution C: Distributed to LNOs.

» Distribution D: Distributed to a specific individual, staff element,
or LNO.

2-41. Information Management During Shift-Change Operations. The
POTF or PSE chief of staff or deputy chief of staff, all POTF or PSE staff
sections, LNOs, and the message center staff accomplish the following actions
during shift change:

» Brief all urgent and priority actions completed during the last
12 hours.

» Brief all urgent and priority actions ongoing, including action required
and suspense.
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e Circulate a routine message using Distribution A immediately
following shift change, listing all outstanding urgent and priority
actions, responsible agencies, and suspenses.

2-42. Message Numbering Procedures. A standard message-numbering
format is necessary to ensure a smooth flow of information between
elements. Information shown in Figure 2-9 goes in the upper left corner of
all messages distributed.

(1) Priority and Distribution: From:
Received by: Message Identification:
(2) Message ldentification Format:
In or Out Date Hour Time Month Year
| 17 0714 z Jun 02
Example: (Incoming message) 1170714ZJun02
(Outgoing message) 017071623un02

Figure 2-9. Standard Message Format

Reference Materials

2-43. The following is a list of materials essential in accomplishing the
mission of being a competent LNO. The list is not a complete library of
needed references, but it should be considered the minimum to support a
wide variety of missions:

* Unclassified references:

» Joint Publication (JP) 3-53, Doctrine for Joint Psychological
Operations.

= FM 3-05.30, Psychological Operations.
= JP 0-2, Unified Action Armed Forces (UNAAF).

» Joint Forces Staff College (JFSC) Pub 1, The Joint Staff Officer’s
Guide 2000.

= JP 5-0, Doctrine for Planning Joint Operations.
= JP 5-00.1, Joint Doctrine for Campaign Planning.

» FM 3-13, Information Operations: Doctrine, Tactics, Techniques,
and Procedures.

» FM 101-5, Staff Organization and Operations (FM 5-0, Army
Planning and Orders Production, upon revision).

* FM 6-0, Mission Command: Command and Control of Army Forces.

» USAJFKSWCS Publication (Pub) 525-5-16, Psychological
Operations: Equipment Types, Specifications, and Capabilities.

= Unit SOPs.

» Classified references:
» Theater-specific OPLANs and PSYOP annexes.
» Theater-specific concept plans (CONPLANS).

2-22



FM 3-05.301

Support Requirements

2-44. In most instances, LNO elements are away from their commands and
all the support their commands provide; therefore, they must take their own
equipment to accomplish the mission. The minimum support requirements
are as follows:

» At least one cellular telephone.
« One laptop computer with Internet access, classified if possible.
» Classes I, 11, IV, VIII, and IX supplies from the supporting unit.

» Shortfalls or repair or replacement of SOF-peculiar equipment from the
POTF or PSE.

* Reference materials and minimum requirements from the POTF or
PSE before linkup with supported units.

NOTE: LNO elements should identify local sources of support for all classes
of supplies immediately upon linkup.

Administrative Planning Procedures

2-45. The following timeline is an example of how to plan for a typical
mission. Because of media operations complex (MOC) and final planning
conference (FPC) timelines, the times may need adjusting. The J-3, G-3, or
S-3 may already be coordinating some of these; however, LNOs must assume
they are not and must double-check all coordination. The check will facilitate
starting the mission immediately, rather than having to conduct
coordination. The timeline for a typical mission includes the following duties
for LNOs:

e 90 days out: Contact the supporting unit; obtain the names, the
telephone numbers, and the office or room numbers of the supporting
personnel; give WARNORD and request office or desk space, telephone
and local area network (LAN), and billeting; and if necessary, request
linguists.

« 60 days out: Call back to confirm or adjust, immediately upon linkup.
« 30 days out: Adjust any last-minute details.

« 1 week, 2 days out: Move to location, set up office or desk space, make
communications checks with adjacent or higher units (POTF), arrange
billeting, determine exact location of the unit or element liaising with.

Wartime Planning Procedures

2-46. Soldiers identified as LNOs during wartime must be prepared to
adjust quickly to the flow of the battle. LNOs must remember that the
elements of METT-TC are the greatest influence on their mission and that
maintaining good communications with the POTF or PSE significantly
improves the success of the mission. The following is a basic outline of what
LNOs must do in that situation:

» Deploy from their home units to the AOR. (NOTE: LNOs must contact
the POTF or PSE as soon as possible, if the POTF or PSE has not
already contacted them.)
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Lia

* Process through the point of entry. (NOTE: The objective is the main
POTF or PSE.)

e Link up with the main POTF or PSE.

» Receive in-briefs, task organization, assessments, and equipment issue.
(NOTE: LNOs conduct precombat inspections before moving to their
supporting unit.)

* Deploy to and link up with the supporting unit.

» Establish primary, alternate, contingency, and emergency (PACE)
communication and conduct communication check with the POTF or
PSE to report linkup.

* ldentify local sources of services and support.
* Conduct the mission.

ison Officer Situation Report Format

2-47. So that information is conveyed from one location to another without
misinterpretation, the LNO SITREP is a standardized form. When LNOs
report to the POTF or PSE, LNOs must use the SITREP format outlined in
Figure 2-10.

A. Unit or Task Organization.
B. Time Period Covered (in DTG form).

C. General Situation. (A general overview of the operational environment.)
1. Summary of last 24 hours. (Operations conducted in the last day.)
2. Planned operations for next 24 hours. (Operations to be conducted in the next day.)

3. Dissemination operations in AO (chart/attachment); product numbers disseminated per city or
location, by product name.

4. Impact indicators in AO. (Recurring events or observations or major events that seem to be part
of a trend or something out of the ordinary. Evidence that a particular PSYACT, product, series,
or program is or is not having an effect on the intended TA or an unintended audience.)

5. Survey results from AO. (Summary of survey results, surveys being conducted
[attachment].)
D. Operational Issues. (Directives from the supported unit that affect the mission.)
1. Urgent and priority actions completed during reporting period.
2. Urgent and priority actions ongoing as of report submission.

E. Personnel Issues. (Personnel status.)

F. Logistics Issues. (Any logistics issues and requests for equipment and supplies, in red, yellow, or
green form.)

G. Sensitive Items Report. (Initial report is a complete inventory by serial number; subsequent reports
give status only.)

H. Other Issues.

2-24

Figure 2-10. LNO SITREP Format

2-48. When reporting SITREPs verbally, personnel should use the phonetic
alphabet. SITREPs transmitted through nonsecure means must not contain
classified information and must be limited to personnel status, sensitive
items status, and a plan for transmitting a full SITREP through secure
channels. Figure 2-11, page 2-25, provides an example of an LNO SITREP.
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A. FROKA LNO.
B. 121730ZJUL02 THROUGH 130545ZJUL02.

C. ROK/US FORCES HAVE ADVANCED FROM xxxxxx TO xxxxxx AND HAVE DISPLACED xxx
CIVILIANS. xxx EPW HAS BEEN TASKED WITH ASSISTING THE REMOVAL OF THESE
DISLOCATED CIVILIANS (DC'S). PSYOP SITUATION HAS IMPROVED. 2 COMPANIES HAVE
SURRENDERED VIC GRID xxxx.

1. SPOKE TO CA REP ABOUT EPW SITUATION. SENT MINI SITREP TO C3 TO NOTIFY
TAAD/TED.

2. KEEP IN TOUCH WITH CA REP. CONTACT FROKA S-6 REP TO TROUBLESHOOT LAN
CONNECTION.

3. EPW’'S STAYING OFF MSR, 2 COMPANIES SURRENDERED.
4. SEE ATTACHED CHART.
5. SEE ATTACHED CHART.

D. FROKA WILL CONDUCT JUMPTOC OPERATION 20JULO2. WILL MOVE WITH S-2 ELEMENT.
1. REPLY TO URGENT MESSAGE: GCCS-K SENT 130218ZJUL02.
2. PIR STILL NOT READY DUE TO FROKA S-2.

E. NONE.

F. NEED PENS, BLACK, BALLPOINT TYPE, 14 EACH, 2 REAMS OF COPIER PAPER NLT 15JULO2.
G. ALL ACCOUNTED FOR.

H. NONE.

Figure 2-11. LNO SITREP Example

USE OF DIGITAL SYSTEMS BY PSYOP FORCES

2-49. Digital systems are a commander's principal tool in collecting,
transporting, processing, disseminating, and protecting data. Digital systems are
the information exchange and decision support subsystems within the C2 support
system of the total force. The continuous need for information to support PSYOP
is the basis for the SOF digital systems. Availability of information can make the
difference between success and failure of a PSYOP mission. The data must get to
the right place, on time, and in a format that is quickly usable by the intended
recipients, and it must generate appropriate actions. Special military operations
conducted in peace, stability operations, support operations, and war differ
significantly from conventional operations. PSYOP operators must be able to
communicate long-range, anywhere in the world and at any time, while
remaining completely interoperable with joint and Army systems.

COMMAND AND CONTROL

2-50. PSYOP forces at all levels use digital tools to exercise C2 of
subordinate units. PSYOP forces use the Maneuver Control System (MCS)
and GCCS to perform the following C2 functions:

» Participate in the military decision-making process (MDMP).

e Transmit and receive PSYOP orders, annexes, overlays, FRAGORDSs,
CONPLANS, and other instructions to subordinate and higher units.

* Submit SITREPSs to higher PSYOP HQ.

* Coordinate for higher-level PSYOP  support—for example,
COMMANDO SOLO.
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ARMY BATTLE COMMAND SYSTEM

2-51. The Army Battle Command System (ABCS) is the integration of C2
systems in all echelons. The ABCS integrates battlespace automation systems
and communications that functionally link installations and mobile networks.
The ABCS is interoperable with joint and multinational C2 systems at upper
echelons, across the full range of C2 functionality. At the tactical and
operational levels, integration is vertical and horizontal. The ABCS consists
of three major components:

* Global Command and Control System—-Army (GCCS-A).
* Army Tactical Command and Control System (ATCCS).
» Force XXI Battle Command, Brigade and Below (FBCB2).

Global Command and Control System-Army

2-52. The GCCS-A is a system built from application programs of the
following systems:

* Army Worldwide Military Command and Control System (WWMCS)
Information System (AWIS).

« Strategic Theater Command and Control System (STCCS).

» Echelons above corps (EAC) portion of the Combat Service Support
Control System (CSSCS).

The primary scope of the GCCS-A effort is to evolve the stand-alone systems
into a suite of modular applications that operate within the defense
information infrastructure (DII) common operating environment (COE).
GCCS-A modules interface with common applications and other shared
components of the ABCS and with the joint C2 mission applications provided
by the GCCS.

2-53. The GCCS-A is the Army link for ABCS to the GCCS. The GCCS-A
provides information and decision support to Army strategic-, operational-,
and theater-level planning and operational or theater operations and
sustainment. The GCCS-A supports the apportionment, allocation, logistical
support, and deployment of Army forces to the combatant commands.
Functionality includes force tracking, HN and CA support, theater air
defense, targeting, PSYOP, C2, logistics, medical, provost marshal (PM),
counterdrug (CD), and personnel status. The GCCS-A is deployed from
theater EAC elements to division.

Army Tactical Command and Control System

2-26

2-54. The ATCCS consists of five major subsystems. These subsystems are
explained in the following paragraphs.

2-55. Maneuver Control System. The MCS is the primary battle
command (BC) source. The MCS provides the common operational picture
(COP), decision aids, and overlay capabilities to support the tactical
commander and the staff through interface with the force-level information
database populated from the Battlefield Automated Systems (BASs). The
MCS provides the functional common applications necessary to access and
manipulate the Joint Common Database (JCDB). The MCS satisfies IRs for a
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specific operation. The MCS tracks resources, displays situational awareness,
provides timely control of current combat operations (offense, defense,
stability, and support), and effectively develops and distributes plans, orders,
and estimates in support of future operations. The MCS supports the MDMP
and is deployed from corps to the maneuver battalions.

2-56. All-Source Analysis System. The All-Source Analysis System
(ASAS) is the intelligence and electronic warfare (IEW) component from EAC
to battalion. The ASAS is a mobile, tactically deployable, computer-assisted
IEW processing, analysis, reporting, and technical control system. The ASAS
receives and rapidly processes large volumes of combat information and
sensor reports from all sources to provide timely and accurate targeting
information, intelligence products, and threat alerts. The ASAS consists of
evolutionary modules that perform systems operations management, systems
security, collection management, intelligence processing and reporting, high-
value or high-payoff target processing and nominations, and communications
processing and interfacing.

2-57. The ASAS remote workstation (RWS) provides automated support to
the doctrinal functions of intelligence staff officers—division or higher
intelligence staff officer (G-2) and battalion or brigade intelligence staff
officer (S-2)—from EAC to battalion, including SOF. The ASAS RWS also
operates as the technical control portion of the intelligence node of ABCS to
provide current IEW and enemy situation (ENSIT) information to the JCDB
for access and use by ABCS users. The ASAS produces the ENSIT portion of
the COP of the battlefield disseminated by means of the ABCS network.

2-58. Combat Service Support Control System. The CSSCS provides
critical, timely, integrated, and accurate automated combat service support
(CSS) information, including all classes of supplies, field services,
maintenance, medical, personnel, and movements to CSS, maneuver and
theater commanders, and logistics and special staffs. Critical resource
information is drawn from manual resources and the standard Army
multicommand management information system (STAMMIS) at each
echelon, which evolve to the GCSS-A (the unclassified logistics wholesale and
resale business end connectivity). The CSSCS processes, analyzes, and
integrates resource information to support evaluation of current and
projected force-sustainment capabilities. The chaplaincy is an active
participant in CSSCS and is included in the development of CSS services. The
CSSCS provides CSS information for the commanders and staff and is
deployed from EAC to battalion.

2-59. Air and Missile Defense Planning and Control System. The Air
and Missile Defense Planning and Control System (AMDPCS) integrates air
defense fire units, sensors, and C2 centers into a coherent system capable of
defeating or denying the aerial threat, such as unmanned aerial vehicles,
helicopters, and fixed-wing aircraft. The AMDPCS provides for automated,
seamless C2, and Force XXI vertical and horizontal interoperability with joint
and coalition forces for United States Army (USA) air and missile defense
(AMD) units. The system provides common hardware and software modules,
at all echelons of command, which provide for highly effective employment of
Army AMD weapon systems as part of the joint force. AMDPCS provides the
third dimension situational awareness component of the COP. Initially, the
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Air and Missile Defense Workstation (AMDWS) provides elements from EAC
to battalion the capability to track the air and missile defense battle (force
operations [FO]).

2-60. Advanced Field Artillery Tactical Data System. The Advanced
Field Artillery Tactical Data System (AFATDS) provides automated decision
support for the fire support (FS) functional subsystem, including joint and
combined fires—for example, naval gunfire and close air support. AFATDS
provides a fully integrated FS C2 system, giving the fire support coordinator
(FSCOORD) automated support for planning, coordinating, controlling, and
executing close support, counterfire, interdiction, and air defense suppression
fires. AFATDS performs all of the FS operational functions, including
automated allocation and distribution of fires based on target value analysis.
AFATDS is deployed from EAC to the firing platoons. AFATDS provides the
FS overlay information to the ABCS common database. AFATDS
interoperates with the United States Air Force (USAF) theater battle
management core system (TBMCS) and the United States Navy (USN) and
United States Marine Corps (USMC) joint maritime command information
system (JMCIS). AFATDS also interoperates with the FS C2 systems with
allied countries, including the United Kingdom, Germany, and France.

Force XXI Battle Command, Brigade and Below

2-61. FBCB?2 is a suite of digitally interoperable applications and platform
hardware. FBCB2 provides on-the-move, real-time, and near-real-time
situational awareness and C2 information to combat, combat support (CS),
and CSS leaders from brigade to the platform and Soldier levels. FBCB2 is a
mission-essential subelement and a key component of the ABCS. FBCB2
feeds the ABCS common database with automated positional friendly
information and current tactical battlefield geometry for friendly and known
or suspected enemy forces. The goal is to field FBCB2 to the tank and Bradley
fighting vehicle and other platforms with a common look-and-feel screen.
Common hardware and software design facilitates training and SOP. Tactical
PSYOP units (Active Army and RC), the I/R PSYOP battalion (RC), and other
ABCSs use the FBCB2 extensively.

OTHER ARMY BATTLE COMMAND SYSTEMS

2-62. PSYOP forces use several other ABCSs. The following paragraphs
discuss each of these systems.

Warfighter Information Network

2-28

2-63. The Warfighter Information Network (WIN) is an integrated
command, control, communications, and computers (C4) network that
consists of commercially based high-technology communications network
systems. The WIN enables information dominance by increasing the security,
capacity, and velocity (speed of service to the user) of information distribution
throughout the battlespace. A common sense mix of terrestrial and satellite
communications is required for a robust ABCS. The WIN supports the
warfighter in the 21st century with the means to provide information services
from the sustaining base to deployed units worldwide.
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WIN-Terrestrial Transport

Tactical Internet

LOGISTICS

ANALYSIS

2-64. The Warfighter Information Network-Terrestrial Transport (WIN-T)
portion of the WIN focuses on the terrestrial (nonsatellite) transmission and
networking segment of the WIN. The WIN-T is the backbone infrastructure of
the WIN architecture, as well as the LAN in support of the ABCS-capable
tactical operations center (TOC). The WIN-T provides simultaneous secure-
voice, data, imagery, and video-communications services.

2-65. The Tactical Internet (T1) enhances warfighter operations by providing
an improved, integrated data communications network for mobile users. The
Tl passes C4l information, extending tactical automation to the Soldier or
weapons platform. The TI focuses on brigade and below to provide the
parameters in defining a tactical automated data communications network.

2-66. PSYOP personnel use CSSCS to process, analyze, and integrate
PSYOP-specific resource information to support current and projected PSYOP
force sustainment logistically. Supply personnel use CSSCS to track, monitor,
and requisition PSYOP-specific equipment and all classes of supply needed by
subordinate PSYOP units. PSYOP personnel also use CSSCS to evacuate and
transfer damaged or broken equipment and to receive new or repaired
PSYOP-specific items.

2-67. PSYOP personnel use the numerous intelligence databases and links
within ABCS to access all-source intelligence products and services. The
ABCS supplements PSYOP-specific Department of Defense (DOD) and non-
DOD intelligence sources. Intelligence sources available through ABCS
enhance the ability of PSYOP forces to—

e Conduct TAA.

« Counter hostile propaganda.

e Track impact indicators.

« Support I/R operations.

« Conduct pretesting and posttesting of products.
e Submit and track RFls.

e Provide input to the commander’s critical information requirements
(CCIR).

» Manage frequency deconfliction.
The ASAS provides PSYOP intelligence personnel the tools to perform—
« Systems operations management.
« Systems security.
e Collection management.
 Intelligence processing and reporting.

2-29
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» High-value and high-payoff PSYOP target processing and nominations.
« Communications processing and interfacing.
2-68. The ASAS provides PSYOP personnel with current IEW and enemy

situation by means of the JCDB, allowing PSYOP intelligence personnel to
monitor current tactical, operational, and strategic situations.

PRODUCT DEVELOPMENT

2-69. PSYOP personnel use the ABCS to develop, modify, edit, transmit, and
receive PSYOP products, from the tactical to the strategic level. Specifically,
PSYOP personnel use the ABCS to perform the following product
development functions:

« Develop print product prototypes.
» Develop audio and video product prototypes.

e Submit target audience analysis work sheets (TAAWS), product/action
work sheets (PAWSs), and program control sheets.

e Transmit audio and video files using the File Transfer Protocol (FTP)
tool. (NOTE: PSYOP personnel download and view or modify files by
means of the Product Development Workstation [PDW].)

INFORMATION MANAGEMENT

SUMMARY

2-30

2-70. PSYOP personnel use the ABCS to conduct information management.
Through this process, PSYOP personnel can share PSYOP information with
all 10 disciplines for the purpose of synchronization, coordination, and
deconfliction. Specific information management functions include—

e Posting PSYOP SITREPs, PSYOP-specific intelligence reports, and
PSYOP products to files or folders accessible by all ABCS users.

« Managing message traffic.

e Managing OPORDs, OPLANs, FRAGORDs, CONPLANS, and branch
plans and sequels.

e Managing RFls, CSS support requests, and administrative support
requests.

2-71. To be fully effective, PSYOP forces and activities must be integrated,
deconflicted, synchronized, and coordinated early at all levels. The POTF or
PSE is the foundation from which effective PSYOP are planned, coordinated,
and executed. Skillfully integrated PSYOP activities support the overall
combatant commander’s plan and enhance successful mission accom-plishment.
Choosing, preparing, and properly dispatching the LNO and the LNO team are
critical to their effectiveness. Commanders make a conscious tradeoff between
extensive preparation of the LNO and expeditiously dispatching the LNO to
begin coordination and information exchange. In all cases, the LNO and the
receiving HQ should understand the limits of the LNO’s authority, which is
best specified in writing. The continuous need for information to support
PSYOP is the basis for the SOF digital systems. Availability of information can
make the difference between success and failure of a PSYOP mission.



Chapter 3

Intelligence Preparation of the Battlespace

It is your attitude, and the suspicion that you are maturing the boldest
designs against him, that imposes on your enemy.

Frederick the Great
Instruction to His Generals, 1747

The IPB process supports commanders and their staffs in the decision-
making process. The IPB is the commander's and each staff member’s
responsibility; the S-2 or G-2 does not do the entire IPB alone. All staff
sections must assist the S-2 or G-2 in developing the situation template
(SITTEMP) within their own areas of expertise. The IPB process is
continuous. IPB is conducted prior to and during the command’s initial
planning for the operation, but is also performed during the conduct of
the operation. The IPB process for most SOF units results in graphic and
written intelligence estimates that, at the minimum, evaluate probable
threat, COAs, and vulnerabilities of hostile, friendly, and neutral forces.

The relationship between IPB and TAA needs clarification to remove the
confusion between the two processes. Initial IPB for PSYOP, done during
planning, deals with more traditional order of battle, weather, and
terrain factors. The PSYOP-specific initial IPB concerns itself with broad
target sets, demographic information, and broad cultural practices.

The ongoing IPB process that occurs throughout an operation does
include TAA that is performed by the TAAD. The POTF G-2 obtains
traditional military IPB information, tracks down PSYOP-specific IRs
and PIR, helps with research, and then feeds that information to the
TAAD for TAA purposes. The integration of traditional G-2 IPB with TAA
gives the POTF commander the unique PSYOP IPB information needed
to make informed decisions.

The PSYOP IPB is probably the most extensive and detailed of any IPB
conducted in the Army. In addition to merely identifying various hostile
or friendly elements, the PSYOP IPB contains comprehensive and
in-depth analyses of humerous TAs and their conditions, vulnerabilities,
accessibility, and susceptibility. IPB identifies facts and assumptions
about the battlefield environment and the threat, which enables staff
planning and the development of friendly COAs. IPB provides the basis
for intelligence direction and synchronization that supports the
command’s chosen COA.

3-1
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FOUR-STEP PSYOP INTELLIGENCE PREPARATION OF THE
BATTLESPACE PROCESS

3-1. The Army IPB process involves the execution of four steps; while
PSYOP have special considerations, PSYOP personnel follow the same steps
as the rest of the Army. PSYOP require extensive intelligence collection to
conduct vigorous PSYOP-relevant analyses that delve into potential TAs and
the PSYOP environment. The following paragraphs review each of the steps.

STEP 1: DEFINE THE BATTLEFIELD ENVIRONMENT

3-2. In Step 1 of the IPB process, the G-2 or S-2 focuses the command'’s
initial intelligence collection efforts and the remaining steps of the IPB
process. The G-2 or S-2—

« ldentifies characteristics of the battlefield that will influence friendly
and threat operations.

« Establishes the limits of the area of interest (Al).
« ldentifies gaps in current intelligence holdings.

In focusing the remainder of the IPB process, the G-2 or S-2 identifies
characteristics of the battlefield that require in-depth evaluation of their
effects on friendly and threat operations, such as terrain, weather, logistical
infrastructure, and demographics. Defining the significant characteristics of
the battlefield environment also aids in identifying gaps in current
intelligence holdings and the specific intelligence required to fill them.
Similarly, the G-2 or S-2 identifies gaps in the command’s knowledge of the
threat and the current threat situation.

3-3. For PSYOP, the emphasis during this first step is to identify weather,
terrain, infrastructure, and potential TAs within the AOR. These functions
are most often completed by G-2 or S-2 in conjunction with the PSYOP
planner, POAT, and PPD. Identification of these essential elements is done
during initial IPB.

STEP 2: DESCRIBE THE BATTLEFIELD’S EFFECTS

3-4. Step 2 evaluates the effects of the environment with which both sides
must contend. The G-2 or S-2 identifies the limitations and opportunities the
environment offers on the potential operations of friendly and threat forces.
This evaluation focuses on the general capabilities of each force until COAs
are developed in later steps of the IPB process. This assessment of the
environment always includes an examination of terrain and weather but may
also include discussions of the characteristics of geography and infrastructure
and their effects on friendly and threat operations. Characteristics of
geography include general characteristics of the terrain and weather, as well
as such factors as politics, civilian press, local population, and demographics.
An area’s infrastructure consists of the facilities, equipment, and framework
needed for the functioning of systems, cities, or regions.

3-5. For PSYOP, Step 2 of IPB is where analysis is conducted. The G-2 or S-2
must analyze the weather and terrain and determine how these will affect
the dissemination of PSYOP products by both friendly and hostile forces.
Infrastructure analysis for PSYOP considers the information environment

3-2
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and the media outlets that disseminate information. This analysis must
determine which outlets are available for use by friendly PSYOP forces and
those that are being used by opponent forces. The POTF or PSE S-2 or G-2, in
conjunction with the supported unit's intelligence section, is primarily
responsible for this portion of Step 2. The analysis of the potential TAs that
were identified in Step 1 is done by the TAAD. The TAAD takes the potential
target audience list (PTAL) from Step 1 of IPB and the SPO that was written
during planning and begins to analyze each target set and SPO combination
to determine the wvulnerabilities, lines of persuasion, susceptibilities,
accessibilities, and effectiveness of each TA. This process determines each
TA's ability to affect the battlefield. The TAAD will determine the ability of
each TA to influence the PSYOP and supported commander’'s stated
objectives. A complete discussion of TAA is in Chapter 5.

STEP 3: EVALUATE THE THREAT

3-6. In Step 3 of Army IPB, the G-2 or S-2 and his staff analyze the
command’s intelligence holdings to determine how the threat normally
organizes for combat and conducts operations under similar circumstances.
PSYOP specialists concern themselves with propaganda analysis and
counterpropaganda during this stage of IPB. They monitor the competing
agencies within the AOR who are disseminating information and determine
what effect that information will have on the conduct of the operation. This
analysis is largely done by the TAAD but with significant assistance from the
G-2 or S-2 who will be interfacing with the various intelligence agencies to
obtain PSYOP-relevant information. A technique, which facilitates
propaganda analysis, is to have TAAD and G-2 or S-2 personnel located in
close proximity to one another. This function of propaganda analysis is
peculiar to PSYOP IPB and, when done effectively, can be of great interest
and assistance to a supported commander.

STEP 4: DETERMINE THREAT COURSES OF ACTION

3-7. Step 4 integrates the results of the previous steps into a meaningful
conclusion. Given what the threat normally prefers to do and the effects of
the specific environment in which he is operating now, what are his likely
objectives and the COAs available to him? After the first three steps, PSYOP
specialists have defined the operational environment, conducted TAA,
and analyzed competing information. This information taken together allows
the PSYOP force to modify behavior and counter other information to
achieve PSYOP and, ultimately, supported commander objectives. In short,
the IPB process allows commanders to make informed decisions that ensure
mission success.

AREA OF OPERATIONS AND THE BATTLESPACE: IMPLICATIONS

FOR PSYOP

3-8. The AO is the geographical area where the commander is assigned the
responsibility and authority to conduct military operations. A thorough
knowledge of the characteristics of this area is critical to the success of the
operation. The limits of the AO are normally the boundaries specified in the
OPORD or CONPLAN from higher HQ that define the command’s mission.

3-3



FM 3-05.301

3-9. The limits of the command’s battlespace are determined by the
maximum capabilities of a unit to acquire targets and physically dominate
the threat. A command's battlespace generally includes all or most of the
AO, as well as areas outside of the AO. The evaluation of the area within
the command’'s battlespace may be as detailed as the evaluation of the
AO. The PSYOP IPB process looks at TAs within and outside the AO that
can affect the supported commander’s objectives. The PSYOP Al is directly
tied to the target population and may comprise an entire country or include
other countries.

3-10. The PSYOP analysis process is an extension of the higher HQ IPB, and
yields timely and focused products that are updated routinely. The PSYOP
portion is concerned mainly with the human aspects of the situation—
potential TAs and their receptiveness to information programs that seek to
influence them in some fashion. Once operations begin and new data becomes
available, IPB products are dynamic, changing as the situation changes in the
objective area.

3-11. PSYOP specialists uniquely study other characteristics of the
battlespace by employing “factor analysis,” which will be addressed in detail
later in this chapter. Examples are—

« Density and distribution of population groups.
« Composite groups based on political behavior and the strengths of each.

« Issues motivating political, economic, social, or military behaviors
of groups.

» Economic infrastructure.

« Economic programs that can cause desired changes in population behavior.
« Formal and informal political structure of the government.

« Legal and illegal political parties.

« Nonparty political organizations and special interest groups.

« Independence of the judiciary.

« Independence of the mass media.

« Administrative competence of the bureaucracy.

e Origin of the incumbent government.

« History of political violence in the country.

3-12. The commander directs the IPB process and, in general, all staff
elements are active participants in this effort. The senior intelligence officer
(S10) of the POTF or PSE is responsible for conducting and managing the
PSYOP IPB process. The G-3 integrates IPB products with other staff
products and applies them to mission planning and execution. The G-3
promptly provides products to the appropriate staffs and detachments.

RESEARCH AND ANALYSIS DIVISION PSYOP STUDIES PROGRAM

3-4

3-13. The Research and Analysis Division of the 4th POG(A) at Fort Bragg,
North Carolina, is the only source of finished PSYOP analytical intelligence
products that are tailored to the needs of the entire PSYOP community, the



FM 3-05.301

geographic combatant commanders, and the intelligence community. The
division consists of four regionally oriented SSDs. PSYOP units begin the IPB
process by consulting PSYOP studies prepared by highly educated and
experienced DA civilian analysts in their respective target regions. The
majority of these analysts in the SSDs of the regional PSYOP battalions have
doctor of philosophy (Ph.D.) degrees in the fields of social sciences, history,
economics, or cultural anthropology, to name a few. The analysts produce
PSYOP studies mainly to support the development of feasibility analysis,
OPLANSs, and contingency-related, quick-response assessments for crisis
response. The following paragraphs explain the most common of these studies.

Psychological Operations Appendix to the Military Capabilities Study

3-14. The PSYOP appendix to the military capabilities study is a concise
summation (15 to 20 pages) of PSYOP-relevant issues on countries around
the world. Commanders should review it if U.S. operations are possible in the
countries discussed. These PSYOP appendixes are tied to a DOD intelligence
production and update schedule.

Special Psychological Operations Study

3-15. The special Psychological Operations study (SPS) has a relatively
narrow focus and may address any of a variety of different subjects. The SPS
provides more in-depth analysis on a specific topic than any other type of
PSYOP study. The study may include the following:

« Analysis of long-standing issues or problems in a particular target country.

e Detailed assessment of the PSYOP environment in a specific region or
“hot spot” within a country.

« In-depth analyses of key groups and sometimes individuals.
« Analysis of the social institution and its PSYOP significance.
« Local audiences’ perceptions of the United States and its policies.
« Exploration of an issue of particular importance to the population of a
given area and the implications for PSYOP.
Special Psychological Operations Assessment

3-16. The special Psychological Operations assessment (SPA) is a time-
sensitive intelligence memorandum (usually an electronic message, as well as
a posting on the intelligence link [INTELINK]), and is therefore produced
more quickly than an SPS. The SPA gives readers a timely assessment of the
PSYOP significance of a crisis situation, an important event, or a pressing
issue. The SPA also assesses how PSYOP may affect U.S. national interests
or political-military operations.

Psychological Analytical Products

3-17. The following is a list of additional products that are produced upon
request by geographic combatant commanders and other agencies:

* Assessments of the PSYOP environment: Analysis of the basic
psychological conditions in a country or region of interest.

* PSYOP audience analyses: Analyses of key groups of interest for PSYOP.

3-5
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« PSYOP issue analyses: Analyses of attitudes toward a specific issue or
set of issues of concern in a country or region.

 PSYOP spot reports: Time-sensitive analysis of discrete events and
issues of immediate concern to PSYOP.

3-18. The Psychological Operations automated system (POAS) electronically
archives studies and also offers analysts access to various classified and
unclassified databases. Commanders can obtain most of these studies
through the 4th POG(A)’'s home page on the classified intelligence link-Secret
(INTELINK-S) system and on USSOCOM'’s home page under the J-2 on the
sensitive compartmented information (SCI) INTELINK system. Copies of
PSYOP studies can be downloaded or printed from the computer system. In
the unlikely event that an end user does not have access to INTELINK or
INTELINK-S, the POAS staff can, by exception, print out a copy of a study
and send it to a commander or customer. The authors usually maintain extra
copies of the studies for internal consumption. Copies can be obtained and
stored at the detachment level with a current courier card for classified
material transportation.

3-19. These studies are augmented with additional intelligence data in
preparation for the PSYOP mission. Information may be derived from a variety
of sources. The DA civilian analysts have the capability to access and analyze a
vast amount of classified and unclassified information from multiple sources.
However, PSYOP Soldiers may provide valuable first-hand information gleaned
while conducting operations during deployments. Together, the Soldiers and
analysts share information to conduct the most thorough PSYOP-relevant
analysis to support operational planning and execution.

PSYOP INTELLIGENCE COLLECTION PLAN

3-6

3-20. The IPB is a four-step process in which the 14 political-military factors
are used as a guide for categorizing intelligence and delegating duties and
functions. The IPB process is the second step of Phase Il of the MDMP.
(FM 3-05.30 provides more information on the IPB process.)

3-21. The commander and his SIO develop PSYOP intelligence requirements
based on the 14-factor political-military analytical framework described
below. Intelligence needs focus on leveraging the social, economic, political,
and psychological conditions within a targeted country or area to U.S. benefit.
The political-military process is basically an analytical framework
representing a multidisciplinary approach to understanding the factors that
provide the basis for most all of PSYOP-relevant analyses. Once fully
explored, these factors affect the conduct of PSYOP and its outcome. This
framework helps the SIO and the commander develop the information
required to complete the mission. The commander and his SIO use a
multidisciplinary approach because no single factor is sufficient to
understand the psychological dimension of a mission. (FM 3-05.30 describes
these factors in detail.)

3-22. Developing a thorough intelligence collection plan tailored to PSYOP is
one approach to obtaining the best possible intelligence support to PSYOP.
This plan also serves as a checklist of information that is helpful in ensuring
effective PSYOP. The checklist is a starting point that will provide direction
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to analysts who have limited experience in meeting the unique needs of
PSYOP intelligence. The checklist should also be useful as a reference tool.
Most importantly, it should stimulate thought on new lines of inquiry (and
the intelligence necessary to support it) that are tailored to the precise needs
of any given operation.

14-FACTOR POLITICAL-MILITARY ANALYTICAL FRAMEWORK

History

3-23. The political-military factors are considered the ideal basis for
determining the PSYOP intelligence requirements, and moreover, provide the
best possible framework to conduct accurate and exhaustive PSYOP-relevant
analyses to support planning and operations. Fundamental to all PSYOP-
relevant analyses of the political-military factors is that every PSYOP analyst
not only describes each of the factors, but must also provide an explanation of
why they occur. Determining probable behavior is the key to developing
PSYOP plans, programs, and products that will influence a TA.

3-24. The SSD analysts assess these factors as they pertain to their target
countries as a matter of course and routinely update their analyses. SSD
analysts address these factors in PSYOP studies in one way or another
depending on the purpose of the study. In the case of the military capabilities
study or PSYOP environment study, many of these factors are explored,
whereas an SPA or SPS may provide a more focused analysis on several of
the factors. The following paragraphs provide a review of each of the factors
and how they relate to PSYOP analysis.

3-25. Studying the history of a country, region, or a people is useful for
several key reasons. These reasons include the following:

e Discern a pattern of behavior. Historical accounts of TA reactions to
certain events may provide a basis for predicting similar behavioral
responses in similar instances. Patterns of behavior may be discerned
through events in a culture’s past, helping to predict how a TA will
react to various actions of a force or PSYOP products. Knowledge of a
group’s history may assist the PSYOP Soldier to develop more precise
products containing more appropriate messages, consistent with the
TA's past behaviors, experiences, and attitudes.

« Understand how a TA perceives its history. A PSYOP specialist should
be more concerned with understanding how and why the TA perceives
its history than what the actual historical record shows.

e Determine the relative importance of political, social, and economic
factors. History shows which factors were manifested in the past and
their significance to the TA. From long-term behavioral patterns, the
PSYOP specialist can focus on those factors in developing effective
programs and products.

« ldentify historical issues that remain significant today and resonate
with the population. Many historical issues are long-term. Examples of
such issues are historically based border disputes and perceived
historical wrongs. Such historical issues are usually unresolved,
striking an emotional chord in the minds of the TA.

3-7
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Natural Environment

Culture

Political System

3-26. The natural environment, and economic, political, social, cultural, and
military behavior affect many factors within a society. The natural
environment is an important aspect to study. It is helpful to know how much
the natural environment plays a role in the way a society is organized—its
population growth, distribution, and migration; its culture and daily life; and
even its security.

3-27. Culture is a critical aspect of any TAA. In studying culture, the PSYOP
specialist learns how a TA perceives reality. This analysis provides the
best way to determine how the TA learned and shared attitudes, values,
and behavior.

3-28. The political system is a set of structures and processes by which
people make authoritative collective decisions. All nations and cultures have
at least one such system. The two main issues for PSYOP specialists to
consider are—

» Legitimacy. TAs, themes, and products can be derived from knowing
the degree of government legitimacy and the sources of that legitimacy.
The PSYOP specialists must understand the formal political structure
of the government and the sources of its power. PSYOP specialists
must also determine whether a country has a pluralist democracy
based on the consensus of the voters or a strongman rule supported by
the military.

» Determining the most important issues. Every system has a set of
issues that are at the forefront of either the minds of the government
leaders or the populace or both. Generally, providing a solution to past
issues formed the government. Understanding the issues over which an
existing regime was formed is important. Also important to know is
how a government perceives and reacts to changes in the importance of
those issues.

Political Economy

Military

3-8

3-29. Politics and economics together often determine the power of a state or
a group. Economics have an impact on politics since almost every political
decision has an economic outcome. Economic issues are important to PSYOP
specialists to better understand the strength of competing groups in a society.

3-30. The military plays an important role in most societies. It is crucial for
PSYOP specialists to determine the military’s role in a particular society, and
how the government and its people view the military. In many instances, the
military is a potential TA, and the subgroups within the military (senior
leaders, junior officers, NCOs, and conscripts) have varying attitudes,
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Ideology

Religion

perceptions, and behavior. Key issues for the PSYOP intelligence specialist in
studying the role of the military are—

« ldentifying the type of security force (regular, reserve, paramilitary,
police, or other).

« Identifying the nonpolitical and political roles of a society’s military force.

« The tendency of a military force to intervene in politics (and by implication
the extent to which the military is controlled by civilian authorities).

« ldentifying the public perception of the military’s legitimacy or efficacy.

3-31. A society’s value system generates a certain ideology that most citizens
are inherently aware of, but may or may not agree with. An ideology can
serve to integrate communities, to advance the position of a particular group,
and to strengthen group resolve to act to change the status quo. Ideology is
often politicized: it consists of a view of the present and the future, it is
action-oriented, it is directed at the masses, and it is usually explained in
simple terms. Understanding a society's ideology and the acceptance or
rejection by certain groups provides the PSYOP specialist with insights into
the TA's willingness to change its attitudes or behavior.

3-32. All cultures have some form of religion that influences its political,
economic, and social systems. The impact of religion on a TA is critical to analyze,
since it can potentially affect aspects of a person’s life. The TA’s perception of any
line of persuasion can be critically filtered by their religious beliefs.

Foreign Influence

Leadership

3-33. Recognizing and understanding the role foreign influence plays in the
political-military environment of a country is crucial in planning how PSYOP
will influence another nation’s TA. Foreign influence can be either direct or
indirect. Direct influences are actions (for example, military force or economic
sanctions) taken by a foreign government or actor with the express purpose of
influencing policy or actions of a specific state. Indirect actions (for example,
immigration and technological advances) are not under the direction of a
specific outside agency, but can be equally as important as direct actions.

3-34. This factor addresses the behavior of leaders and how they use
motives, purposes, and resources to mobilize other people to realize goals
independently or mutually held by both leaders and followers. For PSYOP
planners, influencing the influential (leaders) can be a key step in affecting
the behavior of a TA. Identifying key communicators and leaders, both formal
and informal, is a critical task for PSYOP intelligence specialists. An
understanding of the leadership’s decision-making process is also essential
for anyone who seeks to influence that process. The Human Factors Analysis
Center (HFAC) is part of the IPB Division (TWI-2) of the Information
Warfare Support Office at the Defense Intelligence Agency. The HFAC
provides assessments of the influence of cultural, psychological, and other
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human factors on leadership operations and decision making. HFAC products
focus on the decision-making processes of the national leadership in potential
adversary countries to support 10 planning and operations. HFAC products
are valuable resources for information and analysis on national-level key
communicators and their decision-making processes.

Regional Perspectives

3-35. PSYOP planners must always take into account regional perspectives
since they affect the manner in which events are perceived, leading to
reactions that may be unanticipated. PSYOP specialists must be able to
identify and understand the general regional perspectives on a broad range of
issues to judge their effect on future actions within the region. Regional
perspectives focus on those issues that more immediately threaten local
security and stability. Key issues for PSYOP specialists include regional
organizations to which the country belongs, regional treaties and alliances,
foreign policy trends, and the pattern of crisis response.

National Interests

Ethnicity

3-36. In the international arena, self-interested behavior is the principal
assumption upon which the actions of nations and TAs are interpreted. All
actors will choose and pursue policies based on their own perception of their
national interests. It is critical for PSYOP specialists to know another actor’s
national interests from the actor’'s perspective. National interest can most
often be identified in terms of survival, sovereignty, and economic well-being.

3-37. Within most nation-states, there are ethnic groups that may not
belong to the politically dominant groups, maintaining their own distinct
cultural or social differences. These ethnic differences may transcend all
other political-military factors. The PSYOP specialist must determine
whether ethnicity is a critical element in the behavior of the TA.

Role of the Media

3-10

3-38. The media, both news and literary, plays a vital role in any society.
The media and other information networks’ increasing availability to society’s
leadership, population, and infrastructure can have a profound impact on
national will, political direction, and national security objectives and policy.
PSYOP planners must understand the role of the media and its perception, as
it affects each potential TA and actors external to the AOR (Figure 3-1, pages
3-11 through 3-13). PSYOP planners must also examine the literary media
because literature itself conveys important (and exploitable) themes, symbols,
and myths of that culture and society.
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d. What is the power of the transmitter?

Radio and Television
. Where are the key radio and TV transmitters within the country?
. Who physically controls this site?
(1) Who owns the station and controls the programming?
(2) Is it possible to buy advertising time or other time segments for programs?

(3) Who indirectly controls the viewpoints reflected in the programming? Are they progovernment
or antigovernment?

How is the site protected (physical barriers, personnel barriers)?

. What is the frequency or channel used to transmit? What is the frequency or channel capacity for
transmission?

What is the effective broadcast range? What major terrain features affect transmission (for
example, high or low ground)?

. Are there any repeating stations for the broadcasts? What are the locations?

. What type of antenna system is in use? What frequencies does it use? What is the configuration of
the antennas?

What type of equipment is at the site?

(1) What country produced the equipment?

(2) How old is the equipment?

(3) What is the maintenance record of the equipment?

(4) What format and type of prerecorded messages can the station broadcast?

What is the on-site repair capability of technicians at the facility?

How long can the facility operate without outside services? Where does its energy source
originate?

What is the listening or viewing audience of the station?
What type of programming does the station broadcast?
(1) Does the station do live broadcasts or record tapes?
(2) What type of audio and audiovisual editing equipment does the station have?
(3) What is the station’s video broadcast standard (NTSC 3.58, NTSC 4.43, PAL, or SECAM)?
(4) What is the station’s video format (BETACAM SX, BETACAM SP, VHS, S-VHS, or HI-8)?
(5) What types of music does the station play?
(6) What are the operating hours of the facility?
(7) Who is the POC with whom to coordinate station and equipment usage?
(8) What subjects for discussion are popular on the station?
(9) What topics are taboo or avoided for broadcasting?
(10) What are the peak viewing and listening hours for the population and for different target
groups?
. Is the station credible in the eyes of the population? Does perceived credibility differ by economic
background, social group, religious group, or military unit and rank?

. Does the populace listen to outside broadcasts from other countries or international entities? How
are these received and perceived?

. What are the locations of in-theater contractors and vendors who can provide services and
supplies for audio and audiovisual equipment?

Figure 3-1. Media Analysis

3-11
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Print Media

a. What are the major printed media in the country (imported or printed in-country)?

How influential is printed media within specific regions of the country?
Who controls printed media?

(1) Does any particular group edit or censor printed media (for example, government, military,
religious, political, insurgent, or ethnic)?

(2) Can ads be purchased?
(3) Can editorials be submitted?

In what language does printed media need to be printed?

. What are the subjects most often written about? Are these subjects popular with the readers?

Who are the primary and secondary consumers of printed media? How credible are the media to
groups within the country (for example, ethnic, religious, social, political, or military)?

. How is printed media delivered to consumers?
. Where are the major print plants within the country?

(1) Who controls the sites?
(2) What protective barriers are around the sites (physical barriers and personnel barriers)?
(3) Where do their energy sources originate?

Where do the plants get their supplies (imported, in-country)? Would these sources of supply also
be available to PSYOP personnel?

Can PSYOP personnel stop these supplies? How long can the facilities operate once PSYOP
personnel cut off outside services?

. What is the on-site repair capability of the technicians at the facilities?

What type of equipment is at the sites?

(1) What country produced the equipment?

(2) How old is the equipment?

(3) What is the maintenance record of the equipment?
(4) What is the output capacity of the equipment?

. What type of paper can be used in the presses?

What colors can be used on the presses?

. What is the standard for outdoor media? Are billboards, posters, handbills, or banners used? How

sophisticated are these outdoor media?

. Is there a system for mailing printed materials to particular segments of the population? Do mailing

lists exist and are they available to PSYOP personnel?

. What are the locations of in-theater companies that can provide services and supplies to HN,

Psychological Operations dissemination battalion (PDB), and USG assets?
What are the major lines of communication (railroads, highways) located near existing print assets?

Is printed media credible in the eyes of the population? Does perceived credibility differ by
economic background, social group, religious group, or military unit and rank?

Communications
What languages are spoken within the country?

What written languages are used throughout the country? How literate are people within the
country and within different regions, states, and provinces?

3-12
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c. What media do people trust most for obtaining information, and how accessible are the various
groups through the different media?

(1) What is the availability of TVs to the population and to the specific target groups?
(2) What is the availability of radios to the population and to the specific target groups?
(3) What is the availability of printed materials to the population and to the specific target groups?
(4) How many people have access to printed material?
d. What are the literacy rates for all selected target groups?

e. What are the key symbols within the country? Do they differ by ethnic group, religion, social group,
political group, military unit and rank, or insurgent group?

f.  What are the visual or written taboos that might affect audiences when they look at print or other
visual PSYOP products?

g. What are the Internet or web sites in the country or in countries friendly to the target country? Are
assessments of the country’s computer capabilities being collected and maintained?

h. Who are the Internet service providers?

Figure 3-1. Media Analysis (Continued)

PSYOP INTELLIGENCE PREPARATION OF THE BATTLESPACE
PRODUCTS

3-39. There are several products that PSYOP Soldiers produce during IPB
that are extremely valuable. During Step 1, PSYOP G-2 or S-2 personnel,
with the help of SSD analysts, often complete environmental analysis and
area assessments, which include an operational area evaluation, terrain
analysis, and weather analysis. Step 2 yields detailed TAAWSs, which are
discussed in Chapter 5. Step 3 results in the completion of SCAME analysis,
which is the method PSYOP Soldiers use to evaluate opponent propaganda
and is discussed in Chapter 11. These products are the base intelligence
documents that are used to plan and execute effective PSYOP.

ENVIRONMENTAL ANALYSIS AND AREA ASSESSMENTS

3-40. The SSD is the primary source of PSYOP environmental analysis. In
this category, the analyst delves into each of the 14 political-military factors
and addresses their role over time in influencing a society. This information
may be very detailed; however, it is relatively enduring and is usually
compiled over an extended period of time.

3-41. The IPB typically begins with an evaluation of the area. This
assessment considers the overall nature of the friendly and enemy forces and
the operational environment. The assessment normally entails a detailed
analysis of the AO and Al. The PSYOP AO is tied to its targeted populations,
and may comprise part of a country or a geographical region. The commander
selects the Al based on the staff estimate of the situation, which covers future
threats to the command and supports future operations.

3-42. The various PDC detachments, the SIO, S-3, and POATS (as required),
with assistance from the SSD analysts, may choose to prepare a matrix

3-13
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identifying groups, their leaders, preferred media, and key issues that need to
be developed. A collaborative effort results in the best possible analyses to—

« Select potential TAs.

» Locate mass media facilities in the AO that aid in the dissemination of
PSYOP products and identify their operational characteristics.

« Evaluate studios and transmitters for amplitude modulation (AM) and
frequency modulation (FM) radio and TV, and their operational
characteristics (wattage, frequency, and programming).

« Evaluate heavy and light printing facilities, including locations, types,
and capacities of equipment that can supplement the capabilities of
PSYOP units.

« Evaluate accessibility of such facilities to PSYOP forces (for example, who
controls them and whether they will cooperate with the United States).

« ldentify ethnic, racial, social, economic, religious, and linguistic groups
of the area, their locations, and their demographics.

« ldentify key official and unofficial leaders and communicators in the area.
« Discern cohesive and divisive issues within a community.
« Gauge the literacy rates and levels of education.
» Assess the types and proportions of media consumed by the community.
e Assess any concentrations of third-country nationals in the AO, and
their purposes and functions.
Operational Area Evaluation

3-43. Using the intelligence gathered, analysts may also prepare an
operational area evaluation (OAE). The analysts will determine the following:

» Possible target groups.

« Key communicators within this target group.

« Preferred media to effectively reach this target group.
» Possible PSYOP themes for consideration during TAA.

Examples of products that will help perform the OAE include—
« Population overlays for the country or affected area.

« Radio station overlays with footprints, to include radio stations in
nearby countries.

e TV station overlays with footprints, to include TV stations from other
countries.

« Language overlays (written and spoken).
« Religion overlays displaying the religious beliefs within the target area.

< Ethnic group overlays that display the different ethnic groups within
the target area.

e Terrain and weather overlays with a focus on effects on target groups
and product dissemination.

« City maps or grid reference graphics for each country.

3-14
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Terrain Analysis

3-44. PSYOP terrain analysis focuses on how geography affects the
population of the AO and the dissemination of PSYOP products. This portion
of the IPB includes preparing a line-of-sight (LOS) overlay for radio and TV
stations derived from an obstacle overlay that shows elevations and other
LOS information. For PSYOP, terrain analysis, for example, may focus on
determining the respective ranges and audibility of signals from the most
significant broadcast stations identified during OAE.

3-45. The engineer (terrain) detachment that supports divisions, corps, and
EAC usually conducts the major portion of the terrain analysis, combining
extensive database information with the results of reconnaissance. The
engineer (terrain) detachment has access to special terrain databases
compiled by the National Imagery and Mapping Agency (NIMA).
TERRABASE, if available, also offers automated terrain analysis capabilities.
If engineer terrain support is unavailable, analysts evaluate the terrain
through a map analysis. NIMA produces specialized maps, overlays, and
databases to aid in map-based evaluations. Specialized NIMA products
address such factors as—

» Cross-country mobility.

« Transportation systems (road and bridge information).
* Vegetation type and distribution.

* Obstacles.

Weather Analysis

3-46. Weather and climate can play an important role in the development of
a PSYOP mission. In foreign internal defense (FID) and unconventional
warfare (UW) missions, particularly, weather and climate affect PSYOP
media and dissemination operations. For example, wind direction and speed
at specific above ground level (AGL) increments are required for leaflet
operations, recruitment of locals in subzero weather is extremely difficult,
periods of drought may force farmers to become bandits or insurgents, and
flooding can interfere with food and medicine distribution. The effects of
weather and climate can be integrated with terrain analysis.

3-47. Analysts can obtain climatology-based overlays for planning purposes
from the USAF Environmental Technical Applications Center. Once
deployed, the supporting USAF weather team can prepare similar but less
detailed overlays depending on the availability of data. FM 34-81/AFM 105-4,
Weather Support for Army Tactical Operations, provides information on
support by USAF weather teams.

THREAT EVALUATION

3-48. An important feature of the IPB is the threat evaluation. For PSYOP,
threat evaluation serves two purposes. First, it gives the POTF commander
an understanding of the existing and potential opposing propaganda in the
JOA. Opposing products may come from governments, political parties, labor
unions, or religious groups. U.S. PSYOP forces in the AOR must anticipate
and be able to counter or prevent threat products directed at U.S. and allied
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SUMMARY

3-16

forces and the local populace. The Soldiers, analysts, and SIO may work in
concert to compile all available intelligence to analyze the threat propaganda
capability and program effectiveness, as well as their ability to counteract the
threat propaganda. It is a safe assumption that U.S. PSYOP will be countered
by the threat. Analysts should also focus on the ability of the threat country
or target to distort or stop the dissemination of U.S. PSYOP data (electronic
jamming, air defense). Second, the supported unit commander depends upon
the POTF commander for advice on any PSYOP consequences of U.S.
operations, and for recommended alternative measures within each COA.

3-49. To conduct threat evaluation, the PSYOP staff must determine the
capabilities of hostile organizations to conduct product operations and to
counteract U.S. and allied PSYOP. Specific capabilities to be evaluated
include the ability to—

e Conduct offensive product operations targeting U.S. forces, allied
forces, or the local populace.

« Inoculate its personnel against U.S. PSYOP efforts.

« Counteract U.S. PSYOP efforts by exploiting weaknesses in U.S. PSYOP.
« Conduct active measures campaigns.

e Conduct jamming of U.S. or allied PSYOP broadcasts.

3-50. The PSYOP IPB process is cyclical and requires continuous evaluation.
PSYOP personnel use this systematic and continuous process to analyze and
integrate intelligence data regarding characteristics of foreign populations.
The PSYOP analysis process builds on the IPB of the higher HQ, but is
oriented on the human aspects of the situation and the capabilities of
audiences to receive and be influenced by information.



Chapter 4

PSYOP Planning Process

The real target in war is the mind of the enemy commander, not the
bodies of his troops.

Captain Sir Basil Liddell Hart
Thoughts on War, 1944

The importance of planning cannot be overstated in relation to the overall
success of an operation. Military planning is a continuous process that
incorporates both supported unit and operational planning. Supported
unit planning includes both deliberate and crisis-action planning where
the end state is the production of an OPLAN or OPORD for a supported
unit, which will include a PSYOP annex or tab depending on the echelon
that the planner is working. Operational planning develops a PSYOP
support OPLAN or OPORD that considers all the facets of how PSYOP
will achieve its stated objectives. Operational planning continues
throughout the operation and incorporates all PSYOP assets and
addresses external requirements. Army planning, regardless of whether
it is supported unit or operational, is performed within the framework of
the MDMP and the 5-paragraph format; therefore, this chapter will
highlight both types of PSYOP planning within that context.

SUPPORTED UNIT PLANNING

4-1. The PSYOP planner must integrate PSYOP into the supported unit’s
planning process. It is extremely difficult, if not impossible, to incorporate
PSYOP into a completed plan as an afterthought. It is crucial that PSYOP
planners arrive at the supported unit as soon as possible to become involved
in the entire planning process.

4-2. PSYOP planners integrate at many levels, from combatant command to
battalions, and thus need to be familiar with both the Joint Operations
Planning and Execution System (JOPES), as well as the Army's MDMP
(Figure 4-1, page 4-2). Although their methodology is slightly different, the
essence of what they accomplish is the same. They are both processes that
military planners use to make decisions and ultimately publish OPLANs and
OPORDs. Since the MDMP is the standard for Army planning, it will be
discussed in detail in this chapter.

4-1
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Phase | Receipt of Mission

Phase Il | Mission Analysis

Analyze the Higher Headquarters’ Order
|_Step 2 | Conduct Initial IPB

Determine Specified, Implied, and Essential Tasks
Review Available Assets

Determine Constraints

| _Step 6 | Identify Critical Facts and Assumptions
Conduct Risk Assessment

Determine Initial CCIR

Determine Initial Reconnaissance Annex
| Step 10 | Plan Use of Available Time

Write the Restated Mission

[ Step 12 | Conduct Mission Analysis Briefing
Approve Restated Mission

[ Step 14 | Develop Initial Commander’s Intent
Issue the Commander’s Guidance

| Step 16 | /ssue a Warning Order

Review Facts and Assumptions

Phase lll | Course of Action Development

Phase IV | Course of Action Analysis

Phase V | Course of Action Comparison

Phase VI | Course of Action Approval

Phase VIl | Orders Production

Figure 4-1. The Military Decision-Making Process

PHASE |I: RECEIPT OF MISSION

4-2

4-3. Upon receipt of the mission, the PSYOP planner must begin gathering
the tools to begin mission analysis. This phase requires collecting all
pertinent facts and data that may impact the mission. Essentially, the task is
to assist the supported unit in the development of their plan from a PSYOP
perspective. The PSYOP staff planner should review and be familiar with, as
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a matter of course, all available background information and policy guidance
regarding PSYOP and the AOR, which include the following:

« U.S. laws and international treaties in the AOR that may affect
PSYOP:

= Military Committee (MC) 402, NATO PSYOP Policy.

= Allied Joint Publication (AJP) 3.10, Information Operations.

= Bi-Strategic Commands (Bi-SC) 80-1, Psychological Operations.
« Presidential Decision Directives (PDDs) that may affect PSYOP:

= PDD 56, Complex Contingency Operations.

= PDD 68, U.S. International Public Information (IPI).

e Chairman of the Joint Chiefs of Staff (CJCS) and DOD instructions or
directives regarding or affecting PSYOP:

= Chairman of the Joint Chiefs of Staff Instruction (CJCSI)
3110.05C, Joint Psychological Operations Supplement to the Joint
Strategic Capabilities Plan FY 2002 (CJCSI 3110.01 Series).

= CJCSI 3210.01A, (S) Joint Information Operations Policy (U).

= DOD Instruction S-3321.1, (S) Overt Peacetime Psychological
Operations Conducted by the Military Services in Contingencies
Short of Declared War (U).

= DOD Directive S-3600.1, (S) Information Operations (10) (U).
« The National Security Strategy.
e The National Military Strategy.
The Unified Command Plan (UCP).
« The Joint Strategic Capabilities Plan (JSCP).
The theater security cooperation plan.

e Country plans (if any.)

Applicable joint doctrine.

Applicable Army doctrine.

4-4. Deliberate planning provides more opportunity for accessing or
requesting information. Planners, as a minimum, should request the PSYOP
appendix to the military capability study of the targeted country, SPAs and
SPSs from the SSDs of the 4th POG(A), and an electromagnetic spectrum
analysis for commercial bands in the AOR or JOA from the Joint Spectrum
Center (JSC), as soon as possible. Additionally, the PSYOP planner should
obtain information analysis from the JIOC (formerly known as the Joint
Command and Control Warfare Center [JC2WC]) and key personalities and
human factors analysis information from the HFAC. Further, the planner
will need to gather media analysis data from the Foreign Bureau of
Information Services (FBIS) and foreign media reaction information from the
Office of International Information Programs (OIlIP). Planners should also
start the process to obtain polling data and surveys from other governments
or commercial information holders in the area (to include the Office of

4-3
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Research and Media Reaction), while simultaneously studying as much about
the current situation as possible.

4-5. Upon completion of Phase I, the PSYOP staff (in close coordination with
the supporting PSYOP battalions) should have analyzed and answered the
following questions:

« What is the U.S. national policy toward the country or region in question?
e Who are the major decision makers within the JOA or AOR?
« What is the source of the decision makers’ power?

« What is the current social, political, and economic situation, in the
broadest sense, within the AOR?

4-6. Mission analysis can begin once the PSYOP planner has obtained a body
of pertinent data and established a broad understanding of the AOR.

PHASE II: MISSION ANALYSIS

4-7. During the second phase, the PSYOP staff planner may be augmented
with a POAT depending on the level of planning. Regardless of whether or
not the planner receives a POAT, he should maintain contact with the
supporting regional and tactical PSYOP battalions for assistance throughout
the planning process. The mission analysis phase consists of 17 steps, not
necessarily sequential. The result of mission analysis is defining the problem
and beginning the process of determining feasible solutions. Anticipation,
prior preparation, and cooperation are the keys to timely mission analysis.
Mission analysis begins with a review of the commander’s intent of the next
two higher echelon orders. This guidance, along with documents obtained
during Phase | (Receipt of Mission) will be the primary sources of initial
planning information, which will ensure that the PSYOP objectives developed
will support both the national and supported commander’s objectives.

Step 1: Analyze the Higher Headquarters’ Order

4-4

4-8. This step is done by the supported unit with PSYOP assistance.
Planners thoroughly analyze the mission and intent of the next two higher
echelons. For example, when working at the theater command level, the
planner must understand the intent of the combatant commander and the
SecDef. Knowledge of the intent is drawn from the mission statement, the
intent specifically stated in the early planning process, and the concept of the
operation that the combatant commander is developing. Direct coordination
between PSYOP planners at different levels allows for each level to begin
planning as early as possible. Regardless of how information is shared, it is
essential that PSYOP planners at the supported geographic combatant
commander HQ, the designated CJTF, the major component commands,
functional component commands, and the supporting regional and tactical
PSYOP battalion commanders should routinely exchange information.

4-9. An example of the SecDef's intent follows: After a failed diplomatic
effort, the United States will abandon all current and future mediation efforts
aimed at convincing Haiti's military government to step down peacefully.
Diplomatic efforts, such as the trade embargo, are failing and there is little
hope of the military relinquishing power peacefully. The time for military
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action has arrived. With or without the cooperation of the Haitian military, a
U.S.-led multinational force will establish a stable political climate so that
President Aristide can be reinstated, restoring this democratically elected
leader to office.

4-10. An example of the combatant commander’s intent follows: Assist the
Haitian people in recovering control over their government and curb
systematic political repression. Support the freely elected president and
assist in the process of replacing the corrupt and repressive army with a
nonpartisan, competent police force.

4-11. Upon completion of Step 1, the PSYOP planner should have
determined—

« The objectives of the next two higher echelons.

e The time available from mission receipt to mission execution and
determined the time needed for planning, preparation, and execution.

Step 2: Conduct Initial Intelligence Preparation of the Battlespace

4-12. IPB is discussed in a broad context in the preceding chapter; however,
the PSYOP estimate, which is continually updated throughout the process, is
usually begun at this step and can be a valuable tool for the planner throughout
the remainder of MDMP. Depending upon time available, the PSYOP estimate
may not be completed and submitted as a formal estimate, particularly in
crisis-action planning, but serves as a valuable checklist to remind planners of
required information for continued planning. The estimate should be as
detailed as possible and the PSYOP planner should request assistance in
preparing this document from the regional PSYOP battalion and the SSD. The
better the estimate, the better the planner will be able to integrate PSYOP into
the rest of the supported commander’s plan. Upon completion of Step 2, the
PSYOP planner should have completed the following tasks:

« Construction of a key target sets overlay (PTAL in the broadest sense).

« Weather impact analysis upon PSYOP (may be presented as an overlay
or other graphic display).

e Terrain impact analysis upon PSYOP (may be presented as an overlay
or other graphic display).

e Media infrastructure analysis of the AO (listed by type, political
affiliation, output or dissemination, antennas, satellite up-link sites,
readership or viewership, and so on; this analysis may be a list with a
graphic overlay to provide an estimate of coverage).

e Coordination for as much assistance as possible in completing the
PSYOP estimate.

4-13. Figure 4-2, pages 4-6 and 4-7, is the format to use when conducting a
PSYOP estimate. This document can serve as a tool for the entire MDMP and
may not be able to be completed at this point, but the planner should have
the regional PSYOP battalion and the SSD working on it while he is
integrating into the supported unit's planning cycle. The supported unit's G-2
or S-2 may be able to assist greatly in completing portions of the estimate.
The more detail it contains, the better tool it will be.

4-5
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(CLASSIFICATION)

Headquarters
Place
Date, time, and zone

PSYOP ESTIMATE OF THE SITUATION NO.
(U) REFERENCES:

a. () List maps and charts.

b. () Include other relevant documents (military capability study, SPSs, SPAs, and intelligence
estimates).
(1) () When the PSYOP estimate is distributed outside the issuing HQ, the first line of the
heading is the official designation of the issuing command, and the final page of the estimate
is modified to include authentication by the originating section, division, or other official,
according to local policy.
(2) () Normally, PSYOP estimates are numbered sequentially within a calendar year. The
estimate is usually distributed as an appendix to the operations annex.

1. () MISSION.
a. () Supported unit's restated mission resulting from mission analysis

b. () PSYOP mission statement. Describe the PSYOP mission to support the maneuver
commander’s mission.

2. () SITUATION AND CONSIDERATION.
a. () Characteristics of the AO.

(1) () Weather. How will weather affect the dissemination of PSYOP products and access
to TAs? (Winds — leaflet drops, precipitation — print products, etc.) End Product — PSYOP
Weather Overlay.

(2) () Terrain. How will terrain affect dissemination of PSYOP products and movement of
tactical PSYOP elements? End Product — PSYOP Terrain Overlay.

(3) () Analysis of media infrastructure. (Location and broadcast range of radio and TV
broadcast facilities, retransmission towers, print facilities, distribution and dissemination
nodes; identification of denied areas [not accessible by particular medium].) End Product —
PSYOP Media Infrastructure Overlay.

b. () Key target sets. (Note: These sets will be further refined into a PTAL. The TAs will then be
analyzed and further refined during the TAA process.) (Reason: FM 101-5 labels this section
“Enemy Forces.” This is not the only target set that PSYOP personnel will have to deal with.

To fully support the supported unit commander, PSYOP personnel must consider all key target
sets, not solely enemy forces.) PSYOP key target sets overlays (hostile, friendly, neutral) include
the following:

(1) () Hostile target sets. For each hostile target set, identify strength, disposition,
composition, capabilities (ability to conduct propaganda, ability to help or hinder the PSYOP
effort), and probable COAs as they relate to PSYOP.

(2) () Friendly target sets. For each friendly target set, identify strength, disposition,
composition, capabilities (ability to conduct propaganda, ability to help or hinder the PSYOP
effort), and probable COAs as they relate to PSYOP.

(3) () Neutral target sets. (Include target sets whose attitudes are unknown.) For each
neutral target set, identify strength, disposition, composition, capabilities (ability to conduct
propaganda, ability to help or hinder the PSYOP effort), and probable COAs as they relate
to PSYOP.

(CLASSIFICATION)

4-6

Figure 4-2. PSYOP Estimate of the Situation
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(CLASSIFICATION)

c. () Friendly forces.

(1) () Supported unit COAs. State the COAs under consideration and the PSYOP-specific
requirements needed to support each COA.

(2) () Current status of organic personnel and resources. State availability of organic
personnel and resources needed to support each COA under consideration. Consider
PSYOP-specific personnel, other military occupational specialties (MOSs) and availability of
PSYOP-specific equipment.

(3) () Current status of nonorganic personnel and resources. State availability of
nonorganic resources needed to support each COA. Consider linguistic support,
COMMANDO SOLO, leaflet-dropping aircraft, and RC PSYOP forces.

(4) () Comparison of requirements versus capabilities and recommended solutions.
Compare PSYOP requirements for each COA with current PSYOP capabilities. List
recommended solutions for any shortfall in capabilities.

(5) () Key considerations (evaluation criteria) for COA supportability. List evaluation criteria
to be used in COA analysis and COA comparison.

d. () Assumptions. State assumptions about the PSYOP situation made for this estimate. (For
example, Assumption: Enemy propaganda broadcast facilities will be destroyed by friendly forces
not later than (NLT) D+2.)

3. () ANALYSIS OF COAs.

a. () Analyze each COA from the PSYOP point of view to determine its advantages and
disadvantages for conducting PSYOP. The level of command, scope of contemplated operations,
and urgency of need determine the detail in which the analysis is made.

b. () The evaluation criteria listed in paragraph 2 (c, 5) above establish the elements to be
analyzed for each COA under consideration. Examine these factors realistically and include
appropriate considerations that may have an impact on the PSYOP situation as it affects the COAs.
(Throughout the analysis, the staff officer must keep PSYOP considerations foremost in his mind.
The analysis is not intended to produce a decision, but to ensure that all applicable PSYOP factors
have been considered and are the basis of paragraphs 4 and 5.)

4. () COMPARISON OF COAs.

a. () Compare the proposed COAs to determine the one that offers the best chance of success
from the PSYOP point of view. List the advantages and disadvantages of each COA affecting
PSYOP. Comparison should be visually supported by a decision matrix.

b. () Develop and compare methods of overcoming disadvantages, if any, in each COA.
c. () State a general conclusion on the COA that offers the best chance of success from a PSYOP
perspective.

5. () RECOMMENDATIONS AND CONCLUSIONS.

a. () Recommended COA based on comparison (most supportable from the PSYOP perspective).
Rank COAs from best to worst.

b. () Issues, deficiencies, and risks for each COA, with recommendations to reduce their impact.

(signed)
G-3/G-7 PSYOP Officer
ANNEXES:
DISTRIBUTION:

(CLASSIFICATION)

Figure 4-2. PSYOP Estimate of the Situation (Continued)
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Step 3: Determine Specified, Implied, and Essential Tasks

4-14. This step is done by the supported unit with PSYOP assistance.
Specified tasks are those specifically assigned to a unit by its higher HQ. The
PSYOP planner will normally find specified tasks in paragraph 3 of the higher
headquarters’ order or plan and also may find them in annexes and overlays.
Implied tasks are those that must be performed to accomplish a specified task,
but which are not stated in the higher headquarters’ order. Implied tasks are
derived from a detailed analysis of the higher headquarters’ order, the enemy
situation, and COAs, as well as terrain. The PSYOP estimate is a tool that
should be used throughout the MDMP and can be very useful during this step
as the planner identifies tasks. Once a staff planner has a list of specified and
implied tasks, he ensures he understands each task’s specific requirements.
After analyzing specified and implied tasks, the staff planner presents to the
commander for his approval a tentative list of tasks that must be executed to
accomplish the mission. These tasks are the essential tasks. The following are
some possible PSYOP-specific examples of specified tasks (these are not written
as POs, which will be done later, but simply as considerations that must be
taken into account when developing POs):

* Set conditions for introduction of U.S. forces.

» Portray narcotics traffickers and narcotics corruption as a threat that
affects all nations.

» Shape the global information environment to promote perception that
U.S. actions are IAW international law, treaties, and United Nations
(UN) Security Council resolutions.

e Limit the effectiveness of hostile propaganda, misinformation, and
other forms of political warfare directed against the United States.

* Encourage regional stability and cooperation.

» Create conditions that reduce collateral damage (material, buildings).
* Provide direct information support to humanitarian operations.

» Reduce resistance to U.S. operations.

* Enhance safety of U.S. citizens.

» Facilitate civil order.

* Support civil-military operations.

e Support strategic PSYOP actions in support of flexible deterrent
options (FDOs).

* Increase effectiveness of HN police and military.
* Increase support by the people for the HN government.
» Reduce concern among populace over the departure of U.S. forces.
» Facilitate transition to HN government.
The following are some possible PSYOP-specific examples of implied tasks:

» Convince key communicators to speak out against the aggressions of
HN forces.

« Convince the TA that deployment of U.S. forces is temporary; forces are
there only to quell aggressions.

4-8
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« Publicize the redeployment of U.S. forces.
« Develop credible news outlets, thereby keeping TAs informed of the truth.
« Inform the TA of goals for transition to normalcy.

« Promote the military and technological superiority of U.S. and joint
task forces.

e Convince the TA that U.S. involvement is in support of democratic
governments, free from manipulation.

« Discourage the TA from committing destructive acts.
» Educate the TA on the ROE.

« Inform the TA that acts of aggression against U.S. and coalition forces
will not be tolerated.

« Convince the TA to surrender or abandon its post.
+ Educate the TA of available humanitarian assistance assets.

4-15. The PSYOP planner will use the list of specified and implied tasks to
begin the development of POs. A PO is a statement of measurable response
that reflects the desired behavior or attitudinal change of selected foreign
TAs as a result of PSYOP. Another way of stating the purpose of a PO is what
PSYOP is going to do to help the commander accomplish his mission. POs
provide the framework around which the overall PSYOP plan is built.
Planners develop this framework from several sources of information in the
supported unit's OPLAN or OPORD, to include the commander’s intent or
end state, concept of operations (CONOPS), tasks to PSYOP units in
paragraph 3, and verbal guidance from the commander. The POs will begin to
be developed at this point, but will not be finalized until later in the MDMP.

4-16. The format for a PO is verb - object. The verb describes the direction of
the change desired. The object is the overall behavior or attitude to be
changed. Some action verbs commonly used in PSYOP are reduce, decrease,
prevent, increase, gain, and maintain. For example, one task taken from the
commander’s intent in the OPORD is “create a safe and secure environment
for the people of Pineland.” This is not a statement of measurable response
that reflects a desired behavior or attitude change. If it is restated as
“decrease criminal activity within Pineland,” it can now be used as a PO
because it now can be measured and depicts a desired behavior or attitude
change within a selected foreign TA.

4-17. Planners usually develop between four and ten POs depending on the
size of the operation. The POs cover all aspects of the operation from
introduction of forces to the exit strategy and are sometimes referred to as
written “cradle to grave.” Cradle to grave means that the PSYOP planner
must develop objectives from force entry to the final transition of the force
back to local HN authorities. Basically, POs are what PSYOP will do for the
supported commander. PSYOP planners usually find POs in supported units’
mission statements, commander’s intent or end state paragraphs, and in the
execution paragraph. The following are examples of possible POs:

» Decrease violence in the AO.
 Increase participation in national democratic institutions.

4-9
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« Decrease effectiveness of insurgency or opposition force.

» Decrease local population injuries due to mines and unexploded
explosive ordnance (UXO).

« Decrease opponent’s will to fight.

4-18. POs are developed at the highest level of PSYOP support and do not
change when subordinate units work on their plan. There are no special
tactical POs. The POs that are written will be used by Soldiers at the POTF,
as well as the Soldiers on a tactical Psychological Operations team (TPT). For
example, the POTF during an air campaign develops, designs, and produces a
leaflet that advises enemy soldiers to not turn on air defense artillery (ADA)
equipment. This product falls under PO “decrease combat effectiveness
of enemy forces.” Two weeks later, after ground forces have entered the AO,
a TPT broadcasts a loudspeaker message that tells enemy soldiers
that surrendering in the following manner will ensure soldiers will not
be hurt. That product is also under PO “decrease combat effectiveness of
enemy forces.”

4-19. A SPO is the specific behavioral or attitudinal response desired from
the TA as a result of PSYOP. The SPO is what PSYOP will do to get the TA to
achieve POs.

4-20. SPOs also begin to be developed during this step of the MDMP. SPOs
are unique for each PO, and there are always two or more SPOs for each PO.
If two or more SPOs cannot be developed for a PO, then the PO is probably
too narrow in focus and needs to be rewritten. All SPOs must assist in
accomplishing the PO. Figure 4-3 provides an example.

SPO #1: TA refrains from committing acts of violence directed against the JTF.
SPO #2: TA refrains from committing acts of interethnic violence.
SPO #3: TA refrains from committing acts of criminal violence.

PO: Decrease Violence in the AO

4-10

Figure 4-3. Example of PO and SPO Linkage

4-21. SPOs follow a simple noun - verb - object format. The noun is the TA.
A specific TA is not written into the SPO because there are often several TAs
that can be targeted to accomplish the desired behavior or attitude change.
The verb - object combination describes the desired behavior or attitude
change. If the PO is “decrease criminal activity,” then the SPO could be “TA
refrains from committing acts of violence.” In this example, the SPO directly
supports the PO. The following are some examples of SPOs:

e TA voluntarily eradicates coca crop.

e TA surrenders.

» TA votes in elections.

» TA refrains from committing acts of interethnic violence.
e TA reports the locations of mines and UXO.

* TA registers to vote.
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4-22. Following the development of POs and SPOs, planners begin
identifying potential TAs. Potential TAs are those audiences the planner
initially thinks have the ability to accomplish the SPOs. Planners may group
potential TAs underneath the applicable SPOs. This initial PTAL will be
very broad as the planner rarely has the time to complete exhaustive
research in this area. The PTAL will be refined several times later in the
PSYOP process. At the end of step three of mission analysis, the PSYOP
planner has done the following:

« Assisted the supported unit in discerning specified and implied tasks.
» Looked for those tasks specifically oriented toward PSYOP.

e Begun the development of POs that support the commander’s
objectives.

« Begun the development of SPOs that support the POs.
« Established an initial, although broad, PTAL.

Step 4: Review Available Assets

4-23. Once objectives are derived, the PSYOP planner reviews all available
assets and develops a mission-tailored task organization. This includes
personnel, equipment, where they will be located, and what unit they will
support. It is critical to allocate the proper resources to accomplish the
mission without wasting valuable and limited resources.

4-24. This review allows the staff to picture the means available with which
to accomplish its preliminary restated mission. In this case, PSYOP planners
are interested in the organizations peculiar to the POTF or PSE, as well as
unique organizations that support PSYOP missions from within the CJTF or
the combatant commander’s organization, or from external agencies. When
the PSYOP task organization is determined, planners consider the forces
required to C2 the force, provide intelligence, develop PSYOP programs,
produce series via the desired media, distribute products to media dissemi-
nators, conduct dissemination, and ensure logistics support. Locations of
these forces are critical. Whether these forces should support the PSYOP
mission from home station, from inside the theater, from a location with the
CJTF or its tactical units, or from other locations is the PSYOP commander’s
decision based on the current situation and METT-TC. Assets are dedicated to
the mission from the J-3 of the combatant command, the JSCP, and the CJTF.

4-25. The decisions regarding the task organization, however, must be made
by the planner in close consultation with the PSYOP commander he
represents. The planner should also review the HN government and
commercial telecommunications capabilities, as well as the non-PSYOP
military forces. These capabilities may facilitate more responsive PSYOP and
reduce the equipment and personnel requirements of the force. Moreover, the
planner must know in detail the components of each unit of the military force
and their actual purpose. It is often possible to leverage TACON of these
forces to provide PSYOP support. For example, carrier battle groups of the
U.S. Navy have robust printing capabilities. It is also important to define the

4-11
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4-12

command relationships (OPCON, TACON) of the elements to PSYOP.
Examples include the following:

Army forces (ARFOR). Tactical PSYOP forces will normally be
attached. The POTF will maintain coordinating authority for PSYOP-
specific direction and support. Based upon mission requirements,
rotary-wing support from the ARFOR may be TACON to the POTF or
PSE for aerial loudspeaker missions.

Air Force forces (AFFOR). PSYOP forces may have personnel attached
to the AFFOR if leaflet bomb operations are to be conducted. The
AFFOR may also have aerial electronic warfare (EW) platforms capable
of disseminating PSYOP messages.

Marine Corps forces (MARFOR). Like ARFOR, the MARFOR will
normally have tactical PSYOP units attached and under the
coordinating authority of the POTF for PSYOP support and direction.

Navy forces (NAVFOR). PSYOP Navy dissemination and production
units and facilities may be TACON to the POTF or PSE. Navy logistics
systems are ideal for supporting the PSYOP mission.

JSOTF. Tactical PSYOP units can be attached to the JSOTF and under
the coordinating authority of the POTF or PSE. Also, Air Force Special
Operations Command (AFSOC) units under OPCON to the JSOTF,
such as the 193d SOW or the 16th SOW, may be under TACON to the
POTF or PSE for operations.

POTF. The POTF may have forces apportioned and attached from
various organizations to accomplish the PSYOP mission. USSOCOM,
as a supporting command, will normally task forces to support PSYOP
after close consultation with the POAT and the PSYOP staff of the
supported geographic combatant commander. The following forces may
be attached or under OPCON to the POTF if USSOCOM validates
the requirement:

= 4th POG(A) will normally form the nucleus of the PSYOP force.

* The 2d and 7th POGs can integrate with 4th POG(A), under the
direction of the United States Army Civil Affairs and Psychological
Operations Command (USACAPOC) upon mobilization. The Air
Intelligence Agency (AlA) will augment the POTF G-2.

= AFSOC may provide a weather team to the POTF G-2.

» The fleet information warfare center (FIWC) can provide the POTF
G-3 with additional staff, production, and dissemination assistance.

= The JIOC, the 1st 10 Command (Land), and the Joint Warfare
Analysis Center (JWAC) may form an 10 support team led by JIOC.

= The Joint, Army, and Fleet Combat Camera Centers can augment
PSYOP production efforts.

= The 528th Special Operations Support Battalion of the Special
Operations Support Command (SOSCOM) will provide the POTF
G-4 liaison and assistance.

» The United States Army Intelligence and Security Command
(INSCOM), Naval Security Group (NAVSECGRU), and AIA may
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provide translator assistance in addition to that available in
USSOCOM and those contracted by USASOC for PSYOP use.

* The 16th SOW and 193d SOW of AFSOC may provide air
operations planners, as required.

* The Naval Air Warfare Center, Aircraft Division (NAWCAD) may
provide organizational and direct support maintenance for some
unique PSYOP equipment.

» The supported geographic combatant commander’'s assigned
communications, intelligence, and counterintelligence staff and
units often provide support as outlined and coordinated for C2,
distribution, and pretest or posttest support upon request and if
available. Support to a POTF is normally facilitated by the
collocation of the POTF or PSE with the HQ of the supported
commander.

= The 112th Signal Battalion of SOSCOM may provide communications
support when available.

= Coalition allies may provide intelligence support, C2, translation,
PSYOP development, production, distribution, and dissemination
support within their capabilities.

4-26. A PSYOP force can consist of many elements. Whenever task-
organizing a PSYOP force, three factors should be considered. The following
paragraphs further explain each factor.

4-27. Mobilization Planning. Mobilization planning is critical to PSYOP.
Two-thirds of the PSYOP forces reside in the RC. PSYOP forces are normally
drawn from regional, tactical, and dissemination battalions, as well as a
group HQ when supporting an operation. Without detailed mobilization
planning, the PSYOP force will not be sufficiently trained and ready
for operations.

4-28. Deployment. Deployment of PSYOP forces must be specified in the
initial task-organization planning. Normally, PSYOP forces are one of the
first units to receive deployment and execution orders for an operation, to
deter armed conflict, or set conditions for successful military operations
should deterrence fail. The organization of PSYOP forces in support of an
operation is heavily influenced by the availability and timing of strategic
transport. The PSYOP planner, therefore, must be capable of justifying the
resources used by explaining the value added for each aircraft apportioned
for deployment. The PSYOP planner should attempt to incorporate the
necessary PSYOP forces with the supported unit's initial TPFDD package.
Doing so will help ensure that PSYOP forces have the deployment means at
the earliest time possible. The planner must also ensure each package for
deployment is somewhat capable of operating independently, in case strategic
deployment plans are changed or delayed.

4-29. Rotation or Redeployment. Rotation or redeployment of PSYOP
forces must be planned in detail and reflected in the task organization.
PSYOP forces are often employed throughout an entire operation, from pre-
hostilities to conflict through stability and finally return to peace. These types
of missions often take months or years to complete and therefore necessitate
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the need for a rotation plan. It is difficult for PSYOP commanders to rotate
PSYOP forces without a Presidential Reserve Call-Up Authority (PRCA) and
ample time to train and prepare forces regarding the JOA because each
geographic combatant commander is apportioned only one regional POB and
one TPC in the Active Army. Further, when operations shift from one phase
to another, new and different challenges arise that can influence the PSYOP
approval process and PSYOP authority. Thus, it is important to obtain early
approval for these planned transitions and required force rotations.

Step 5: Determine Constraints

4-14

4-30. A higher commander normally places some constraints on subordinate
commanders that restrict their freedom of action or limit the availability of
assets due to specified tasks. There may also be laws or treaties that constrain
the conduct of PSYOP. Constraints can take the form of a requirement to do
something (for example, produce a mine awareness video) or a prohibition on
action (for example, do not target corps-level commanders). Common
constraints include the size of the PSYOP force allowed in-theater, strategic lift
assets available (this constraint reinforces the importance of a mission-tailored
task organization), themes to be stressed and avoided, and communication
bandwidth available. The PSYOP planner must identify and understand how
these constraints affect the conduct of PSYOP.

4-31. PSYOP planners must consider any limitations or restrictions for the
operation. PSYOP staff planners must clearly articulate PSYOP
requirements. This data allows USSOCOM and the Services to properly
determine how best to provide the requested support. Planners should
provide enough information to describe the requirement without detailing
how to provide the support and perform the mission. The following is an
example statement that identifies a requirement for PSYOP support: “A
regionally oriented POTF with the capability to plan, develop, produce,
distribute, and disseminate visual, audio, and audiovisual products from XXX
locations, and provide tactical PSYOP forces to support XXX separate
corps/divisions/brigades.”

4-32. Constraints are normally found in the scheme of maneuver, the
CONOPS, and coordinating instructions of the higher headquarters’ order.
PSYOP planners should consider the following areas where limitations or
restrictions commonly occur:

* Themes to be stressed and avoided.

* TAs to be avoided.

» Perceived or actual violations of national sovereignty that could occur.
» Strategic transport allocations for deployment.

* Funding limitations.

» Basing rights limitations.

» Restrictions on frequency allocation for PSYOP use.

» Force caps.

 Logistics restrictions.

» Timing constraints.
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« Strategic communication usage.

» Mobilization constraints.

« Rotation of forces and redeployment constraints.
» Cross-border broadcast restrictions.

« Indigenous (HN) media production assets.

« Strategic lift restrictions.

 Political constraints.

4-33. By the end of step five, the PSYOP planner, in direct consultation with
the commanders of the appropriate regional and tactical PSYOP battalions
and possibly USACAPOC if reserves are involved, should have a tentative
mission-tailored force proposal.

Step 6: Identify Critical Facts and Assumptions

4-34. The PSYOP planner determines critical facts and assumptions that
can or will directly affect successful accomplishment of the mission. Facts are
statements of known information concerning the situation, including enemy
and friendly dispositions, literacy rates, media usage, and dissemination
assets. Assumptions are suppositions about the current or future situation
that are assumed to be true in the absence of facts. They take the place of
necessary but unavailable facts and fill the gaps in the commander’s
knowledge of the situation. Much of this information will be included in the
PSYOP estimate, and that document should be consulted during this step.

4-35. In some cases, the commander may direct PSYOP personnel to
consider only those facts and assumptions that he wishes. The PSYOP
planner must consider the facts and assumptions as they relate to the PSYOP
process. The key areas to consider include development, production,
distribution, dissemination, and logistics.

4-36. Development. An example of facts for development would be the
proposed force and their equipment. Assumptions may include the time
necessary to develop certain series, supporting programs, or programs.

4-37. Production. Facts may include that the element deploys in a “heavy”
configuration where print assets are part of the deployment package. Another
option would be to deploy in a light configuration where reachback will be
used. Facts may also include the space the supported unit has allocated for
PSYOP assets. Also, if arrangements have been made for HN support via
contracting, then HN production is one of the main facts for planning
purposes. If using an HN asset is necessary but not certain, then these assets
can become assumptions. If translators are required, the unit may deploy
with them or have a source to acquire them in-country. Assumptions may
have to be made on the quality of local area translators and perhaps energize
other means to obtain this resource.

4-38. Distribution. When using reachback techniques for support, the
means to move products becomes critical. Strategic airlift is a valuable
commodity and, to be properly employed, requires careful planning. The
airframe that the planner confirms for the deployment and initial
distribution is a firm assumption. The air support that is planned but based
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on availability further into the operation may be an assumption that has a
large chance of changing. An example of a fact for distribution is the
availability of a storage facility for products produced at Fort Bragg.
Distribution of PSYOP products is always a tremendous concern.
Considerations must include ground and sea shipments and target country
infrastructure. Using distribution resources from the HN may be a fact if
these resources are already under U.S. control. However, if the use of HN
vehicles is simply an assumption, then the planner must assume they will not
be damaged during hostilities and that they will remain in good working
order. Another important distribution consideration is the physical security of
products being transported or stored prior to dissemination.

4-39. Dissemination. Dissemination includes face-to-face communication,
portable or local radio stations, leaflet delivery into denied territory, or a
speech through a key communicator. Assumptions are often a part of the
planning process. For example, if the PSYOP force “owns” a particular
dissemination asset, then the use of this asset is an actuality (fact) for
planning purposes. However, PSYOP personnel must assume they can build
an audience for this dissemination asset and that takes time. They must
assume a time period to develop a following of listeners or obtain the use of a
frequency that already has the following of the TA.

4-40. Logistics. PSYOP forces will typically deploy with a 14-day basic load
of supplies. The first week of operations may support using prepackaged,
preapproved products. Although PSYOP forces rely heavily on state-of-the-art
systems, planning must take into consideration the potential for having to
integrate less sophisticated systems often found in underdeveloped areas of
the world. HN support is often the source for providing PSYOP-required
supplies. Early identification of the HN's ability to fulfill PSYOP needs
is critical. Establishment of agreements or contracts within the HN
can facilitate the requisition of necessary PSYOP-related supplies,
equipment, and facilities. As with production, the level of HN support (via
agreements, a directive, or contracts) determines what will be certain
logistically and what will become an assumption. Any logistics requirements
that are not met via the organic deployment package may become
assumptions. A severely degraded or nonexistent communications
infrastructure in the HN or terrain and insufficient assets can adversely
affect C4l. Consequently, PSYOP forces are usually dependent upon the HN
support capabilities for commercial communications.

4-41. The PSYOP planner will need to distinguish between fact and
assumption so that when the proposal of PSYOP forces goes to the supported
commander, these considerations are known and not a surprise.

Step 7: Conduct Risk Assessment

4-16

4-42. From a PSYOP planner’s perspective, a risk assessment is conducted
to ensure PSYOP programs will not jeopardize the supported commander’s
objectives. Knowledge of the culture, experience in the region, and thorough
analysis shield against unintended consequences of a product or program.
Planners must make supported commanders aware of the potential of
unintended consequences and what their impact may be. The planner will not
know if a program or specific product will have an unintended effect at the
time of planning, but should make the commander aware of the potential
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risks involved in PSYOP and also the measures taken that attempt to
mitigate those risks. Planners must also consider the time factor. They must
ensure the supported commander is aware that it takes time for PSYOP
programs to achieve results. Planners must limit the risk of not allotting
sufficient time to prepare PSYOP products by explaining to commanders that
success is not always instantaneous. In-depth analysis and exhaustive
pretesting minimize the risk of time and unintended consequences.

4-43. PSYOP planners must consider all the risks normally associated with
military operations, such as airborne operations, as well as unique
considerations that are outside of the norm. Examples include the following:

e It is imperative that the supported commander clearly understands
that unilateral PSYOP (PSYOP without supporting actions) will not be
successful and can be a very risky method to accomplish the combatant
commander’s objectives.

e« Time is always a risk when conducting PSYOP. It takes time for
PSYOP personnel to develop PSYOP series, products, and actions
tailored to one particular TA. It takes time for those targeted by
PSYOP personnel to understand the line of persuasion and symbols,
filter them through their belief system, and act in the desired manner.
Not allocating sufficient time to conduct the PSYOP development
process is the single greatest risk to effective PSYOP.

e Planners should analyze the risk of using preparatory PSYOP versus
surprise. All supported commanders hope to achieve some degree of
surprise during military operations and may view preparatory PSYOP
as an element that can compromise surprise. Therefore, PSYOP
planners must weigh the advantages and disadvantages of using
preparatory PSYOP. Usually, commanders at the tactical and
operational levels are concerned with concealing or disguising the
method and timing of military operations. PSYOP may be employed as
part of a deception mission to help with disguising an operation or can
be left unused to achieve maximum surprise. Should the situation
occur when the commander must choose between PSYOP and surprise,
the planner must weigh the loss of surprise (using PSYOP) against the
loss of the legitimacy (not using PSYOP) of the operation, and advise
the commander. For example, if the commander decides to attack and
numerous noncombatants are killed because they were not warned to
stay away from the area prior to the operation, all military success may
be offset by the loss of international legitimacy for U.S. operations.

4-44, At the conclusion of step seven, the PSYOP planner has made the
supported unit commander aware of the peculiar risks of PSYOP that need to
be included in the commander’s risk assessment.

Step 8: Determine Initial CCIR

4-45. The CCIR identify information needed by the commander to support
his battlefield visualization and to make critical decisions, especially to
determine or validate a COA. The CCIR can include information about enemy
forces’ disposition, equipment, and location, or information about the
capabilities of his adjacent units. The CCIR answer the question, “What does
the commander need to know in a specific situation to make a particular
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decision in a timely manner?” The PSYOP planner would nominate CCIR if
specific information is crucial to the success of the PSYOP mission. The
planner must be able to articulate to the supported unit why this piece of
information is critical.

Step 9: Determine Initial Reconnaissance Annex

4-46. Based on initial IPB and CCIR, the staff, primarily the G-2 or S-2,
identifies intelligence gaps and determines an initial reconnaissance and
surveillance plan to acquire the necessary information. PSYOP planners do
not usually have direct involvement in this plan, but may be able to use the
information that is collected.

Step 10: Plan Use of Available Time

4-47. Time is critical to planning and executing successful operations and
must be considered an integral part of mission analysis. Poor planning and
poor timing may result in unsuccessful PSYOP. The PSYOP planner must
continually conduct time analysis until mission accomplishment. He must
balance detailed planning against maximizing speed and surprise by
immediate action.

Step 11: Write the Restated Mission

4-48. The restated mission is based on mission analysis and contains all
elements of a mission statement. These elements include—

* Who will execute the action?

* What type of action is considered?

* When will the action begin?

* Where will the action occur?

* Why will each force conduct its part of the operation?
* How will the commander employ available assets?

4-49. The “What” portion of the restated mission addresses the essential
tasks. The restated mission clearly defines tasks and purpose. The Chief of
Staff or G-3 (S-3) prepares a restated mission statement for the unit based on
mission analysis. This is the mission statement of the supported unit and not
the mission statement of PSYOP. The PSYOP planner must advise and
ensure PSYOP considerations are incorporated into the restated commander’s
mission statement.

Step 12: Conduct Mission Analysis Briefing

4-18

4-50. The staff briefs the commander on its mission analysis using the
following outline:

e Mission and commander’s intent of the HQ two levels up.

e Mission, commander’s intent, concept of the operation, and deception
plan or objective of the HQ one level up.

« Review of commander’s initial guidance.
« Initial IPB products.
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« Specified, implied, and essential tasks.
e Constraints on the operation.

» Forces available.

» Hazards and their risks.

* Recommended timelines.

* Recommended restated mission.

4-51. The mission analysis briefing is given to both the commander and the
staff. This is often the only time the entire staff is present and the only
opportunity to ensure that all staff members are starting from a common
reference point. Mission analysis is critical to ensure thorough understanding
of the task and subsequent planning. The briefing focuses on relevant
conclusions reached as a result of the mission analysis. This briefing helps
the commander and his staff develop a shared vision of the requirements for
the upcoming operation.

Step 13: Approve Restated Mission

4-52. Immediately after the mission analysis briefing, the commander
approves a restated mission. This restated mission could be the staff's
recommended restated mission, a modified version of the staff's
recommendation, or one that the commander has developed himself. Once
approved, the restated mission becomes the unit’'s mission.

Step 14: Develop Initial Commander’s Intent

4-53. During the mission analysis, the supported commander develops his
initial intent for the operation. The commander’s intent is a clear, concise
statement of what the force must do to succeed with respect to the
adversary’'s environment and to the desired end state. The commander’s
intent provides the link between the mission and the CONOPS by stating the
key tasks that, along with the mission, are the basis for subordinates to
exercise initiative when unanticipated opportunities arise or when the
original CONOPS no longer applies. Key tasks are those that must be
performed by the force, or conditions that must be met, to achieve the stated
purpose of the operation. The mission and the commander’s intent must be
understood two echelons down. The commander personally prepares his
intent statement and, when possible, delivers it along with the order.
Commanders from company level up prepare an intent statement for each
OPORD or OPLAN. The intent statement at any level must support the
intent of the next-higher commander.

Step 15: Issue the Commander’s Guidance

4-54. After the commander approves the restated mission and states his
intent, he provides the staff with enough additional guidance (preliminary
decisions) to focus staff activities in planning the operation. By stating the
planning options he does or does not want them to consider, he can save the
staff members time and effort by allowing them to concentrate on developing
COAs that meet the commander’s intent. The commander’s guidance may be
written or oral. It must focus on the essential mission accomplishments.
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Step 16: Issue a Warning Order

4-55. Immediately after the commander gives his guidance, the staff sends
subordinate and supporting units a WARNORD. This WARNORD contains as
a minimum—

e The restated mission.
e The commander’s intent.
e The AO.
e The CCIR.
* Risk guidance.
* Reconnaissance initiated by subordinates.
* Security measures.
» Deception guidance.
» Specific priorities.
* The time plan.
» Guidance on rehearsals.
4-56. The PSYOP planner, who should be in constant contact with the

PSYOP unit who will most likely execute the mission, immediately sends the
WARNORD to the unit to facilitate their preparation.

Step 17: Review Facts and Assumptions

4-57. During the rest of the decision-making process, the commander and
staff periodically review all available facts and assumptions. New facts may
alter requirements and analysis of the mission. Assumptions may have
become facts or may have become invalid. Whenever the facts or assumptions
change, the commander and staff must assess the impact of these changes on
the plan and make the necessary adjustments.

PHASE 111: COURSE OF ACTION DEVELOPMENT

4-20

4-58. After mission analysis is complete and the commander has issued his
restated mission, intent, and guidance, planners develop COAs for analysis
and comparison. COA development starts off with a brainstorming session,
where the components and staff throw out ideas on how to accomplish the
various tasks and complete the mission. Usually, there is a facilitator who
controls the discussion (most often from the S-3 or G-3, but he can be from
the joint force J-5 Plans or a planner from a deployable joint task force
augmentation cell [DJTFAC] augmenting the planning staff). He or she
guides the planning process through all of its stages and is responsible for the
completion of the planning products (commander’s estimate and subsequent
OPORDs). As the ideas take shape, the focus is on two or three (usually
three) distinct COAs. The PSYOP planner must be aggressively involved in
this process and suggest ways that PSYOP can support both the overall effort
and specific component tasks. The PSYOP planner has the responsibility to
advise the supported unit from a PSYOP perspective. Thus, the PSYOP
planner must be involved in analyzing the specific tasks and the mission, as
well as know the other component representatives’ plans for executing their
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tasks and accomplishing their missions. If the representatives do not address
PSYOP or feel they do not want PSYOP support, it is the PSYOP planner’s
job to bring to their attention what PSYOP could do for their mission
accomplishment. PSYOP planners should not wait for the commander to ask
what PSYOP can do. Another approach that invariably has disastrous results
is to go to the supported commander and ask, “Sir, what is it exactly you want
me to do for you?”

4-59. The commander’s staff generally prepares three COAs. The PSYOP
planner provides input to each COA. Each COA will usually differ for PSYOP
in task organization and method of employing the force. The PSYOP planner
during this phase is providing guidance to the supported unit. He will take
each proposed COA and determine how best PSYOP can assist. For each
COA, PSYOP planners will need to consider the amount of forces needed,
whether or not they need to refine POs and SPOs that were initially
developed, and consider the psychological impact on the enemy and
noncombatants. Again, this phase in the process will be helped tremendously
if the PSYOP planner has had help from all the PSYOP assets in writing the
PSYOP estimate, which would now be consulted to help in COA development.
The PSYOP planner must always remember that he is not developing PSYOP
COAs here, but instead is recommending PSYOP support to the supported
unit's COAs.

PHASE 1V: COURSE OF ACTION ANALYSIS

4-60. Each COA is then analyzed and war-gamed to ensure that all
elements are fully integrated and synchronized. Each COA must meet the
following criteria:

o Suitability: It must accomplish the mission and comply with the
commander’s guidance.

» Feasibility: The unit must have the capability to accomplish the
mission in terms of available time, space, and resources.

« Acceptability: The tactical or operational advantage gained by
executing the COA must justify the cost in resources, especially
casualties.

» Distinguishability: Each COA must differ significantly from others.
This difference may result from the use of reserves, different task
organizations, day or night operations, or a different scheme of
maneuver.

» Completeness: The COA must result in a complete mission statement.
Does it answer what, when, where, why, and how?

4-61. Each COA is analyzed to meet the above stated criteria. Again, the
PSYOP planner is providing guidance to the supported unit from the PSYOP
perspective and not war gaming PSYOP in a vacuum insulated from the
activities of the supported unit.

PHASE V: COURSE OF ACTION COMPARISON

4-62. After each COA is war-gamed and it is determined that it meets the
established criteria, it is compared to the other COAs. Each staff member will
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evaluate the advantages and disadvantages of the COAs from their perspective.
The PSYOP planner will evaluate each COA to determine which will best
utilize PSYOP assets, provide flexibility for contingencies, and has the highest
probability of achieving mission success from the PSYOP viewpoint. The
PSYOP evaluation of the supportability of the COAs is normally included as
part of the overall 10 supportability of the COAs. A tool used for this
comparison is the COA matrix. A matrix is used to compare each COA based on
criteria chosen by the PSYOP planner in conjunction and coordination with the
10 planner. This matrix will show the commander how effectively PSYOP can
support each COA. The planner will use the outcome of this matrix to give his
recommendation to the supported unit for integration into their COA matrix.
This matrix allows the planning staff to determine which COA will best
accomplish the overall mission. Figures 4-4 and 4-5, pages 4-22 and 4-23, are
examples of the two matrixes often used in COA comparison.

CRITERIA WEIGHT COA1 COA 2 COA 3
(Note 1)
Psychological Impact 3 2 (6) 3 9) 1 3)
Flexibility 2 3 (6) 1 ) 2 (4
Ratio of Force 3 2 (6) 1 3) 1 )
Risk 2 3 (6) 2 4) 3 (6)
Reachback 2 1 (2) 3 (6) 2 4)
Total (Note 2) 11 (26) 10 (24) 9 (20

NOTES:

aspects.

1. Weight can be assigned to any specific criteria if it has been directed by the supported unit or can
be added by the PSYOP planner if he thinks the supported unit is more concerned with certain

2. The higher the number assigned, the better the COA is from the PSYOP perspective (1 being the
least desirable and 3 being the most desirable). In the above example, the PSYOP planner would
tell the supported commander that all three COAs are supportable, but COA 1 is the best from a
PSYOP perspective.

Figure 4-4. PSYOP-Specific Decision Matrix

CRITERIA WEIGHT COA1 COA 2 COA 3
(Note)
Maneuver 5 2 (10) 3 (15) 1 (5)
Simplicity 3 3 9) 1 (3) 2 (6)
Fires 3 2 (6) 1 3) 1 3)
Intelligence 1 3 ) 2 (2) 3 )

4-22

Figure 4-5. Sample Supported Unit Decision Matrix
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CRITERIA WEIGHT COA1l COA 2 COA 3
(Note)
Air Defense Atrtillery 1 1 () 3 3) 2 2)
PSYOP (Note) 1 3 ) 2 ®) 1 (1)
Mobility/Survivability 1 2 2 1 (1) 3 (3)
Total 16 (34) 13 (29) 13 (23)

NOTE: PSYOP are sometimes incorporated into evaluation as part of a nonlethal fires criteria section or as
a subordinate criteria element under 10. PSYOP planners should attempt to justify the need to have a
distinct PSYOP criteria section, either as a separate category or as a distinct line under IO to reflect the
most effective use of PSYOP in the COAs; otherwise, PSYOP supportability of each COA may not be

apparent.

Figure 4-5. Sample Supported Unit Decision Matrix (Continued)

4-63. The PSYOP planner uses the matrix in Figure 4-4, page 4-22, to
visualize how best the PSYOP forces would support the various COAs. This
matrix will help the planner to explain to the commander how PSYOP can
support each COA to a greater or lesser degree. Typically, the planner will
give his matrix to the G-3 or S-3 for inclusion in the supported unit matrix
that often looks similar to Figure 4-5, pages 4-22 and 4-23. The supported
unit matrix may include 10 and the 10 components relevant to the plan as a
major section of the matrix. At the Army corps and division, the DCS, G-7
may include the 10 components as part of the G-3 matrix or may brief the 10
components concurrently. In either case, the PSYOP planner ensures that
PSYOP are considered in all COAs of the supported unit.

4-64. When the COAs are compared and weighted as in Figure 4-5, it
demonstrates that for all units participating in the mission, COA 1 is the best
COA. These matrixes are examples and each commander will have his own
way of comparing COAs, but the essential element for the PSYOP planner is
to evaluate each COA as it pertains to PSYOP and then be prepared to
execute whichever COA is chosen by the supported commander.

PHASE VI: COURSE OF ACTION APPROVAL

4-65. The COAs are then briefed to the commander along with the staff’s
recommendation. The commander makes the final decision. Once the decision
is made and the commander gives any final guidance, the staff immediately
sends an updated WARNORD, refines the COA, and completes the plan.

PHASE VII: ORDERS PREPARATION

4-66. The final step of the MDMP is producing an OPLAN or an OPORD. A
plan becomes an order when execution is directed. An order is a written or
oral communication directing actions. An OPL