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After Action Report:
Visit to BISA Forward by BISA Operations Manager – CONUS

May 1 – June 18 2006
Executive Summary
BISA Operations Manager (CONUS) visited BISA Fwd May 1 – June 18.  This report summarizes observations, conclusions and recommendations for operations and administration of BISA Fwd.  It is felt that several ‘technician’ billets at BISA Fwd need to be replaced with positions which better reflect the changing nature of the unit’s task, and that PM Biometrics should support moves for additional resources (training area, storage space, etc). 

1.0.
Introduction

General

1.1. The purpose of this document is to report observations, conclusions and recommendations resulting from the visit by BISA Operations Manager – CONUS (Ops Mgr) to BISA Forward (BISA Fwd) May 1 – June 18 2006.  In general,  this report focuses on the operations of BISA Fwd itself, not on the operation of the BISA system as a whole.
1.2. The purpose of the visit was twofold:

a. to observe BISA Fwd Operations and report these to PM Biometrics with conclusions and recommendations, and 

b. to provide operations management support to BISA Fwd during the temporary absence of the incumbent.
1.3.
This report is divided into the following sections:

a.
Section 1.0 
Introduction

b.
Section 2.0 
Observations

c.
Section 3.0
Conclusions

d.
Section 4.0
Recommendations

2.0
Observations

Mission

2.1.
The mission of BISA Fwd,  as defined in BISA Fwd SOP,  is as follows:

To provide technical advice and support on the BISA system to MNF-I Strategic Operations (Strat Ops) and to combatant commanders,  to ensure the success of the 

MNF-I base access program.
2.2.
BISA Fwd was established by the Rapid Equipping Force (REF) in July 2005.  It is now a PM Biometrics asset (since March 1, 2006).

2.3.
Director BISA Fwd reports to PM Biometrics, and provides advice and support to MNF-I (Strat Ops).  Incumbent is LTC Vincent Johns (US Army), who is due to leave the position on July 7, 2006.  His replacment has not yet been named.  Per BISA Concept of Operations (CONOPS),  government oversight of BISA Fwd will pass to MNF-I (Strat Ops) Force Protection Officer until a permanent replacement is assigned.  The Force Protection Officer at MNF-I Strat is LtCol Lyle Cary (USAF).

2.4.
BISA Fwd provides mission support to MNF-I Strat Ops, and to the military operators of the ten current BISA sites in Iraq.  The support consists mostly of technical advice concerning the operation of the system and its component parts,  training of military personnel on card verification devices,  property management,  and liaison with other POCs in the DOD Biometrics enterprise (CENTCOM, PM Biometrics, BFC,  equipment vendors, etc).  It is noted that not all of these items are defined responsibilities of BISA Fwd (eg, training and property management).
Location

2.5.
BISA Fwd is located in Building P31, Camp Slayer, Iraq.  Camp Slayer was the site of the Ba’ath Party’s luxury resort prior to 2003,  and those buildings have been occupied since March 2003 by various US military units.  It is approximately eight miles east of Baghdad,  and now forms part of the Victory Base Complex (VBC),  which includes several US bases in the vicinity of Baghdad International Airport (BIAP).  
2.6.
Building P31 is a single story building located in the central section of Camp Slayer.  It accommodates both BISA Fwd (on the west side) and the VBC Forensics Cell (on the east side).  BISA Fwd is the larger of the two occupying organizations, with a total of 12 persons.  The building is believed to have been a restaurant prior to the occupation of Camp Slayer by US forces in 2003.

Staff

2.7.
The current BISA Fwd staff of 12 persons consists of the following:

a.
1 x Director

b.
1 x Operations Manager (Ideal Innovations Inc)

c.
1 x Lead System Administrator (SA) (Computer Sciences Corporation)

d.
2 x Card Management Sytem Engineers (Northrop Grumman Information Technologies, Inc)

e.
7 x Access Control Technicians / Card Management System Engineers (Ideal Innovations Inc).

Other contractor staff are deployed to the various BISA sites to operate the enrollment stations,  under contracts with Dyncorp International and CSC.  There is currently a total of 125 contractors (including BISA Fwd staff) deployed in Iraq exclusively in support of BISA operations.  Note that this number fluctuates regularly around this figure as a result of personnel rotations.
2.8.
Director has requested a Logistics Coordinator be assigned to BISA Fwd.  This position is expected to be staffed under the existing Ideal Innovations Inc support contract.
2.9.
The current staff completely occupies the western side of Building P31.  It will be difficult to accommodate additional staff,  although the logistics specialist is due EOM July 2006.  Space does become available as staff rotate through R & R and mission-related travel,  but this means that staff are not assigned a permanent desk at the unit.
2.10.
It was noted that the staff at para 2.6.e above were functioning in ad-hoc roles other than those to which they were assigned by their respective contracts.  Several Ideal Innovations staff were performing as follows on a full-time basis:
a.
1 x training coordinator

b.
1 x office administrator

c.
1 x property management specialist

d.
1 x system administrator at a BISA Site (Fallujah) pending return of sufficient CSC staff from R & R to man all required positions.

2.11.
It is felt that the situation at para 2.10 results from a change in the actual  requirements of supported units from when the system was first fielded.  The system fielding began in July 2005,  and ended in March 2006 when the last of the ten original sites ‘went live’.  During this period,  almost all staff were involved in the fielding and initial ramping up of the system at each site, including provision of initial operator training to staff (both military and contractor).  Since the completion of fielding, the military and the Dyncorp operators have become established in their roles,  and their requirements and expectations of BISA Fwd have changed.  There is a widespread perception among supported military units that BISA Fwd is actually required to provide training, property accountability and logistical support.  This is not, and never was, the case.  However, BISA Fwd has reacted to provide requested support when needed in these areas, and continues to do so to the extent of its ability.
Mobility

2.12.
BISA Fwd has a total of four vehicles for local use at VBC.  These are provided under an in-theater contract funded by PM Biometrics.  These four vehicles appear to be sufficient to meet unit needs.

2.13.
Movement beyond VBC is invariably by air (mostly helicopter).  Typically, in the course of one week,  BISA Fwd staff are required to make 2-3 visits to BISA sites to provide training or technical advice,  or perform system servicing.   It was noted that there are no regular air services between VBC and the various sites;  most travel is on a ‘space available’ basis.  While most sites can be reached on the date that support is required,  there were cases in which travel was delayed by several days since no air transportation was available.  It was noted that arrival / departure times of air transportation are treated as classified information, and are never given in clear.
2.14.
It was noted that Building P31 is located approximately 4 miles by road from the helicopter pad at Camp Liberty.   Typically,  moving a traveller to the helicopter pad and ensuring he actually boards a flight results in significant down-time for one vehicle and one staff-member (other than the traveller).

Communications

2.15.
Verbal communications between BISA Fwd and POCs at the various sites is by one of the following telephone systems:

a.
DSN,

b.
VOIP (US commercial – Proactive Communications, Inc),

c.
‘IraqNA’ cell phone

d.
VSAT (US commercial contractor - TAMSCO)
e.
Satellite phones (US commerical contractor – Thuraya)

Note that not all POCs have access to all five systems.  It was noted that e-mail is the only common - and therefore the most reliable - means of communication throughout theater.

2.16.
BISA Fwd uses VOIP phones for commercial communications with US-based POCs,  and the required commercial internet connection provides a back up for the use of AKO or personal commercial e-mail for the transmission of information.   

2.17.
The IraqNA cell phones are obtained from local Iraqi traders at the various VBC exchanges.  The service is generally reliable in the Baghdad area, but is subject to interference from ‘Warlock’ and other ECM devices used for force protection. 

2.18.
BISA Fwd uses VSAT as the primary means of communication between the lead SA and the SAs at the various BISA sites.  This medium became operational during subject visit, and appears to be working reliably.   

2.19
It was noted that VSAT is also the primary means of communication of enrollment files to the BFC.  The contract vehicle for this service funds two full-time tech positions from the contracting company for the BISA program.  There appeared to be excess capacity in this function;  the VSAT has proved very reliable over the first year of operations.
2.20
BISA Fwd staff use satellite phones primarily as a back-up when travelling outside the Baghdad area and no other media (DSN, commercial, etc) are available.  They have performed reliably when required.

2.21.
BISA Fwd staff did not all have local military e-mail accounts, and only some had AKO accounts.  During subject visit,  all BISA Fwd staff applied for and received local accounts which are now serviceable, and are required for the processing of all government information.

Logistics and General / Personnel Administration
2.22.
During the fielding of the system,  almost all of the system components were deployed directly from the various manufacturers to the respective locations by Special Assignment Airlift Missions (SAAM) organized by CENTCOM.   However, since the original fielding,  most equipment requirements have been met using BISA Fwd as a coordination point.  This has been problematic for two reasons:

a.
BISA Fwd does not have its own DODAAC, and

b.
BISA Fwd does not have a storage / staging area.

2.23.
Since the command structure of BISA Fwd was not clearly defined until recently,  the unit has been functioning without its own DODAAC and UIC.  It has been common practice for the unit to use the DODAAC of one of its supported units at the VBC as a destination for official shipments, but this cannot continue, especially since the supported units are regularly rotated.  During the course of subject visit, efforts were initiated at PM Biometrics to obtain a permanent DODAAC for BISA Fwd,  and these efforts are ongoing.

2.24.
There is a storage conex at BISA Fwd,  which contains quantities of system components which are either unused or which are held as spares.  This conex is full, and there is no other secure area which the unit can use for the storage or staging of equipment or system components.   The small area available in the ‘quadrangle’ within Building P31 is already at capacity, and contains equipment mostly recovered from the old Dyncorp badging contract (in particular, a large number of non-smart card printers).
2.25.
Staff are accommodated in trailers which consist of a bed, bedside table and three lockers.  Accommodation was widely considered to be adequate.  All staff have meal privileges under the respective contracts, and the closest DFAC facility is within walking distance of both BISA Fwd and the accommodation trailers.

Enemy Action

2.26.
The point is often missed in routine communications that BISA Fwd is functioning in a war zone.  During the fielding,  an interpreter assisting BISA Fwd in communicating with local workers was kidnapped and later found murdered.  During subject visit,  there were two incidents involving stray rounds from small arms fire along the boundary fence which threatened the safety of staff.  On one occasion,  a stray 7.62mm round shattered the rear window of one of the BISA Fwd vehicles parked in the lot behind Building P31.

2.27.
All staff are required to wear body armor and helmets when travelling outside VBC,  and when on VBC during periods of enemy activity along the fence.  Building P31 is approximately 300 yards from the eastern boundary fence.

Other Observations

2.28.
The requirement to move personnel on assignments, R & R, and beginning and end of tour (as well as coordinate reception and escort of visitors) is time consuming, given the air transportation requirements explained at para 2.13.  In addition, the requirement to administer vehicles (routine service and repair),  coordinate repairs to the building (plumbing, etc),  liaise with the various base authorities for storage, movement, accommodation, badging, IT support, etc,  constitutes a full-time work requirement for one person (para 2.10.b refers) which was not identified when the unit was raised.  The position of Office Administrator has grown from these de facto requirements, and is now a fully functioning if not formally-recognized position at BISA Fwd.
2.29.
A second de facto position grew from the requirement for property book accountability both during and since the fielding.  Units accepting the equipment from the SAAM flights did not appear to have a firm grasp of their property accountability responsibilities,  and these were largely performed – as the equipment was fielded – by BISA Fwd staff.  This has continued as property is returned for repair or replacement, new components are fielded, and components are returned as unserviceable (or from previous programs).  Once again,  this requirement is ongoing, and the full-time position to support it is fully functioning but not recognized on any of the contracts manning BISA Fwd (para 2.10.c. refers).  It is noted, however, that a logistics coordinator has been requested,  and PM Biometrics is attempting to provide.

2.30.
A third position has grown from an ad hoc requirement;  that of training specialist / coordinator (para 2.10.a. refers).  It was noted that of all the contractor companies which staff BISA (Dyncorp, CSC, Northrop Grumman and Ideal Innovations Inc),  none specify or define a training requirement.  (Note:  HCI Corp were contracted to provide training documentation,  but no-one was tasked with delivering this training in a classroom environment to the various staff actually manning the program).  As a result, all training has been done on an ad-hoc basis,  both for the contractor staff manning the program, and for the military operators at the various bases.  It is understood that no training requirement has yet been discussed in detail at PM Biometrics or elsewhere.
2.31.
It was further noted that there is no formal classroom facility available to BISA Fwd.   Training is conducted wherever space can be found by the requesting unit.

2.32.
BISA Fwd conducts significant testing of various changes to system components to ensure operability in the field.  However, most testing is done ad hoc in the small space available in Building P31.

2.33.
Most contractors at BISA Fwd are under contract to perform duties on a 12-hour-per day, 7-days-per week basis for four months, followed by one month R&R.   It is felt that this schedule can lead to / contribute to fatigue which can affect productivity.  

3.0
Conclusions
3.1.
As a result of the visit, it is concluded that:
a.
Since the completion of the initial fielding,  the role of BISA Fwd has changed in practice,  though its staffing does not reflect this.  BISA Fwd has adapted to change on its own initiative, and continues to meet mission requirements.  In particular, units are turning to BISA Fwd to provide training on the system,  especially when new units rotate into theater.
b.
Building P31 is too small to accommodate all of BISA Fwd’s personnel,  equipment and mission activity needs.  In particular, it needs additional space for;


1)
storage,


2)
testing of system equipment, and 


3)
training of personnel.
c.
BISA Fwd staff often have difficulty moving between VBC and BISA sites, due to transportation limitations and restrictions.  However,  current vehicle arrangements for local use at VBC are adequate.
d.
While e-mail is the most reliable means of communication between BISA Fwd and its POCs,  all other media are essential as back up.  However, the level of contracted support from the VSAT provider is far in excess of what is actually required. 
e.
BISA Fwd logistics arrangements are inadequate for its mission;  in particular,  its requirement for its own DODAAC / UIC is urgent.

f.
Although its direct effect on BISA Fwd operations is limited,  enemy action is taking place around BISA Fwd,  and still has the potential to seriously affect mission performance.
g.
Contractor schedules are too rigid in those cases where the duty requirement is for 12 hours-a-day, 7-days-a-week for sustained three month periods.

4.0
Recommendations
4.1.
As a result of the visit, it is recommended that:

a.
The following positions be recognized as essential to the operation of BISA Fwd, and are specifically established in a new staffing contract, with a reduction in the number of technical positions currently billeted:


1)
Office Administrator,


2)
Logistician, 


3)
Trainer (if this function is to be formally recognized as a requirement of 


BISA Fwd, as its supported units currently do).
b.
PM Biometrics support any proposed action to provide alternative or additional space for BISA Fwd,  so that the following activities / functions can be more effectively performed:


1)
Storage,


2)
Testing, 


3)
Training (if this function is to be formally recognized as a requirement of 


BISA Fwd, as its supported units currently do).
c.
Non-staff resources currently available to BISA Fwd under PM-funded contracts (vehicles, VSAT, etc) remain available.  However, the VSAT contract should reflect that minimal tech support is required.
d.
Urgent efforts continue at PM Biometrics to provide BISA Fwd with its own DODAAC / UIC.

e.
Contractor companies consider alternative duty schedules, e.g., 10 hour days at 6-days-per week.
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