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CECIL HART

SECURITY ANALYST
EDUCATION 

Associates of Science, Information Technology, NOVA
 24 credits

Bachelor of Science, Aerospace Engineering, University of Maryland             72 credit 

TECHNICAL TRAINING 

Securing Internet Information Server, SANS

Cisco Certified Network Associate (CCNA) Preparation course, Knowlogy

Global Information Assurance Certification (GIAC) Program, SANS

Microsoft Certified System Engineer 2000 (MCSE) Preparation Course, Knowlogy

Microsoft Certified System Engineer 4.0 (MCSE) Preparation Course, CGI, Microsoft Core

SPECIAL QUALIFICATIONS
Hands on experience in IDS, firewall, routers, switches, auditing, detecting and identifying various security threats on LANs and WANs. Build, install, configure, add and remove hardware and software components and Operating Systems for given situations.  Ensured the operational integrity of the Information Resources by implementing Network-based Intrusion Detection.  Evaluated COTS and other security tools.   

HARDWARE:
IBM Compatibles, Dell, HP, Toshiba, Gateway, Tatung, Sun Ultra 5/10, Cisco Routers

SOFTWARE:
Solaris 2.6 and 2.7



RealSecure 6.0



Red Hat Linux 



RealSecure System Scanner

Cisco IOS




RealSecure Fast Analysis

Windows ’95, 98, ME



ISS Scanner 6.1

Windows Advanced 2000


Dragon Fire 2.0

Windows Professional 2000


TCP Dump 

Windows NT 4.0 Server


Kane Security Analyst

Windows NT 4.0 Workstation

Snort

Internet Information Server 


PcAnywhere

Microsoft DOS (Advanced)


Visio

Microsoft Office 2000



OptiView Reporter

SIGNIFICANT

EQUIPMENT:
Fluke, 
Cat 5 cable

SPECIFIC WORK/TASK EXPERIENCE
Mantech Security Technologies Corporation

April 2001 - Present

Security Analyst.   Provide Second Tier support to a twenty-four by seven global operations center. Identify misuse, abuse, and suspicious activity reported from multiple sources and; if possible, defend the network. Conduct a full range of computer security related analysis on activities pertaining to threats directed against critical infrastructure. Performed forensic analysis on raw packet data to determine legitimacy and severity of security events.  Identify, research, correlate, log, track, and report on cyber events reported from multiple sources. Evaluate routers and switches using a combination of both automated software and manual assessments.  Analyze NT, Firewall, Router, and RealSecure logs.  Provide appropriate solutions for various computer security vulnerabilities and provide the appropriate solutions.   Perform host base analysis on servers and workstations. Evaluate risk assessment tools and select the tools that best meet Department of State requirements. Utilized the Internet to evaluate security products to stay ahead of emerging technology. Analyze packet level information using in-depth knowledge of TCP/IP, UDP, DNS, RPC, DHCP, URL, routers, switches, intrusion detection systems, firewalls, security configurations, and security assessment tools when required. Utilized the Internet to stay ahead of new developments in the security industry.

VistaRMS







 

September 2000 – April 2001
Consultant.   Worked on a contract with Science Applications International Corporation (SAIC) provided Network Security Risk Analysis, Certification and Accreditation, Security Audits and Risk Assessments for several Government clients throughout the Washington DC Metropolitan area.  Perform detailed risk analyses on the client’s computer networks.  Evaluated Windows NT, firewalls and routers installed on the networks for system inconsistencies concerning current security practices regarding their network.  Evaluated their networks using a combination of both automated software and performed manual assessments of selected network servers within the government’s network.  Performed a Modem “War-Dialing” assessment against their phone system to detect “unauthorized dial-up” connections.  Conducted interviews with senior system administrators, personnel security, and other IT executives and professionals to obtain detailed information about security status, configuration and system procedures regarding the network.  Wrote detailed final Risk Assessment reports and provided the agencies with detailed information concerning the their current network security structure.  The reports focused on the major strengths and weaknesses, security vulnerabilities and risks, and also provide detailed recommendations on how to implement a more secure network for their organizations.  Installed NT servers in SAIC’s lab to evaluate and test several security applications for use in various production network environments.   

USinternetworking








         

January 2000 – September 2000

Security Analyst.  Enhanced the operational integrity of USinternetworking corporate and web hosting networks by detecting and identifying security threats to client and corporate networks.   War-dial corporate accounts to identify weak authentication.  Provided second and third level support to a twenty-four by seven global operations center.  Monitored network activity for misuse, abuse, and suspicious activity; if possible, defend the network.  Performed forensic analysis on raw packet data to determine legitimacy and severity of security events.  Evaluated risk assessment tools and selected the tools that best meet USi’s security needs.  Helped develop and standardize roll-out and installation procedures for additional host-based or network-based IDS systems.  Enhanced network security by pro-actively discovering vulnerabilities in systems and network devices.  Detected, identify, investigate and respond to security events, and help with deployment of IDS engines.  Checked computer systems configurations and verify that the systems are compliant.  Utilized the Internet to evaluate security products to stay ahead of emerging technology.

Alphatech Corporation

December 1998 – January 2000

Network Security Engineer.  Ensured the operational integrity of the Information resources of the U.S. Department of State by implementing Network-based Intrusion Detection.  Created contingency plan, escalation policy, and procedural documentation for rules of engagement.  Evaluated security tools to determine which tools best meet the Department’s requirements.  Identified critical and high-threat systems on a global WAN for initial scans and audits to improve Network Security.  Developed and standardize roll-out and installation procedures for Intrusion Detection throughout DOS.  Enhanced network security by pro-actively discovering vulnerabilities in computer systems and network devices.  Checked computer systems configuration, and policy violations that may compromise the DOS network.  Assisted in the implementation, design, and management of a global, fully operational Intrusion Detection center for U.S. Department of State.  Centrally monitored network traffic for misuse, abuse, criminal activity, and loss of National Security Information.  Detected and responded to computer security threats before they are exploited; used trend analysis for investigations.  Utilized the Internet to evaluate security products to stay ahead of emerging technology.

Casystem International Inc.

May 1995 – December 1998

Troubleshoot and performed analysis on hardware and software configurations within NT environment.  Improved network security by replacing Windows 95 with Windows NT 4.0.  Solved software, network, and printing difficulties for users.  Updated, trained and assisted staff – Windows NT, MS-Office Professional and MS-Exchange Client.  Solved problems related to running programs in a Windows 95 environment.  Installed, configured, and removed hardware components for given situations.  Commended for Meritorious Performance.

Consultant









     

September 1992 – May 1995










Administered files, folders, and shared folders on Windows 3.1 O/S.  Controlled and provided monthly production reports using Excel.  Reconciled monthly detailed reports to G/L and summarize using Excel.

LANGUAGES:



Designation

Description
Spanish

Familiar
Limited Understandability, no read or write

Sign Language 
Familiar
Limited Understandability

GEOGRAPHICAL EXPERIENCES    Canada and Trinidad & Tobago

REGISTRATIONS/CERTIFICATES/LICENSES    Microsoft Certified Professional

PROFESSIONAL MEMBERSHIPS/LICENSES      Microsoft 

AWARDS AND HONORS         2 Letters of Merit 

PUBLICATIONS/PRESENTATIONS         None

CITIZENSHIP:          U.S. Citizen 

SECURITY CLEARANCE:           Top Secret (TS)

LOCATION:          District of Columbia

REVIEWED
_____________________________________
____________________________________

(Your Signature)


(Date)

(Supervisor Signature)

(Date)

EMPLOYEE PROFILE SHEET
DEGREE
Level


Designation
Field
3 Years                        BACH

Aerospace Engineering

EXPERIENCE
YEAREXP:
8

EXPERTISE:
Network Security Analyst

Attachment 1 - List of Software Key Word Categories

Security Analyst

Network Security Engineer

Network Security Architecture

Security Architecture

Packet Analysis

Intrusion Detection

Microsoft

IDS

Firewall

Web Server Security

Operating Systems

COTS

Spreadsheets

Presentations

Engineering Tools

Computer Security

Red Team

Blue Team
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