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Information Security Engineer


Security Clearance:

SC (Issued By UK DVA)



Nationality:


British


PROFILE
· Information Security Consultant with 11 years experience, working for a mix of Blue Chips, Financial Services and Investment Banks.  
· A strong technical background with the ability to communicate complex issues and ideas, gives credibility and influence when dealing with both business and technical groups. 

· Experienced practitioner of working to private and public sector internal, contractual and regulatory requirements, frameworks and documentation sets such as ISO27001, COBiT, MPS, DPA, FSA, IS1 & IS2, DIAN 07 & 08, JSP440, SAS 70 and PCI DSS.
SKILLS
· Information Security professional

· Technical and Solutions architect

· Compliancy and processes
CAREER SUMMARY
Aug 2007 to Present 

Capital One

· Currently contracted in to Capital One as an Information Security Risk Officer as part of the IT Risk Office.  Main responsibilities are to act as a project consultant, making sure that IT and business risks are identified and evaluated correctly. 

· Due to the nature of Capital One’s business model, most project work involves outsourced services and the management of 3rd parties such as IBM, NCO, SITEL, TSYS and Wipro.
Key Responsibilities:
· Project consultancy, identifying  IT and business risks along with mitigation and remediation solutions.
· Third Party Management (TPM) functions, evaluating risk exposure from vendors, using a mixture of questionnaires and site visits to carry our external security audits.

· Review and development of documented policies and procedures, bringing them up to date and aligning them to current IT and business goals.

· Member of Capital One’s, Enterprise Architecture Review Council (EARC) that will review, question and approve changes in architecture strategy

· Consultation on data movement, access control and waiver processes 

· PMO interface in to the  IT Risk Office; risk assess all project charters and offer initial consultation to judge level of involvement required by the IT Risk Office 

· Internal audit functions, controls assertions and testing to meet regulatory and contractual security requirements.

· Escalation point for security incidents, investigation, documentation, analysis and reporting

Key Achievements
· Successful consultation of a number of outsourcing programs, making sure that the projects and 3rd party vendors have been managed as per IT Risk Office guidelines and industry best practises.  
· Involved in all aspects of the projects, defining Infosec requirements, evaluation of proposed 3rd parties (scoring RFI/RFPs), review of contract language, contract negotiations, consulting on technical, operational and procedural solutions proposed by both the business and 3rd parties.  
· Successful projects include the outsourcing of are mainframe and business logic, business operation functions, technical infrastructure, desktop support and application support.

· Initiated Information Security mentoring program, this is helping a number of employees to work towards certification but has also become an open forum to discuss Information Security topics

· Consultation on infrastructure projects such as virtualization of systems with VMWare, EDE using Sterling Commerce’s Connect:Enterprise, DDE with Ab Initio, again reviewing technical, operational and procedural solutions proposed by both the business and 3rd parties

· SME for PCI DSS project to produce gap analysis and work plan, feeding back in to larger program looking at bringing multiple compliance requirements in to an overall manageable framework (Includes SOX, DPA, ISO 27001 and current VISA/Master Card contractual requirements).   This has involved evaluating policies, procedures and systems using a mixture of workshops, interviews, questionnaires and sole investigation

· Development of security based policies and procedures, examples of some of the documentation produced are Secure Mail Policy, Data Management Project/Annual Assertions, Privileged User Audit Procedure, and Firewall Governance.

· Development of training programme and job guides to explain data/metadata to the business and their responsibilities to meet development and annual assertions. 

Jan 2007 to Aug 2007

Bank of America 
· Information Security Consultant for their ISBC team (Information Security/Business Continuity).   Responsible for business partner and supplier IS audits for legislative and contractual compliance, to fall in line with the required due diligence of the Sarbanes Oxley act and the introduction of MiFID.

· The 3rd party security audit function is a new team within the bank and I have been instrumental in the development of both our internal departmental processes and the 3rd party audit requirements.  The requirement is to calculate the risk to bank sensitive data and manage 3rd parties so that this falls within the banks risk tolerance.
Key Responsibilities

· Contracted to Bank of America as a security analyst, working as both a technical architect and also in an advisory capacity on compliance, audit and work processes.  
· My role has been split between two departments, CIS team (Corporate Information Security) and Security Services team (responsible for perimeter security, firewalls, B2B, content filtering, hosting) running a number of initiatives and projects.  
· Initially recruited for a Secure File transmissions solution due to experience with Sterling Commerce products, my contract has been rolled over a number of times as new projects have been assigned to me.
Key Achievements
· Mapping of PCI DCC requirements to risk analysis tool for 3rd party vendors

· Gap analysis of bank security standards to risk analysis tool for 3rd party vendors

· Gap analysis of PSI DCC requirements to bank security standards

· Documented Regional Office security analysis requirements
Aug 2005 to Jan 2007

Bank of America
Key Responsibilities
· Owner of Security Services work request process, technically evaluating new project requests for compliance against company security baselines and also managing the work flow within the Security Services Team.

· Owner of Security Services Governance program, this covers, change management auditing, controls testing, compliance to company security guidelines, system audits and remediation.

· Backfill for Security Services team, helping out with operational work, not only troubleshooting issues as they arise but also working a number of mini projects such as B2B connections and hosting projects.  These have included external companies such as Bloomberg, Reuters and FX Solutions.

· Continual work on documentation on implemented services for Net Ops team, giving them the resources to troubleshoot issues out of hours and on first call.

· Market Data Streams, design and management for real time trading data.  Extremely mission critical with significant pressure from the business to manage data throughput and latency 

· Penetration testing of new systems/solutions using tools such as Nmap and Nessus

Key Achievements
· Development of Firewall Governance programme, which covers all processes around the management of the perimeter infrastructure, sample of topics covered are change management, system and process auditing, remediation (using Firemon reports) and compliance against company security baselines.

· Initiated Security Services engagement process, documenting standard firewall solutions in to products which have then been offered back to the business with costs and implementation SLA’s.

· Developed Security Services work request/change control process, technically evaluating new project requests for compliance against company security baselines and also managing the work flow within the Security Services Team 

· Workstream lead and architect for DR site project, replicating business critical services as per findings from external audit.  Have managed all functions of the project from sourcing hardware to implementation

· Lead engineer for numerous B2B and Market Data projects, based on industry standard connectivity solutions, VPN’s, RadianZ, Private Circuits with companies such as Bloomberg, Reuters, JDFX, LME and  LIFFE

· Investigation and reporting on NPI solution, based on Vontu’s Monitor/Protect products and the viability of integrating in to current infrastructure.  Review of compliance against European legislation.

· Designed and implemented firewall management solution using Nokia Horizon Manager, which has enabled the Security Services team to decrease the administration overhead of managing 80+ systems located globally.  This has considerably reduced the time for system recovery.

· Assessed legacy solutions for compliance against bank security standards and contractual agreements, documented gap analysis and advising on a strategy for next actions 

· Consultant on secure file transmissions project based on Sterling Commerce products.

· Integrated Security Services monitoring system (Proactive) in to the companies Net Ops monitoring tool (Incharge), documenting the meaning of the alarms, trouble shooting guides, SLA’a and business contacts enabling mission critical services are responded to correctly. 

· Technical consultant and project resource for firewall refresh program, going from Sun/Provider/NG to Nokia/Splat/Provider/NGX

· Architect of TLS/SSL (Sendmail) solution allowing secure mail between business partners, managed in all aspects of the project from proof of concept, documentation of procedures and handoff to operational team.
June 2004 to Aug 2005

CPP Groups Plc

· Infrastructure Analyst offering internal IT consultancy and solutions to CPP Group.  Projects included development of ISMS procedures and controls for ISO17799 accreditation, global file transmissions solution based on Sterling Commerce’s Connect: Enterprise and the migration of our strategic partners in the US (e.g. Citibank, Chase Manhattan, Capital One).  Completing migration of our web infrastructure from Cable & Wireless to BT hosting, this involved working closely with the Web Dev Team and BT engineers on a new network design due to increased complexity.   Act as lead engineer\consultant on all business partner file transmissions working with partners such as Barclays, MBNC, Alliance & Leicester

· As part of the infrastructure team, I offered 3rd level technical support to the business on all Networking and Security issues.

Key Responsibilities

· Advising  the business on all matters regarding Network and Network Security

· Lead specialist in all aspects of B2B connectivity (network, security, encryption, cryptography)

· Operational monitoring/administration of Network and Network Security

· Work with Project Managers to ensure that projects and milestones are delivered on time

· Network/Security infrastructure and administration, 3rd level support

· Act as point of escalation to both network and system engineers

· Monitor/Health Check network and network security using the following tools HP NNM, MRTG, Smokeping, Cisco Works

· Penetration testing of new systems/solutions using tools such as Nmap and Nessus

Key Achievements
· Consultant and lead engineer in web infrastructure migration from Cable & Wireless to BT hosting

· Resource for ISO17799 accreditation project, developing a number of processes and controls and overseeing their implementation.

· Documentation Security Classification

· 3rd Party Connectivity

· Cryptography (PKI, TLS/SSL, PGP)

· Transmissions

· Change Control/Separation of Duties

· Designed, implemented and documented Nokia backup strategy

· 2 month secondment to US office to act as consultant and lead engineer in file transmissions project, acting as consultant to both the business and business partners, setting time lines and realistic expectations.

· Worked in partnership with HP project engineers to design new Data Centre for CPP Group

· Retrospectively documented all current file transmissions and planned migration to new Sterling Commerce Solution

· Brought online Hong Kong office, configuring routing back through CPP Group’s MPLS network, working with BT outsourced field engineers

· Working multiple concurrent networking/transmission projects, completing objectives as per project plan and achieving milestones

Feb 2003 to June 2004

Alexander Forbes (UK) Ltd
· Responsible for all aspects of our LAN\WAN Network and Security, following FSA guidelines.  Our main finance application allows various levels of access via Intra/Extra/Internet and is currently secured with Check Point NG (Nokia 440s) and ISSs Real Secure 7 (Site Protector and Network/Server Sensors), running across a backbone of Cisco Cat 4000/5000’s and load balanced with Nortel Alteon AD3s.  

· Monitoring and diagnostics are carried out with a number of tools HP Openview NNM 7, Cisco Works 2000, MRTG, Sitescope and Solarwinds.  Remote Access is offered to users/clients via Check Point Client/Lan-2-Lan VPNs or Shiva Lanrover (dial-in/dial-out).

· Being responsible for both the Network and Telecoms infrastructure, meant being an integral part of the Continuity Planning/Disaster Recovery Team.  

· Working with both the business and our DR provider (Sungard) to make sure that all core business systems could be replicated within a 72hr time frame

Key Achievements
· Check Point upgrade from 4.1 to NG also resolving support issues, ahead of project plan and coming under budget 

· Real Secure reinstall/upgrade from 6 to 7 also resolving support issues, ahead of project plan and coming under budget (currently evaluating the effectiveness of ISS’s Security Fusion and Internet Scanner)
· Project Engineer on phone system migration from SDX/Aspect to Nortel’s Meridian/Symposium Call Center Solution with additional Eyertel Voice Recording System.  

· Involved at all levels of the project from sourcing, installation and configuration, including ongoing administration and maintenance.

· Managed project for roll out of Win2k to desktop, liaising with all parts of the business to access impact and application support.  

· Responsible for all parts of the project overseeing test-fix-test cycle, imaging solution and role out.

· Produced comprehensive Network Diagram down to port level, resulting in easier management and diagnostics

· Consolidated our Software/Hardware support contract with provider (Data Integration), resulting in one point of contact and reducing costs by 20%
· Due to the partnership with Merrill Lynch, have designed and implemented Extranet Solution to allow secure access from the Merrill Lynch network to our core applications.

· Managed Windows domain upgrade to Active Directory and migration to Windows Exchange 2k3
Key Responsibilities

· Network/Security design, process and administration

· Patching, Updates, Log Reviews, reporting for all networks, network devices and systems

· Remote access, dial-in/out, VPN

· NT4/Win2k Server support to all levels

· Management of Telecoms Systems, including design, implementation, reporting, billing

· Disaster recovery/Continuity Planning, design, implementation and 24/7 on-call to offer the business an SLA of 72hr recovery

· Additional Project Work
April 2000 to Jan 2003

Intel Corporation (UK) Ltd. – Intel Online Services 

· Network Specialist
Jan 1998 – April 2000

Intel Corporation (UK) Ltd. 
· 2/3rd Level Tech Support
Jan 1998 – April 2000
Intel Corporation (UK) Ltd. 
· 2/3rd Level Tech Support

EDUCATION
PROFESSIONAL TRAINING & CERTIFICATIONS
· Certified Information Systems Security Professional


CISSP  #100841

· Information Systems Security Management Professional


CISSP-ISSMP #100841

· Certified Information Security Manager




CISM #809764

· Certified Information Systems Auditor




CISA #399895 

· Certified in Sarbanes Oxley 





CSOX   

            (Information Technology & Internal Audit)

· BSI ISMS Lead Auditor (ISO 27001 /ISO17799/BS7799)  

· COBIT 4.1 IT Governance Foundation (IT Governance Network)

· Prince 2 Foundation

· Check Point Certified Security Engineer NG AI & 4.1


CCSE NG AI & 4.1

· Cisco (Building Scalable Cisco Internetworks)



BSCI



· Cisco (Building Cisco Multilayer Switched Networks)


BSMSN


· Sun Certified Systems Administrator (Solaris 8)



SCSA

· CompTIA Certified Linux Professional (Linux+)



CCLP
· Shiva Remote Access Professional




SRAP

· ISS Real Secure 
· Nortel Meridian 1 & Nortel Symposium (WC) Administration

LANGUAGES
English

Mother Tongue
MISCELLANEOUS
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