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BRIAN K. DONE

PRINCIPAL INFOSEC ENGINEER/INFORMATION ASSURANCE ARCHITECT

EDUCATION
Bachelors of Science in Information Systems (BSIS)
TECHNICAL TRAINING
CISSP Certified (Computer Information Systems Security Professional)
2001

GCFW Certified (SANS GIAC Certified Firewall Analyst)
Pend.

CISSP ISSEP Certified (Info. Sys. Security Engineering Professional – NSA Sponsored)
Pend.

CCSP Certified (Cisco Certified Security Professional)
2003

CSS1 Certified (Cisco Security Specialist 1)
2002

CCDP Certified (Cisco Certified Design Professional)
2001

CCNP Certified (Cisco Certified Network Professional)
2001

NSA/CNSS 4011 Cisco INFOSEC Professional
2002

NSA IAM (NSA INFOSEC Assessment Methodology)
2002

CCDA Certified (Cisco Certified Design Associate)
2001

CCNA Certified (Cisco Certified Network Associate)
1999

U.S. Army 74B MOS (Computer Information Systems Operator/Analyst)
2000

MCSE Certified (Microsoft Certified Systems Engineer)
2000

MCP+I Certified (Microsoft Certified Professional + Internet)
2000

MCP2000 Certified (Microsoft Certified Professional 2000)
2001

Security+ Certified
2003

i-Net+ Certified
2000

Network+ Certified
1999

A+ Certified
1999

SPECIAL QUALIFICATIONS

Special Qualifications include excellent communication and interpersonal skills. He has the ability to understand the ideas and mindset of senior management and take that information to the technical table for the Network and Security Engineers to implement. He has the ability to configure standard and extended access-lists to filter routed traffic. Monitor and verify selected access-lists operations on a router. Skills with IP, IPX/SPX, AppleTalk, SNA, RIP, IGRP, EIGRP, OSPF, BGP, DLsW+, X.25, WAN, LAN Ethernet. He has the ability to work with MS-DOS, Windows 3.x/95/98/2000/NT 3.51-4.0 server and workstation, including Cisco IOS’s.

HARDWARE:
Hubs, Cisco routers, Cisco switches, Cisco firewalls (PIX), network cards, CSU/DSU’s, network media, Cat-5 cable, SCSI hardware, RAM, CPU’s, motherboards, modems, hard drives, power supplies, floppy drives, Zip drives, printers, scanners, CD-ROM’s, tape backups, video cards, sound cards, etc

SOFTWARE:
Proficient in Outlook 98/2000, MS Office Professional 97/2000 (Word, Access, Excel, and PowerPoint), MS FrontPage 98/2000, MS Project 98, Internet Explorer 3-5, Word Perfect 2000, Netscape, Visio, Adobe Photo Shop, Adobe Acrobat 5.0, pcAnywhere, Network Associates Sniffer Pro, JetForm, PerFill, FormFlow, etc.

SIGNIFICANT

EQUIPMENT:
Cisco Devices (Routers, Switches, Firewalls, Hubs, etc.)

NT Servers (NT 4.0, 2000)

MS Workstations (Windows 95, 98, Me, 2000, XP)

SPECIFIC WORK/TASK EXPERIENCE
Mantech Security Technologies Corporation

August 2001 – Present

Principal InfoSec Engineer / Information Assurance Architect

8/01 – Present   Department of State, Diplomatic Security, Analysis and Cert. Division (DS/ACD)

8/01 – Present   DS/ACD/SAB - Software Analysis Branch

10/01 – Present   NASA Goddard Space Flight Center (GSFC)

4/02- Present   DS/ACD/RAP - Risk Assessment Program a.k.a. Cyber Special Programs Unit

4/02 – Present   State and Local Government / Homeland Defense Support

7/02 – Present   DoD Joint Interoperability Test Command (JITC)

10/02 – Present   Navy Submarine Warfare Systems Command

8/01 – 3/02   DS/ACD/EAB - Evaluations and Audit Branch & DS/ACD/SCB - Site Cert. Branch

Department of State, Diplomatic Security, Analysis and Certification Division (DS/ACD)

DS/ACD/SP - Special Programs

· Providing Technical Lead support for MSTC’s Information Security Services

· Covert protection, detection, prediction, reacting, and recovery from highly sophisticated cyber intruders with additional support to the cyber counter-intelligence operations

· Provided Router, Switch, Firewall and Security Architecture expertise to multiple clients at the same time

· Participated with Sandia National Labs Information Design Assurance Red Team (IDART)

· Created the first Post Router and Switch Security Standards and checklists for 256+ sites around the world supporting a 46,000 user SBU network with 1,000+ Cisco devices.

· Advisor representing DoS Diplomatic Security (DS/ACD) when working with Information Resource Management on topics such as network architecture, VPN’s, VoIP, TACACS, SecureID, configuration changes, vulnerabilities, redundant paths, etc.

· Developed Router and Switch training curriculum for DoS IV&V/C&A Analysts

· Performed domestic and international INFOSEC audits through the NIACAP and DCID 6/3 Process

· Performed IA Assessment of Las Vegas Valley Water District (LVVWD) Critical Infrastructure inc. SCADA

· Participated on MSTC’s IT Council, ManTech’s Corporate IT Council & IA Review Council

· Member of the National Association of Chief Information Officers (NASCIO) Cyber Security Committee

· Member of the Information Technology Association of America (ITAA) INFOSEC Committee

· Participated in business development efforts with ManTech Program Managers and Executives

INFOSEC/IT Courses completed at MSTC:

· Cisco Security Specialist 1 Training including four courses by Global Knowledge

· ISC2 CISSP Review Course

· Knowlegy MS1579 – Accelerated MS Windows 2000 Training for Current MCSE’s

· ISACA Computer Information Systems Auditor (CISA) course

· Penetration Testing course conducted by DoD SOUTCOM & Booz Allen Hamilton.

· ProcessMax and ProcessMax Program Manager training for SEI-CMMIII Compliancy.

· NSA INFOSEC Assessment Methodologies (IAM) course by Security Horizons.

U.S. Army 

June 1997-September 2001

Computer Information Systems Operator/Analyst (74B) & Infantryman (11B)

· Base-lining, installing, upgrading, securing and troubleshooting computers in a LAN/WAN environment

· Performed security officer responsibilities to maintain accurate account of PSD cleared individuals

· Training and Operations Supervisor; responsibilities included data processing, technical report writing, spreadsheet processing, database management and administration, LAN troubleshooting, PC troubleshooting and repair, personnel supervision and counseling, record keeping, human relations (both oral and written), unit administration, office management, operations management, maintenance and accountability…

· Documented and maintained security, troubleshooting, hardware, and software records

· Responsible for training plans and logistic operations management for 145+ soldiers

· Conducting ceremonies, memorial affairs, and special events to demonstrate the excellence of the United States Army to the world

· On order, conduct contingency operations as required

· Conduct training to develop and sustain tactically and technically competent soldiers and leaders

· Lead soldiers and Non-Commissioned Officers in a grueling, three-week initiation program into “The Old Guard” for it represents the “epitome of excellence and discipline in the Army.”

· Supervised soldiers, while performing numerous White House ceremonial missions of international significance

· Commander In Chief’s Guard – Official Escort to the President of the United States

· Attended various U.S. Army CompuSec and Networking CBT Courses along with Network+, CCNA & CCNP

Self

May 1995 – June 1997

Systems & Network Administrator / IT Implementation Board Member & Instructor

· Protecting business databases and computers from competitors and hackers inc. OK Arby’s Builder

· Instructing business owners on proper use of computers and accessories

· Built many computers for both home and business users

· Providing on-call as needed support

Memorial High School

May 1994 – June 1997

Systems & Network Administrator / IT Implementation Board Member & Instructor

· Sole Network Administrator, reported directly to the MHS Information Technology Coordinator

· Responsibilities included administration, troubleshooting, security and design of the Network

· Tracked the development of Norton Antivirus Software and tested it’s ability to identify new viruses

· Member of the Technology Board for the advancement and placement of “Computers in the classroom”

· Volunteered hundreds of hours of time solving technical problems and questions developed with having computers in the classroom

Tulsa BBS Community

January 1990 – October 1994

Bulletin Board System (BBS) Operator / Administrator / Security Verifier

· Administered local BBS to allow FTP, newsgroup and Email Internet access (through Black Gold BBS, with full time connection through UUNet East Coast)

· Protected the security of personal BBS and others’ throughout the Tulsa BBS community (including penetration testing and review of security controls)

LANGUAGES: None

GEOGRAPHICAL EXPERIENCES: S    outh America

REGISTRATIONS/CERTIFICATES/LICENSES:
CISSP Certified (Certified Info. Systems Security Professional), ISC2 CBK Course TechTrain, VA

· Testing Security Management Practices, Security Architecture and Models, Access Control Systems & Methodology, Application Development Security, Operations Security , Physical Security, Cryptography, Telecommunications, Network, & Internet Security, Business Continuity Planning, Law, Investigations, & Ethics.

CCSP (Cisco Certified Security Professional) Self Study

· One test completed for certification besides attaining the CSS1 certification

· Testing the knowledge and skills needed to use and implement the principles and axioms presented in the SAFE Small, Midsize, and Remote (SMR) end-to-end solution. The test includes material on IOS routers, PIX Firewalls, VPN Concentrators, Cisco IDS Sensors, Cisco Host IDS, and the Cisco VPN Client. The test also included security fundamentals, architectural overview, Cisco Security Portfolio, SAFE Small Network Design, SAFE Medium Network Design and SAFE Remote-User Network Implementation.

GCFW (SANS GIAC Certified Firewall Analyst) Training, SANS Local Mentoring Bethesda, MD

· Currently attending

· Course covers IP Stimulus/Response and Fragmentation, Complex IP Transports and Services, TCPdump, WINdump, Ethereal and other sniffers, Business Needs vs. Security, Static Packet Filtering, Stateful Packet Filtering and Inspection, Proxies, In-depth Coverage of Popular Firewall Products, Implementing Security with Cisco Routers, Intrusion Detection, Centralized Logging, Firewall Log File Analysis, Log File Alerting, IPSec, SSL, SSH, Designing a Secure Perimeter, “Cool Tools”, and Network and Host Based Auditing

CISSP ISSEP (ISC2 Information Systems Security Engineering Professional – NSA Sponsored) Vienna, VA

· Currently attending

· Material developed by joint effort between ISC2 and National Security Agency/Information Assurance Directorate (NSA/IAD). The material focuses on the unique information security needs of federal government agencies.

CSS1 (Cisco Security Specialist 1) Global Knowledge, NJ

· Four tests completed for certification besides having an active CCNA certification

· Testing Managing Cisco Network Security (MCNS) material including, Identifying network security threats, Securing remote dial-in access using CiscoSecure ACS and Cisco IOS AAA software features, Protecting Internet access using a Cisco perimeter router and a PIX Firewall, Implementing a secure VPN using IP Security features in Cisco IOS software and hardware, Managing Cisco Network Security, Evaluating Network Security Threats (a.k.a. Know Your Enemies), Securing Network Access with CiscoSecure ACS, Configuring the Network Access Server for AAA Security, Configuring a Cisco Perimeter Router, Configuring the Cisco IOS Firewall, 

· Testing PIX Firewall Basics material including, Configuring Access Through the PIX Firewall, Configuring Multiple Interfaces and AAA, Configuring Advanced Features, Understanding Cisco IOS IPSec Support, Configuring Cisco IOS IKE & IPSec, Scaling Cisco IPSec Networks, Configuring the Cisco VPN Client, Lab Pod Diagrams, Configuring Standard and Extended Access Lists, Evaluating a Network Security Policy, 

· Testing Cisco Secure PIX Firewall Advanced (CSPFA) material including, Identifying PIX Firewall features, models, components and benefits, Describing PIX Firewall installation procedures, Upgrading software images, Configuring inbound and outbound access through the PIX Firewall, Configuring multiple interfaces on the PIX Firewall, Configuring the PIX Firewall as a DHCP server, Configuring the PIX Firewall as a DHCP client, Configuring the PIX Firewall to send messages to a syslog server, Performing password recovery, Configuring access control and content filtering on the PIX Firewall, Configuring special protocol handling on the PIX Firewall, Configuring attack guards and SSH, Configuring AAA on the PIX Firewall, Configuring and test failover using the PIX Firewall, Configuring the IDS feature set, Configuring a site-to-site VPN utilizing the PIX Firewall, Configuring a VPN Client-to-PIX Firewall VPN, Installing PIX Device Manager and use it to configure the PIX Firewall, Testingt and verify PIX Firewall operations, Configuring Cisco IOS Firewall Context-based Access Control

· Testing Cisco Secure Intrusion Detection System V2.1 (CSIDS 2.1) material including, Installing and configure Cisco Secure Policy Manager (CSPM) and the CIDS Sensor in multiple network configurations, Using CSPM to centrally manage and configure multiple Sensors, Configuring the CIDS Sensor to detect, respond to, and report intrusion activity, Using CSPM to translate intrusion data into intuitive and effective graphical displays, Using the CIDS 's Network Security Database (NSDB) to view signature and network security vulnerability information, Developing and implement customized intrusion detection signatures to respond to intrusion attempts, Configuring the CIDS Sensor in Device Management mode to interface with a Cisco IOS router to stop network attacks, Configuring the Catalyst 6000 IDS Module (IDSM) and the Catalyst 6000 series switches to perform intrusion detection in multiple VLANs, Using CSPM to generate e-mail notifications when an intrusion is detected, Using CSPM to generate IDS alarm reports

· Testing Cisco Secure  VPN’s- Virtual Private Networks (CSVPN) material including, Identifying the features, functions, and benefits of Cisco VPN products, Identifying the component technologies that are implemented in Cisco VPN products, Installing and configure the Cisco VPN 3000 Concentrator version 3.1 for client-to-LAN operations, Installing and configure the Cisco VPN 3.1 Software Client for remote access operations with a Cisco VPN 3000 Concentrator version 3.1, Installing and configure the Cisco VPN 3002 Hardware Client for remote access operations with a Cisco VPN 3000 Concentrator version 3.1, Installing and configure the Cisco VPN 3000 Concentrator version 3.1 for LAN-to-LAN operations, Identifying the procedure steps and commands required to configure and test IPSec in Cisco IOS software, Identifying the procedure steps and commands required to configure and test IPSec in the PIX Firewall, Configuring and verify IPSec in Cisco integrated VPN software on Cisco routers, Configuring and verify IPSec in the Cisco PIX Firewall.

CISA (Computer Information Systems Auditor) Certification Course ISACA Regional Chapter, DC

· Material covering Management, Planning, and Organization of IS, Technical Infrastructure and Operational Practices, Protection of Information Assets, Disaster Recovery and Business Continuity, Business Application Systems Development, Acquisition, Implementation, and Maintenance, Business Process Evaluation and Risk Management

CCDP Certified (Cisco Certified Design Professional), Self-Study

· One Test completed for certification besides CCNA, CCDA and CCDP certifications

· Testing Cisco Internetwork Design (CID) material including, Design Overview, Hierarchical Design Campus LAN Design, Campus LAN Overview, Campus LAN Technology, Campus LAN Design Models TCP/IP Network Design, TCP/IP Design Overview, TCP/IP Addressing Design, Routing Protocol Design, OSPF Design, IGRP/EIGRP Design Desktop Protocol Design, Desktop Design Overview, IPX and AppleTalk Design, Windows Networking Design WAN Design, WAN Design Overview, Dedicated Line Design, Frame Relay and X.25 Design, Remote Access Design, ATM/SMDS Design, WAN Design with Backbone Switches SNA Design, SNA Design Overview

CCDA Certified (Cisco Certified Design Associate), Self-Study

· One test completed for certification besides CCNA Certification

· Testing Designing Cisco Networks (DCN) material including, Determining the customers' requirements for network performance, security, capacity, and scalability by characterizing the existing network and extracting new customer requirements, Designing a network structure that meets the customers' requirements for network performance, security, capacity, and scalability, Identifying how to build a prototype that proves the network design meets the customers' requirements for performance, security, capacity, and scalability, Assembling Cisco product lines into an end-to-end networking solution, Characterizing the Existing Network, Extracting New Customer Requirements, Designing the Topology, Provisioning Hardware and Media for the LAN, Provisioning Hardware and Media for the WAN, Designing a Network-Layer Addressing and Naming Model, Selecting Routing and Bridging Protocols, Provisioning Software Features, Selecting a Network Management Strategy, Writing a Design Document, Validating the Network Design 

CCNP Certified (Cisco Certified Network Professional), LCT, Springfield, VA

· Four tests completed for certification besides CCNA Certification

· Testing Building Scalable Cisco Networks (BSCN) material including, Extend IP addresses, using VLSM and route summarization, Configuring OSPF, EIGRP, and BGP, Controling network activity using access list-based features, Redistributing routes between different routing protocols such as RIP, IGRP, EIGRP, and OSPF, Configuring Cisco routers with Ethernet LAN and serial WAN interfaces, Routing Principles, Extending IP Addresses, Configuring OSPF in a Single Area, Interconnecting Multiple OSPF Areas, Configuring Enhanced EIGRP, Configuring Basic Border Gateway Protocol, Implementing BGP in Scalable Networks, Optimizing Routing Update Operation

· Building Cisco Multilayer Switched Networks (BCMSN) material including, Given a campus design that includes multilayer switching over Fast Ethernet, deploy the required Cisco products and services that enable connectivity and traffic transport, Implement the necessary services at each layer of the network to all users to obtain membership in multicast groups in a working multilayer switched network, Given a working multilayer switched network, control network traffic by implementing the necessary admission policy at each layer of the network topology, Building a Campus Network, Defining Common Workgroups, Managing Redundant Links, InterVLAN Routing, Managing Network Traffic, Configuring HSRP for a Fault-Tolerant Routing, Multicast Overview, Configuring IP Multicast, Controlling Access to the Campus Network, 

· Testing Building Cisco Remote Access Networks (BCRAN) material including, Identifying the appropriate Cisco products for a given set of WAN technology requirements, including permanent or dialup access between a central site, branch offices, and telecommuters, When given a set of WAN topologies and specifications, assemble and configure Cisco equipment to establish appropriate WAN connections, Enabling protocols and technologies that allow traffic flow between multiple sites, while minimizing the amount of overhead traffic on each connection, Implementing quality of service capabilities to ensure that mission critical applications receive the required bandwidth within a given WAN topology, Within a given WAN topology, implement applicable access control measures to allow desired access into the network, When given a WAN topology, ensure proper connectivity using Cisco product features to troubleshoot device protocols and technologies, Selecting Cisco Products for Remote Connections, Assembling and Cabling the WAN Components, Configuring Asynchronous Connections with Modems, Accessing the Central Site in the Windows environment, Configuring PPP and Controlling Network Access with PAP and CHAP, Using ISDN and DDR Technologies to Enhance Remote Connectivity, Optimizing Use of DDR Interfaces, Configuring a Cisco 700 Series Router, Using X.25 for Remote Access, Establishing a Dedicated Frame Relay Connection and Controlling, Traffic Flow, Enabling a Backup to the Permanent Connection, Managing Network Performance with Queuing and Compression, Scaling IP Addresses with NAT and PAT, Using AAA to Scale Access Control in an Expanding Network, Troubleshooting the Remote Access Network 

· Testing Cisco Internetwork Troubleshooting (CIT) material including, Using an efficient problem-solving method when troubleshooting and documenting internetwork problems, Identifying and apply generic and Cisco-specific troubleshooting tools on Cisco routers and switches, Analyzing and troubleshoot problems in the following environments, Campus TCP/IP, Novell IPX, Catalyst switches, VLANs on routers and switches, Frame Relay, ISDN BRI, Troubleshooting Processes, Routing and Routed Protocol Troubleshooting, Campus Switch and VLAN Troubleshooting, WAN Troubleshooting

CCNA Certified (Cisco Certified Network Associate), LCT, Springfield, VA

· Testing Identify the major components of the network system, Examining the primary types and use of network cabling, Comparing the functions or usage of a local area network (LAN) versus wide area network (WAN), Describing the standard topologies and the advantages and disadvantages of each, Discussing the functions of each of the seven layers of the OSI reference model, Describing the basic process of communication between the layers of the OSI reference model, Defining the major network access methods and outline the key features of each, Describing the functions and features of devises used at Layers One, Two and Three of the OSI model, Explaining the significance of each of the following to the following to a network system: IP addresses and classes and reserved address space, Identifying and described common routed and routing protocols

MCP 2000 Certified (Microsoft Certified Professional), Knowlogy  & Self Study

· Completed 70-210 and 70-215 tests

· Testing Windows 2000 Professional material including, Installing Windows 2000 Professional, Implementing and Conducting Administration of Resources, Implementing, Managing, and Troubleshooting Hardware Devices and Drivers, Monitoring and Optimizing System Performance and Reliability, Configuring and Troubleshooting the Desktop Environment, Implementing, Managing, and Troubleshooting Network Protocols and Services, Implementing, Monitoring, and Troubleshooting Security

· Testing Windows 2000 Server material including, Installing Windows 2000 Server, Installing, Configuring, and Troubleshooting Access to Resources, Managing, Monitoring, and Optimizing System Performance, Reliability, and Availability, Managing, Configuring, and Troubleshooting Storage Use, Configuring and Troubleshooting Windows 2000 Network Connections, Implementing, Monitoring, and Troubleshooting Security

Tests needed to complete MCSE 2000 Certification
· 70-216 Testing Windows 2000 Network Infrastructure material including Installing, Configuring, Managing, Monitoring, and Troubleshooting DNS in a Windows 2000 Network Infrastructure, Installing, Configuring, Managing, Monitoring, and Troubleshooting DHCP in a Windows 200 Network Infrastructure, Configuring, Managing, Monitoring, and Troubleshooting Remote Access in a Windows 2000 Network Infrastructure, Installing, Configuring, Managing, Monitoring, and Troubleshooting Network Protocols in a Windows 2000 Network Infrastructure, Installing, Configuring, Managing, Monitoring, and Troubleshooting WINS in a Windows 2000 Network Infrastructure, Installing Configuring, Managing, Monitoring, and Troubleshooting IP Routing in a Windows 2000 Network Infrastructure, Installing, Configuring, and Troubleshooting Network Address Translation (NAT), Installing, Configuring, Managing, Monitoring, and Troubleshooting Certificate Services

· 70-217 Testing Windows 2000 Directory Services Implementation material including Installing, Configuring, and Troubleshooting the components of Active Directory, Installing, Configuring, Managing, Monitoring, and Troubleshooting DNS for Active Directory, Installing, Configuring, Managing, Monitoring, Optimizing, and Troubleshooting change and Configuration Management, Managing, Monitoring, and Optimizing the Components of Active Directory, Configuring, Managing, Monitoring, and Troubleshooting Active Directory Security Solutions

· 70-220 Testing Designing Security for Windows 2000 Network material including, Analyzing Business Requirements, Analyzing Technical Requirements, Analyzing Security Requirements, Designing a Windows 2000 Security Solution, Designing a Security Solution for Access Between Networks, Designing Security for Communication Channels, Designing Windows 2000 Network Infrastructure, Analyzing Business Requirements, Analyzing Technical Requirements, Designing a Windows 2000 Network Infrastructure, Designing for Internet Connectivity, Designing a Wide Area Network Infrastructure, Designing a Management and Implementation Strategy for Windows 2000 Networking

MCSE 4.0 Certified (Microsoft Certified Systems Engineer), Self-Study

· Completed 70-058, 70-059, 70-67, 70-68, 70-073, and 70-087 tests

· Testing NT Server material including, Planning an NT Server Installation, Installing Windows NT Server 4.0, Domains and Trust Relationships, Managing and Configuring Domains, Partitions and File Systems, Windows NT Server 4.0 Security, Network Management with NT Server, Using TCP/IP with NT Server 4.0, Connecting to NetWare Servers, Integrating Windows 95 and Other Clients, Remote Access Service (RAS), Synchronization and Replication, Internet Information Server (IIS), Integrating Macintosh Clients, Printing with Windows NT Server, Disaster Planning and Recovery, Monitoring, Supporting Your Windows NT Network

· Testing NT 4.0 Workstation material including, Installing Windows NT Workstation 4.0, Configuring Windows NT Workstation 4.0, Managing Domains, Users, and Groups, File System Support, Understanding Windows NT 4.0 Security, Understanding Windows NT Networking, Installing and Configure TCP/IP, Connecting to NetWare Servers, Remote Access Service (RAS) and Dial Up Networking (DUN), Workgroups and Domains, Printing, Configuring and Support Applications, Performance Tuning, Booting, Troubleshooting, and Service Packs

· Also including NT 4.0 Server in the Enterprise, Microsoft Windows 98, Network Essentials, Internetworking with Microsoft TCP/IP on MS Windows NT 4.0, Implementing and Supporting MS Internet Information Server (IIS) tests

ProcessMax & ProcessMax Program ManagerTraining CMM/SEI Level III
· Training includes Software Capability Maturity Model (SW-CMM) using Software Capability Evaluation Method (SCEM), Management, Development, Engineering, as well as QA and Documentation, Proper documentation throughout the software development lifecycle, Level 3 Development is the highest level of software design

Security+ Certified, Self-Study

· Testing for security knowledge mastery of on-the-job networking experience, with emphasis on security. The exam covers industry wide topics including communication security, infrastructure security, cryptography, access control, authentication, external attack and operational and organization security.

i-Net+ Certified, Self-Study

· Testing I-Net Basics, I-Net Clients, Development, Networking, I-Net Security, and Business Concepts

Network+ Certified, ICTS/Northern Virginia Community College, Alexandria, VA

· Testing Media & Topologies, Protocols & Standards, Network Implementation, and Network Support

A+ Certified, Self-Study

· Testing Installation, Configuration and Upgrading of Computers, Diagnosing and Troubleshooting of Computers, Preventive Maintenance of Computers, Motherboard/Processors/Memory, Printers, Basic Networking, and OS Fundamentals

PROFESSIONAL MEMBERSHIPS/LICENSES

(ISC)² (International Information Systems Security Certification Consortium, Inc.)

ISACA (The Information Systems Audit and Control Association & Foundation)

NASCIO Cyber Security Committee

ITAA InfoSec Committee

AWARDS AND HONORS

August 2003 ManTech PIP (Performance Incentive Plan) Bonus award.

January 2001 ManTech PIP (Performance Incentive Plan) Bonus award.

July 17, 2000 Awarded 74B MOS (Computer Information Systems Operator/Analyst Military Occupational Specialty). U.S. Army Training for this course is 552 hours in length, waived because of course work completed on own time and finances. No Infantry soldier had done this before or since.

· http://www.gordon.army.mil/sit/sit/INFOSYS.htm and http://www.gordon.army.mil/sit/sit/74b.htm
Promoted ahead of peers, received awards and medals for continuous superior performance and good conduct.

Assisted in the planning and transition to a “computerized Army” for my unit with the mission of creating a more advanced logistical and record keeping system.

CITIZENSHIP:         U.S. Citizen

SECURITY CLEARANCE:
Active DoS Top Secret – Crypto Access/SCI (TS/SCI+)

Active DoD Top Secret

Eligible for Special Access Programs

TS/SCI PSD 1998-2001 
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