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BRIAN K. ERWIN

SENIOR COMPUTER SYSTEMS ANALYST

EDUCATION

Bachelor of Arts, Economics, UNC-Charlotte





1988

Master of Arts Candidate, Security Policy Studies, George Washington University
    1989-1991


Elliott School of International Affairs, 18 hrs

TECHNICAL TRAINING

Advanced Fire Wall-1 Management (CCSE), Version 2000, Fiderus, Inc. (2 days)

2001

Introduction to Fire Wall-1 Management (CCSA), Version 2000, Fiderus, Inc. (2 days)
2001

Intrusion Detection Systems, Veridian Information Systems (3 days)


2000

Network Attack and Defend, Veridian Information Systems (5 days)


2000

Intrusion Detection In-Depth, SANS Institute (4 days)




2000

Introduction to Windows NT 4.0 Security, Trident Data Systems (1 day)


2000

The Dark Side of Social Engineering 2000, Trident Data Systems (1 day)


2000

Intermed Cisco Router Configuration and Management, Trident Data Systems (3 days)
1999

Advanced Fire Wall-1 Management (CCSE), Version 4.0, Trident Data Systems (2 days)
1999

Intro to Fire Wall-1 Management (CCSA), Version 4.0, Trident Data Systems (2 days)
1999

Networks and Networking for Agents -NIPC 103, Sytex, Inc. (5 days)


1998

Information Technology - UNIX, The George Washington University (6 months)

1998

Microsoft Certified Professional - Windows NT 4.0 Server, Self (1 month)


1997

SAFE, Atlantic Intelligence Command (USN) (2 days)




1997

Introduction to USACOM IDHS, Atlantic Intelligence Command (USN) (1 day)

1997

JDISS Operator Course, Atlantic Intelligence Command (USN) (2 days)


1997

SAFE, Atlantic Intelligence Command (USN) (2 days)




1997

Interagency Operations Security Practitioner Course, OP-380, IOSS/NSA (2 days)
1996

Interagency Operations Security Fundamentals Course, OP-300, IOSS/NSA (2 days)
1996

Practical Intelligence Course, Advanced Airlift Tactics Training Center (USAF) (5 days)
1996

Tactical Deception Course, USAF ( 3 days)






1993

Intelligence Applications Officer Course, USAF ( 6 months)



1992

Latin American Orientation Course, USAF ( 5 days)





1992

Fundamentals of Intelligence Course, USAF ( 380 hours)




1991

HARDWARE:
Personal Computers - Tower, 1 & 2 U, Router – Cisco, 

Switch - Cisco

SOFTWARE:

· Applications - De-encryption: Crack 5.0 , L0phtCrack, John the Ripper

· Applications - Encryption: PGP, Secure Copy, Secure Shell, Putty, PSCP

· Applications - Forensics Tools: DD, MD5SUM, strings

· Applications - Firewalls: Checkpoint Firewall-1 4.0 & 2000, Raptor Firewall 5.0 & 6.x, IPTABLES v1.2.6

· Applications - Misc Security: Anti-sniff, Hunt, Wipe, Zap, lcrzoex

· Applications - Network Traffic Analysis: BING

· Operating Systems: MS Windows 9x & NT 4.0, SuSE Linux 6.x & 7.x, Red Hat Linux 6.x; Sun Solaris 2.6

· Applications - Packet Analyzers:  Ethereal, TCPdump, snoop & Sniffer Pro

· Applications - Packet Generators: HPING2, NMAP, ICMPush, Icmpquery, Netcat, Firewalk, ICMPenum

· Applications - Scanners: NMAP, ISS, SARA, Nessus, exscan, strobe, udpscan

· Applications - Servers: Apache 1.3.x, IIS 4.0, ServU-FTP

· Applications - Intrusion Detection Systems: Shadow, Snort and SessionWall-3, Portsentry

SIGNIFICANT EQUIPMENT:
None

SPECIFIC WORK/TASK EXPERIENCE
Mantech Security Technologies Corporation

March 2002 – Present

Senior Computer Systems Analyst

Ticom, Inc. (Contract Support Facilities)

August 2001-March 2002

Network Security Engineer. Installed, configured and operated two Snort Intrusion Detection Systems on company-owned, unclassified networks to include writing rules to alert on areas of concern identified during my analysis of TCPdump captures.  Wrote TCPdump filter rules to identify potential hostile Internet activity.  Provided security guidance for eleven classified networks.  Coordinate with management and FW administrator to ensure proactive protection of networks and government/proprietary information.  Identified and secured vulnerabilities in Cisco Router using NMAP, HPING2, and Netcat.  Led team in successful preparation for customer security assessment of SCIF.

Sprint, Inc.

April 2001 - August 2001

Sole Risk Manager assigned to a major division of Sprint.  Provided security risk management and system/service security assessments.  Conducted an in-depth analysis of a proposed service/product that would be introduced to the core network.  Through frequent technical discussions with vendor engineers and review of technical data, I analyzed the required protocols and mapped expected data traffic flows and provided a 24-page report with recommendations to facilitate risk mitigation by management.  Provided security advice and service to lead engineers, directors, and  junior Risk Managers within Sprint Corporate Security.

Fiderus Strategic Security & Privacy Services

August 2000 - March 2001

Information Security Consultant. Security Consultant and member of the Penetration Test Team of a start-up consulting service. Provided Certification Testing & Accreditation support to a major USG contract by developing test procedures for firewall policies as well as for other COTS applications in accordance with Department of Defense security policies and procedures. Developed methodology and selected tools for network reconnaissance.  Performed network reconnaissance for a large multinational corporation to identify all open source information as well as leakage from the customers networks.  Provided business development support by leading a successful effort to become an approved subcontractor to EDS on a major Information Security contract.  Continued business development support by researching the requirements for and creating a plan to receive an FCL certification to support classified efforts.

Trident Data Systems / Veridian Information Systems

August 1999 - August 2000

Network Security Engineer/Analyst. Intrusion Analyst on a Department of Defense program at the National Infrastructure Protection Center (NIPC).  Provided computer log and tool analysis support to FBI and NIPC computer crime special agents.  Researched and evaluated Computer Network Attack (CNA) & Computer Network Defense (CND) databases and data sources within the U.S. Department of Defense (DOD) and the national intelligence community, and common CNA/CND tools and analyst-support tools.   Provided INFOSEC technical assistance to Trident’s Business Development Team working on the Navy Marine Corps Intranet and the DISA I-Assure programs.  Tracked the hacker/cracker community, reviewed types of attacks, and advised management.  Tested and evaluated COTS and Open-Source applications, and analyzed target data and logging responses to various NMAP and ISS scans under different conditions.   Conducted limited penetration testing and network analysis for two USG clients.

Electronic Data Systems, Inc.

April 1999 - August 1999

Information Assurance Team Lead/Network Operations Security Center IA Technician. Information Assurance team lead and Network Operations Security Center information assurance technician for the Air National Guard Readiness Center (ANGRC) on Andrews Air Force Base.  As NOSC IA technician, provided ad-hoc information assurance guidance and technical support to 93 Air National Guard units nationwide.  Conducted initial investigations into suspected hostile activities, performed log analysis, advised units on DOD, Air Force and Air National Guard computer security policies, and reviewed and complied with Air Force requirements.  As ANGRC IA team lead, was firewall administrator, troubleshot LAN and WAN connectivity problems through a Raptor 5.0 firewall, conducted vulnerability assessments, developed solutions to connectivity problems encountered by using offices, and investigated security infractions.

Sytex Intelligence & Security Systems Group

January 1999 - April 1999

Senior Associate 2. Provided technical assistance to senior security instructors and students in the Networks and Networking for Agents (NIPC-103) course at the FBI Academy as well as for other USG customers at selected locations.

U.S. Air Force (Reserve)

Intelligence Officer
· Defense Intelligence Agency
     January 1997 - December 1999


Provided analytical support to the Defense Intelligence Agency’s Computer Threat office (TWI-3). Also 
handled taskings from Department of Defense field units and the Pentagon’s Joint Task Force Computer 
Network Defense.  Provided extended support to Balkin War effort.  Frequent active duty long tours.  
Retired December 1999 as a Captain.

· Pope AFB, NC 

     June 1997 - December 1997


Acting Officer-in-Charge of the intelligence section of the 40th Operations Support Squadron.  Provided 
intelligence support for the validation of the the 82nd Airborne Division Rapid Deployment Force.  
Supervised three intelligence officers and four intelligence technicians. Active duty long tour.

· Andrews AFB, MD / Charleston AFB, SC (Regular Reserve)

     July 1991 - June 1997

· US Support Group Haiti 
     January 1997 - April 1997


Deputy J2 for the US Support Group in Port-au-Prince Haiti.  Supervised night shift activities of 
intelligence office.  J2 representative to UN meetings and briefings.  Supervised one to five naval and 
army personnel. Active duty long tour.

SI Security, Inc.

January 1995 - January 1997

General Manager. Performed all legal aspects for incorporation and licensing by state regulatory board of a start-up guard and patrol company.  Handled all financial duties to include payroll, taxes, and fees.  Conducted employment interviews of security candidates.  Developed all personnel policies and procedures. Negotiated all business contracts.  Managed all day-to-day activities for a 12-person physical security company.

LANGUAGES:        None

GEOGRAPHICAL EXPERIENCES         None

REGISTRATIONS/CERTIFICATES/LICENSES 
Microsoft Certified Professional - Windows NT 4.0 Server

PROFESSIONAL MEMBERSHIPS/LICENSES
Incident Handler - SANS Institute

CITIZENSHIP:        U.S. Citizen

SECURITY CLEARANCE:
Top Secret (PR May 1988) / Eligible for SCI / CI Polygraph (June 2000)
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