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DAVID SUN

SENIOR SYSTEMS ANALYST
EDUCATION
Bachelor of Science Candidate, Computer Studies, University of Maryland, 95 credits,
 2003

TECHNICAL TRAINING

System Admin / Network Manager Security Course, Army Reserve Readiness 

Training Center – Ft. McCoy, WI, 2 weeks,






 2002

Computer Network Defense Course, Army Reserve Readiness Training Center 

 Ft. McCoy, WI, 2 weeks,

 






 2002

Cisco Certified Network Associate (CCNA), Global Knowledge, VA, 2 weeks 

 2001

Microsoft Certified Systems Engineer, Delta Microsystems Inc., Rockville MD, 

 1999

SPECIAL QUALIFICATIONS

Experience of over five-plus years of comprehensive IT security, engineering and technical support experience in the following areas:

· IT security policy assessment, planning, development, awareness training, tracking, and enforcement (2 + years)

· IT systems and infrastructure security assessment, design, development, implementation, testing, certification and accreditation (1.5 + years)

· Assessments and analysis of numerous mission critical applications and their supporting end-to-end IT infrastructures and processes (5 + years)

· Network Operations Center (NOC) management supporting a network infrastructure.  Developed standard procedures and configuration management system for the infrastructure managed (1.5 years)  

· In-depth, hands-on knowledge of LAN/WAN technology complemented by experience as a programmer/analyst supporting mainframe and client-server based, high-volume, image processing and distribution systems (5 + years)

HARDWARE:
Compaq Servers, Dell Servers, NAS systems, Robotic tape libraries, DLT/8mm tape drives, Cisco Routers / Switches, 3Com Switches, server racks, Ethernet equipment, Token Ring equipment.

SOFTWARE:
Operating Systems


Applications
MS-DOS



MS-Office 9x / 2000

Windows 3.xx



Lotus Notes 4.5

Windows9X



Seagate/Veritas Backup Exec


Windows NT Workstation

Veritas Netbackup v3.4G Enterprise 

Windows NT Server 4.0

Norton System Center

Windows 2000 workstation

Norton Anti-virus Enterprise Edition

Windows 2000 server


Sitescope

Cisco IOS



WhatsUp Gold

Trend Micro Anti-Virus








Networks Netmonitor








Diamondlink UPS monitor








NIDS (Real Secure / Snort)









Exchange 5.5








Norton Ghost









Visio

SPECIFIC WORK/TASK EXPERIENCE

Mantech Security Technologies Corporation (MSTC)

January 2002 to current

Principle Engineer for Critical Infrastructure / Information Assurance Protection: Responsible as the principle technical lead for the Critical Infrastructure Protection Team (CIPT).  Guided by federal legislation, provided technical expertise in developing, analyzing and reporting of Vulnerability Assessments and Risk Analysis for the U.S. Department of State (DoS) and it’s information infrastructure.  Assisted CIPT in developing policy and procedures used for supporting accepted VAR methodology.  Assisted in developing DoS procedures guided under single DoS umbrella intended for standardization of methods, reporting, remediation, mitigation and compliance.  Critical Infrastructure Protection program development.  Responsible for developing Information Assurance (IA) portion of CIP program.  Performed high level Vulnerability Assessments and Risk Analysis for bureau of Diplomatic Security.

Cencor / Andrulis Corporation

November 2001 to January 2002

Infosec Engineer: Provided information system security test and evaluation (ST&E) support services for the Internal Revenue Service (IRS) nationwide Modernization Program Information Systems Certification Program Office (U.S. Treasury Dept.).  The ST&E program contributes to an agency-wide objective of achieving C2 compliance and certification.  Technical lead on assigned Internal Revenue Service (IRS) information systems, supporting the IRS’ Information Systems Security Certification Program Office with the Certification and Accreditation (C&A) of IRS’s mission critical applications and their supporting infrastructures.  Developed test plans, test scenarios, and executed testing of assigned IRS systems and services working with departmental, cross-functional and external teams.  Evaluated the logical and systematic conversion of customer or product requirements into total security systems solutions that acknowledge technical, schedule, and cost constraints. Perform technical planning, system integration, verification and validation, cost and risk, and supportability and effectiveness analyses for IRS systems.  Designed, developed and deployed Security Test Program Sets and Security Test Equipment used for the integration and acceptance testing of IRS Systems.  Resolved test and system level problems through research and coordination.  Researched specialized information security knowledge to devise new security test techniques.  Research and maintain proficiency in open and closed source computer exploitation tools, techniques, procedures and trends for further analysis.  Perform functional testing of open source attack scripts or exploit codes and conduct validation testing for hidden or malicious characteristics.  Developed Certification and Accreditation Documentation, including Security Concept of Operations, Security Policy & Procedures, System Security Authorization Agreement, Security Awareness and Training Education Plans, Security Incident Response Plan, Contingency of Operations Plan.  Prepare Risk Mitigation Plans, Risk Analyses and System Security Authorization Agreements.

Computing Analysis Corporation / RS Information Sys.

October 2000 to November 2001

Network Operations Center Manager: Network Operations Center Manager for DARPA (Defense Advanced Research Project Agency) providing support to over 700 end users.  Responsible for hiring and maintaining a team of 13 technical analysts with the responsibility for providing monitoring and maintenance for over 60+ servers consisting of NT 4.0, Windows 2000, Sun Solaris (Unix) platforms installed on Sun, Dell and Compaq boxes.  Directly responsible for backup of all servers within the enterprise environment as the Veritas Netbackup Enterprise backup system administrator.   Developed and maintained NOC specific polices and procedures for all systems and responsibilities.  Tools used for monitoring the network infrastructure: Networks Netmonitor, WhatsUP Gold, SiteScope, Firewall-1, Exchange Administrator monitor, Netsight Element Manager, Diamondlink UPS monitor and Mailcheck\Mailpoller.  Responsible for generating metrics reporting for all aspects of network infrastructure.

Symvionics, Inc.

November 1998 to March 2000

Network Engineer: Technical Team Lead for remote detachment of DOD’s Naval Facilities Engineering Service Center East Coast Detachment. Command detachment consisted of over 100 users.  Full responsibility, including control of all aspects of daily operations and management of mission critical NT 4.0 platform LAN and WAN Enterprise connected to the West Coast Command.  Responsible for all local NT 4.0 servers within the local Command including testing and installation of production side servers, maintenance, organization, connectivity to the rest of the Navy’s Command, security, etc.  Responsible for planning and support, of Local Exchange Server 5.5 site along with Navy wide sites among DoD Exchange organization consisting of over 100 different sites located throughout the world.  Exchange specific duties included all aspects of maintenance including proactive performance and load monitoring, connectivity, virus protection, backups, Outlook Web access via IIS, Outlook Client, etc. Provided support for users of heterogeneous LAN via Helpdesk requests.  Developed system of documentation where none had been established previously.  Established and managed effective systems for help desk requests and task documenting.  Generate monthly statistical reports.  Report directly to Director of IT, located at Corporate Headquarters on status, recommendations and new technology implemented under my discretion.  

Advanced Technology Systems
May 1998 to November 1998

Programmer Analyst: Assigned lead on major projects and tasks ranging from planning and implementation of large-scale Technical training seminars to creation of standardized mobile operating system images for the Department of Housing and Urban Development.  Analyst and Technical Liaison for Secretary Cuomo's Community Builders Project Support Staff.  Provided 3rd tier support to over 600 users nation wide and to their local IT Staffs.  Provide software, hardware, laptop and network configuration solutions for all regions as a final tier of support.  Provide HUD Headquarters with Image/Registry Editing and Universal Configurations for the "Community Builder" Mobile Laptops.  Acted as Liaison for large-scale training seminars for Community Builders from across the nation between the ATS instructors and the HUD representatives. Provided hands on training for all facets of applications, software and hardware support to technically prepare Community Builders out in the field.  Install, configure and administered Windows95 clients, NT Workstations and NT Servers.

Delta Microsystems, Inc.
November 1997 to October 1998

Network Support Staff / Instructor: Instructor for computer technical training in client/server environments as well as Windows 95, Hardware and DOS.  Technical support consisting of hardware and software. General troubleshooting and support. Design and implementation of NT based LANs.

LANGUAGES:        Chinese, Familiar

GEOGRAPHICAL EXPERIENCES       None

REGISTRATIONS/CERTIFICATES/LICENSES 
Microsoft Certified Systems Engineer

Cisco Certified Network Associate

CITIZENSHIP:        U.S. Citizen 

SECURITY CLEARANCE:
Secret (S)

Interim Top Secret (TS) / Eligible for Special Access or TS/SCI
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