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GEOFFREY THOMAS JAMES


Date of Birth: 
26 Nov 1952








Nationality:   
British 




Security Clearance:  
Current SC held by MoD DVA  (valid until Nov 2012)

TRAINING & QUALIFICATIONS
Education:
Dauntseys School, Devizes, Wilts
12 GCE "O" Levels; 4 GCE "A" Levels


University of Salford (Manchester) 
BSc in Physics (Upper 2nd Class Hons)


Royal Air Force College, Cranwell. 
Graduate RAF Engineering Training
I have also received formal training in Leadership, Engineering Management, Computer Programming, Systems Analysis, Software Quality Assurance, Structured Methodologies (SSADM, YOURDON), Instructional Techniques, Relational Databases, Ethernet Networks, Formal Methods (Z), Sales & Account Management, Financing & Forecasting and Staff skills, as well as familiarisation training on individual systems, programming techniques & languages.

SKILLS/TECHNIQUES

Technical Estates Management

Engineering/Project Management (PRINCE)

Network & Data Communications Installations

Risk Management

Operational Requirements Definition

Information Systems Security

Data Communications

Sales & Marketing (Secure Communications)

Software Support & Maintenance/ Quality Assurance/ Configuration Management

Administration/Communication/Training

PREVIOUS EXPERIENCE

14 years as independent Military Communications & Information Systems (CIS) consultant, providing project management and technical support to military and Defence Agency customers for development of Military Communications and Information systems. MD and principle consultant of GJA Ltd, working directly to customers and through various Technical Manpower Agencies.

3 years as a Sales & Marketing Executive and Secure System Design consultant with Trend Communications Ltd and Information Security Systems Ltd, working on secure processing and communications systems for Military and Government applications, with particular emphasis on Data & Electronic Security (TEMPEST) in support of MoD projects.

18 years experience as an Engineering Officer in the RAF covering many aspects of the maintenance policy and management of Surface to Air Missile systems, Ground Radar Simulation Systems, Software Development & Support duties (inc Quality Assurance Manager) for Air Traffic Control simulators and Airborne Early Warning systems, Senior Engineering Officer on an Operational Squadron and MOD Project Staff Duties for RAF Command Information Systems procurement & policy.  

OVERVIEW

Technical Estates Management. Contract support to Defence Communications Systems Agency, Defence Information Infrastructure (DCSA DII) Estates London, with specific remit to manage the rollout and migration of a the RAF High Wycombe Estate to the DII convergence (DII/C) system infrastructure. This involved the planning, scheduling and implementation phases and technical update of system infrastructure and User desktops for some 1700 users, over an 18-month period, with minimum disruption to the business and user community. Currently managing CIS aspects of RAF’s Collocated Headquarters (CHQ) programme. Responsible for CIS elements of the CHQ initiative and increasingly becoming closely involved with the preparations for DII/F rollout.

Project Management Project Management tools & techniques used include MS Project, PRINCE 2, SSADM, Yourdon, and Teamwork. Two years direct MOD Project management for RAF C3I system within Operational Sponsor Branch & Project Office. Two years commercial project management of new product development and system integration of new software packages. Extensive Project Management support to Military CIS programmes, including 2 years to RAF Intelligence ADP systems, 31/2 years to the NATO Military CCIS and AIS Programmes and (latterly) 18 months to the DCSA DII programme.

Network & Data Communications Installations.   Contract support to the RAF's Signals Engineering Establishment working on design, specification and implementation of CIS infrastructure within both new and refurbished buildings.  Detailed knowledge of CIS infrastructure (cables, containment and active LAN equipment etc) and the means of distributing signals to the User's desktop, irrespective of position.  In-depth knowledge aspects of the RAF's Local Data Communications Network (LDCN), particularly in respect of installation and testing of Ethernet over Category 5 UTP and Fibre Optic technologies.

Risk Management. Risk Manager for large NATO CIS Programme throughout early part of lifecycle (requirements capture, specification, procurement), responsible for defining the Programme risk policy and for implementation of risk identification, capture, assessment & mitigation activities. Risk Management for DII/C rollout at HQSTC and subsequent CHQ Project.

Operational Requirements. Staff Officer within MoD IS(Ops)(RAF) Directorate with experience in the evolution and specification of Operational Requirements for Information Systems, including data definition and data dictionary design for information exchange, definition of interface specifications between disparate systems working in different security modes of operation and extensive liaison with both operational user staffs (both National and International [NATO]) and other project agencies (eg CESG, DRA, NC3A) to refine requirements and implementation issues.  Commercially experienced in customer requirement analysis, contract negotiations and system definition to meet tight budget and timescale constraints plus customer liaison and negotiations at all levels. Experienced in responding to technical requirements documents and the preparation and evaluation of commercial proposals. 

Engineering.  Extensive experience of planning, organising, controlling and motivating engineering resources in an RAF Service Engineering environment with wide ranging responsibilities for personnel, equipment maintenance, system development and operations. Fully familiar with RAF Maintenance policies and strategy for diverse equipment, both airborne and ground based.  Responsible as Senior Engineering manager of an operational RAF Squadron for the technical engineering standards and practices of 140 personnel and the maintenance of 3 remotely sited facilities comprising software controlled technical equipment worth approx. £45m. Engineering responsibilities covered Mechanical Transport, Ground Support Equipment, Weapons, Armaments & Explosives, Electronic Equipment Maintenance & Modifications, Airframe & Propulsion systems. 

Information Systems Security.   3 years as MoD operational sponsor for RAF C3I systems, responsible for policy and implementation. Duties included management of software security, network architecture, database facilities, and military message handling of the RAF’s C3I Systems, as well as Requirements Analysis, Data definition and interface specification generation. System Manager for distributed OA system Network (Apple Macintosh), responsible for the day-to-day running, configuration control & management, protection and maintenance of LAN with external data connectivity. Knowledge and experience of implementation and audit of Data Security within IT systems. Familiar with National & European Infosec standards and the ITSEC/Common Criteria Schemes.  Knowledge of Formal Methods (Z & VDM) and practical experience of writing Security Policies and Operating Procedures. Experienced in management of security within IT systems and familiar with the security principles applicable to computer systems and their implementation. Specialist knowledge of TEMPEST and electronic security gained with Trend Communications Ltd. Two years as independent Data Security consultant, providing project support to military and commercial clients. Member of NATO Windows 2000 Security Architecture Group, defining policy and requirements for Enterprise-wide operations throughout NATO. Close liaison with specialist Infosec Staffs on all matters relating to Infosec on ACE ACCIS.

Data Communications. Knowledge of data communications protocols and their implementation within WAN and LAN communications systems.  Experience with the evolving security architecture standards and with specifying interface options for implementation of OSI stack on UKAIR CCIS.  Familiar with digital WAN and LAN technologies (X.25, X.400, Ethernet, TCP/IP) as well as data communications (from telegraph to Internet).

Sales & Marketing (Secure Communications).  Sales and Marketing expertise gained in Government & Military account management for secure communications/computer systems equipment.

Software Support & Maintenance/ Quality Assurance/ Configuration Management.  Practical experience in computer programming and system software support over a period of 8 years with Airborne and simulation software teams. Familiar with many hardware environments. As QA Manager, defined and implemented Quality Assurance & Configuration Management (CM) procedures within RAF software support teams. Responsible for evolving software maintenance policy for RAF future CCIS.  'Hands on' experience of practical Software QA, AQAP 13, ISO 9000-3/BS 5750, TickIT standards and of CM tools. CM responsibilities for NATO-wide ACCIS.

Administration/Communication/Training.  Qualified in RAF staff skills, with practical experience in problem solving with associated written & verbal communication skills at junior, technical and senior levels. Experienced Chairman and Secretary of MOD and NATO level meetings over many years. Practical experience in management of an office administration environment and associated software library.  Keyboard & computer literate. Skilled at presenting and briefing senior staffs and communicating ideas at all levels. Responsible for the management of training for software personnel on an operational software support team. Experience of defining skill and knowledge specifications for training of engineering personnel and for training course design, including cost analysis and resource scheduling. Have undertaken teaching/lecturing on technical subjects.

SPECIFICS

Sep – Dec 2007:   Project Manager for Met Office Defence Services review Stage 2. Responsibilities included the operational review and confirmation of technical and network manning options (identified in a previous project Stage), selection of detailed proposals for implementation, definition of associated investment costs and production of Stage 3 transition and implementation plans.
2005 – 2007:
Support to DCSA DII & RAF STC in support of the Collocated HQ (CHQ) Programme and transition to DII/F. Responsible for overseeing the requirements capture, solution definition and rollout of IS equipment to meet the needs of some 1600 additional staffs, at multiple geographic locations. ‘Senior Supplier’ for technical solution to meet extension to the DII/C Electronic Data & Records Management (EDRMS) system to meet the requirements of the RAF’s Personnel Management Agency (PMA). Detailed site preparation for future migration to DII/F in late 2007/early 2008.
2004 – 2005:
Support to DCSA DII Estates London staffs responsible for management of the rollout and migration of some 1700 HQSTC staffs from legacy systems to DII/C. Migration Project run along PRINCE 2 principles. Responsibilities included direct participation at Project Board level (acting for the senior supplier), day-to-day project management in close co-ordination with the delivery partner (the Estate Services Provider [ESP]) and the Customer’s senior representatives, and all aspects of routine technical Estate management. Project included technical refresh/update/enhancement of the CIS network infrastructure and desktop equipment necessary to support the DII/C architectural solution. Close liaison and co-operation with other parts of the DCSA organisation (at all levels).

2003:
Short term support contract with MoD prime contractor organisation, for preparation of Investigation, Feasibility and Options report in respect of a Video Teleconferencing system for a military application.

1999 – 2003: Support to NATO Supreme Headquarters Allied Powers Europe (SHAPE) within the ACE-wide C2 system migration (ACE ACCIS) Programme Management Office (PMO). Responsible for strategic transition planning from Crisis Response C2 system, through ACE ACCIS to Bi-SC AIS and beyond. Specific staff support to the System Management Authority throughout planning, contracting and implementation phases of the Programme. Specific duties included the drafting and maintenance of Transition & Migration Plans, Operational Requirements capture and production of Project Management documentation. Responsible for overall definition of Risk Management Policy and Programme risk control through early stages of the Programme. Chairman of Windows 2000 (W2K) Implementation Technical sub-Group, responsible for planning, preparation and initial implementation of the W2K operating system throughout ACE. Worked closely with successive Lifecycle Managers on the introduction of PRINCE Management techniques within the Programme and with ‘solution engineering’ many aspects of Programme requirements, including integration of existing Functional Systems within the ‘core’ computing architecture. Direct support to SHAPE representatives at NATO committee level, PMO representative at ACE level Configuration Control Board and all ACE ACCIS working groups and project committees. Fully conversant with MS Office suite under W2K Pro.

1997 – 1999: Consultancy support to RAF’s Signals Engineering Establishment Projects division, managing the CIS aspects of the relocation of Support Helicopter (SH) and Harrier Forces within UK and Germany.  Involvement with specification of requirements, overseeing implementation & testing and production of subsequent maintenance documentation. Early CIS infrastructure project design aspects of the EF 2000 Mission Support Centre and close support to MoD(PE) for PFI project to procure Medium SH Aircrew Training Facility, including development of procurement and design specifications together with detailed infrastructure design work.  Supporting role to CIS Headquarters staffs at both HQSTC and HQLC, with particular emphasis on the RAF's Local Data Communications Network (LDCN).  OA applications in Windows NT client/server environment.

1996 – 1997: Three-month consultancy support with DRA (Malvern) assisting with PJHQ key functions study, leading to additional work at DRA (Portsdown) with Joint Operational Command System scenario development study. Population of MS Access ‘Requirements database’.

1996
 
Three month consultancy support contract to Advanced Technology Division of large Service Company, undertaking business development role in consultancy services for leading edge technology applications.  Won additional business with DRA for a support study complementing their future Joint Operational Command System (JOCS) architecture research.  Windows 95 experience gained.

1996
 
Support contract with Royal Air Force Signals Engineering Establishment (RAFSEE), managing CIS Infrastructure design and implementation projects within new and refurbished buildings. This includes specification and design of structured cabling, cable containment and presentation systems, LAN active equipment and WAN connectivity, together with associated power and host equipment.

1994 - 1996
Member of the MoD(PE) project management support team to procure the RAF's Intelligence ADP support system.  Provided specialist support for Operational Requirements database (MS Access) and technical issues associated with evolving operational requirements, particularly in respect of databases and intelligence applications. Responsible for production of technical specifications, evaluation of contractor proposals and resolution of related communications and computer security issues. PRINCE environment.
1993 - 1994
Independent Systems and Data Security consultant offering technical security, QA and management support expertise to clients in need of contract resource to augment or compliment existing personnel.  Contracted via third party to MoD(PE) for project support in respect of the procurement of a secure information system, which will provide assistance to the RAF Intelligence Branch.  Experience gained in use of MS Office.

1992 - 1993  
Systems and Data Security consultant with Information Security Systems undertaking contract support work, including bid preparation for MoD contract tenders. Continued business development for new Tempest Military Message processing equipment product, involving a technical international competitive bid to Turkish MoD for a secure Military Message Processing Workstation, which ISS subsequently won. 

1990 - 1992
Systems consultant and sales executive for Trend Communications Ltd, working on secure processing and communications systems for military and Government applications, with particular emphasis on Electronic Security (TEMPEST). Worked on the evolutionary development of a trusted processing environment to meet military message requirements of NATO CCIS for direct and secure connection to TARE equipment, based on UNIX/IBM PC architecture. Responsible Account Manager for sales of Tempest computer and communications equipment to Government departments and the RAF, together with 3 countries and various OEMs. Gained experience with MS-DOS environment and secure Operating Systems, particularly with Trusted XENIX, Addamax ACMW (Secure UNIX SVR4) and the application of QA standard TickIT/ISO 9000-3 to software project.  Trained in Sales & Account Management, Financing & forecasting.  Responsible for initial design, product development and marketing of new secure Military Message processing equipment for Turkish MoD customer.

1987 - 1990
MOD Project Staff Duties - Information Systems procurement policy and implementation, including software security, network architecture, database facilities, and message handling of existing and future CCIS.  MOD Operational Sponsor Staff Officer for UKAIR CCIS project, responsible for implementing the User requirements in a fixed price, fixed term contractual environment, and for continued staffing of project LYCHGATE.  Liaison with MOD(PE) and other sponsor & supporting branches in both UK and NATO, including CESG, NACISA, NATO International Staffs, SCIDA, DRA (formerly RSRE), RAFSEE, RIU, HQAFCENT, HQSTC etc. Experienced in management of change, defining evolving system requirements in respect of interfaces to other C3I systems, communications bearer system, security in conjunction with both National and NATO technical experts and the system contractor. Trained in RDBMS techniques and the application of PRINCE, YOURDON and SSADM in definition of interfaces and data design for Information systems. Specific expertise in system security policy definition, evaluation and accreditation. Knowledge of Formal Methods (Z & VDM) and practical experience in the writing of System Security Policy for an MLS system. Expertise in computer security principles both electronic (TEMPEST), technical (COMPUSEC), physical, procedural, communications and personnel, and their implementation. Responsible for defining software maintenance policy for RAF future CCIS based on ICL Series 39 hardware. Familiar with developments in ISO/OSI communications protocols and the specification of options for implementation of OSI stack on CCIS. Familiarity with WAN and LAN technology. System Manager for Directorate Apple Macintosh system Network, responsible for the day to day running, configuration management, control, protection and maintenance of a small (35 device) AppleTalk linked network with external data connectivity to other like systems. Wrote Network Security Operating Procedures.  Chairman and Secretary of MOD level committees with responsibility for presentations and briefings to Director Level personnel.

1985 - 1987
RAF Wyton, on promotion to the rank of Squadron Leader. Senior Engineering Officer on Operational Squadron. Responsible for serviceability, maintenance and operational availability of all squadron engineering resources at 3 physically dispersed sites throughout the East of England. Responsible for the engineering standards and practices of all Squadron Engineering personnel (some 120 men), the planning and execution of scheduled maintenance tasks and fault rectification, progression of Modifications to equipment, installation and trial of new equipment and all aspects of Health & Safety at Work for engineering personnel.  Involved with the specification (user requirements capture), development, installation and commissioning of the Squadron Command & Control system. Station Tactical Evaluation team leader.

1983 - 1985
RAF Waddington, Nimrod AEW Software Team.  Assisted with setting up the in-Service software support team for Nimrod AEW.  Software management duties with particular emphasis on Quality Assurance, Requirements Analysis and software testing. Wrote the team's Quality Manual, implemented configuration control procedures, defined Software Codes of Practice and implemented System Test Specifications.  Responsible for Documentation, Library and Team Registry. Responsible for the assurance of flight trial software, the rapid reaction to software change requests to support trials, liaison with other RAF operational support agencies and for PFMG. Worked primarily with GEC 4000 series using CORAL 66, BABBAGE but also experienced DEC PDP 11 & DEC VAX/VMS environments and Ada programming. Secondary Duties included responsibility for tactical evaluation of Station operations.

1982 - 1983
MOD, Operational Requirements Branch.  Staff Officer responsible for defining RAF policy for in Service software support arrangements for Nimrod Airborne Early Warning system.  Seconded to Manufacturer to assist with software development, particularly in the area of Engineering Test software and system integration. Fully integrated with the contractor's team in implementing the evolving versions of the in-flight program, hosted by GEC 4000M computer. Development environment comprised GEC 4000 mainframe bureau and bespoke system Rig. Trained in Jackson Structured Design and Coral 66 programming.

1979 - 1982
RAF Shawbury, Area Radar Training Squadron. Promoted to Flight Lieutenant. Software support duties for Air Traffic Control simulators. Assembly language programming (MAP, CAL) for Redifon 2000 and Perkin-Elmer simulator computers; maintenance of existing applications software (32K of unstructured assembly code) and development of training scenario data. Duties included operation of computers and system fault finding & rectification.  Successfully completed both the Officers Command Course and the RAF's Individual Staff Studies course. Secondary Duties included responsibility for management of Officers Mess Bar (Book keeping, stock control, ordering, staff administration) and Station Cricket & Hockey teams.

1976 - 1979
RAF Bruggen, West Germany in the rank of Flying Officer.  Junior Engineering Officer on 25 Sqn. Engineering management of all Squadron's equipment and systems, including airframe, propulsion, explosives, ground support equipment, ARGUS 200 & 400 computer systems, vehicles and associated ground radar systems. Responsible for the administration, discipline, control and motivation of some 60 personnel including staff assessment, career management, training, supervision etc as well as the technical standards and practices to which they worked.  Secondary Duties included administration of Station Cricket and Golf, management of non-public funds and Squadron ceremonial duties.

1975 - 1976
RAF College Cranwell. Initial Officer Training (IOT) and specialist Engineering training.  IOT based on functional leadership techniques and management by objectives; physically and mentally demanding over a sustained period of 14 weeks. Followed by 9 months Engineering training at post-graduate level covering theory of communications, radar, avionics, weapons systems, control and electrical systems. 
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