
IAN DUFFY

COMPUTER FORENSICS ANALYST

EDUCATION:

 Bachelors of Science, Mechanical Engineering, Illinois Institute of Technology, 
 May 1998

TECHNICAL TRAINING: 

US Air Force Basic Communications Officer Course Graduate 


January 1999

SPECIAL QUALIFICATIONS:

 USAF Small Arms Expert Marksman.

HARDWARE: 
Intel x86 family PC experience (design, build, troubleshoot), Cisco Router and Switch experience, Network Appliance Storage Area Network (SAN) experience (install, maintain)

SOFTWARE: 
Linux (RedHat, Slackware, Debian), Windows (95/98/ME/2K/XP), ASIM/CIDDS (USAF’s IDS suite), NetBeans, MySQL, PostgreSQL, Oracle, Solaris, Snort, IPTables, Sidewinder
SPECIFIC WORK/TASK EXPERIENCE: 

ManTech Aegis Research Corp.

July 2003 – Present

Computer Forensics and Intrusion Analyst, Developed and implemented tools and procedures to recover data in support of customer requirements. Performed network vulnerability assessments to ensure confidentiality, integrity, and availability of data on critical customer computer networks.

AF Information Warfare Center, Lackland AFB, TX:

August 2001 – July 2003

Countermeasures Engineer, Technical lead on joint project with AFIWC and Carnegie Mellon University for a data sharing task (AirCERT) to transport IDS data between AFCERT & CERT/CC. Software developer on USAF’s CNDS development effort – facilitated the ability to receive & process IDS events from Snort sensors. Software developer on USAF’s IWViz project – facilitated the ability to visually display ASIM data on a 3-dimensional representation of the world. Concept exploration engineer – designed, setup, and tested Oracle 9i RAC database cluster to examine Oracle’s claims of a scalable, highly fault-tolerant, highly available database system. System architect for next generation INDS concept for “self-aware, self-healing” computer networks. Communications engineer for long-haul and tactical  communications / intelligence circuits supporting voice, data, and imagery for theater commanders. 

Combined Air Operations Center, Prince Sultan AB, Saudi Arabia 

Sep 02 – Dec 02

Theater Communications Engineer, Designed and implemented router and long-haul communications architecture for dissemination of Predator and U-2 imagery at the Joint Intelligence Center, PSAB, Saudi Arabia.

2d Operations Group, Barksdale AFB, LA

December 2000 – August 2001

Executive Officer, Provided administrative and technical support to 2d Bomb Wing Executive Leadership. Assigned, tracked, and managed suspense’s until completion. Oversaw communications and computer planning and requirements process for senior leadership in support of global flying operations.

2d Communications Squadron, Barksdale AFB, LA 

July 1998 – December 2000

OIC, Base Network Control Center, Supervised a 35-person workcenter responsible for the day-to-day network operations of a strategic bomber base. Installed, configured, managed, & maintained systems supporting email, web, groupware, file, database and other specific functions for over 5,000 base personnel.  Maintained classified and unclassified networks supporting in-garrison and deployed operations.

LANGUAGES:    Intermediate Spanish (speak, read, write)

GEOGRAPHICAL EXPERIENCES: 

2 3-month tours of duty in Southwest Asia (Kuwait and Saudi Arabia).

REGISTRATIONS/CERTIFICAIONS/LICENSES: 

Cisco Certified Networking Associate (January 2001)

PROFESSIONAL MEMBERSHIPS:

AWARDS/HONORS: 

2d Bomb Wing Communications & Information Professional of the Year for 2000

AF Commendation Medal

Joint Service Achievement Medal

AF Achievement Medal with 2 OLC

CITIZENSHIP: US

SECURITY CLEARANCES: TS/SCI

LOCATION: Falls Church, VA

REVIEWED:

________________________________________  _______________________________

(Your Signature)                                         (Date)    (Supervisor Signature)            (Date)

EMPLOYEE PROFILE SHEET

DEGREE:


BACH , Mechanical Engineering

EXPERIENCE
YEAREXP: 2

EXPERTISE: Java2 programming (CORBA/RMI, CVS, JDBC, Servlet / JSP, Rational Unified Process

YEAREXP: 5

EXPERTISE: Snort Intrusion detection system (Installation, setup, configuration, testing, analysis of output)

YEAREXP: 7

EXPERTISE: Linux Operating System (Installation, setup, configuration, administration, security hardening)

09/2003


