STATEMENT OF WORK

SAR Implementation Technical Support 

1. INTRODUCTION NATO CIS SERVICES AGENCY/SYSTEM MANAGEMENT DIVISION (NCSA/SMD) has the responsibility to provide Systems Engineering, Configuration and Quality Management support to those IT Systems and Applications fielded in NATO. This Statement of Work (SOW) is in support of the Transmission Infrastructure Section. 

2. SCOPE OF THE PROJECT NATO has a requirement for 10-man consultancy to perform the subject work. The current Secure NATO IP WAN is designed of a heterogeneous Network (Bay, 3Com, CISCO) of est. 300 Routers. These Routers are connected to each other via Serial links and bulk encryption devices. Part of them is under central control and another part is under national/local control. The NATO General purpose Communication and Information System – Packet Transport Component Project (NGCS-PTC) will provide a Group of CISCO 7206 Backbone Routers (still interconnected with Serial Links) and the NICE Project will provide Hardware IP encryption devices plus the adjacent CISCO Service Access Routers (creating a QoS, Management and Multicast environment). For this implementation effort we require consultancy support to take over and standardize the full network to enable the contractor to deliver and implement the new Routers in a fast and efficient manner. These contractors will assist as well central NCSA to cope with the expected workload during cutover to the new Network. 

3. OBJECTIVES The deliverables can be described as essential consultancy to perform NS-WAN, NGCS-PTC and SAR level two technical support and cut over support resulting in a well documented Network Configuration Baseline to enable in future an efficient Network Management: - Drafting, verifying and executing Cut over plans - Drafting, verifying and implementing ILSPs - Drafting, verifying and implementing Equipment Baselines - Drafting, verifying and implementing QoS and Diffserv Plans - Fine tuning QoS and Diffserv implementation - Generating the appropriate Circuit modifications - Operating and Controlling the Network in the start-up phase 

4. TEAM COMPOSITION 4.1. Three people (TIS Support) are required to augment the existing Team of one System Manager, one System Engineer and 3 Router Technicians. One will we required as cut over director and System Management Support (conceptual Planning). The other two people are required as Technician support (router hands on programming) one as Senior Technician and the other as Technician. The Team will be supported by various external Consultancy Services of the System Experts (CISCO, Trusted Solaris - SUN, HP-OV – HP, Netscout Systems..). 4.2. Four people (CMC Support) are required to augment the NCC-P (Network Control Centre – Primary) team to provide 24/7 coverage in Network Monitoring of the NGCS-PTC and SAR Network. Three of them will work on shift. 4.3. Three people (QoS Support) are required to assist NCSA in Quality of Service Management of the respective Network.

5. RESOURCE Seven (3 TIS, 3 QoS, 1 CMC) full-time consultants are required for a period of 220 man-days each of 8 working hours each but excluding SHAPE official holiday periods. All leave periods requested by the contractor shall be at the discretion of NCSA/SMD. Three (CMC) full-time consultants are required for a period of 220 man-days working in a shift schedule after the Network starts carrying traffic. All leave periods requested by the contractor shall be at the discretion of NCSA/SMD. The start of the consultancy work is as soon as possible after the contract has been signed. 

6. MANAGEMENT For the duration of the consultancy period the consultant shall work at NCSA/SMD under the supervision of the NCSA/SMD System Manager, Mr. Bernd Kremer. NCSA/SMD will provide office accommodation and facilities for use by the consultant. The working language shall be English. The consultant shall submit in writing monthly manpower timesheets in accordance with SHAPE reporting procedures. Those timesheets countersigned by the Section Chief TIS or by the System Manager NGCS-PTC including a statement that the services are performed to NCSA’s full satisfaction shall be attached to the Contractor’s monthly invoices submitted in the frame of this contract. 

7. TRAVEL The consultant may be required, at NCSA/SMD discretion, to travel to remote NGCS-PTC sites in order to provide on-site support. Such travel is normally of short duration, up to 1 week and occurs infrequently, possibly 3 times a year. All travel requests in support of this contract shall be approved by NATO. All travel costs associated to on-site support (Travel and Per Diem) are to be paid by NATO. 

8. WORK LOCATION The working location will be the SHAPE Control Centre, a secure, windowless computer facility, located at SHAPE, Mons, Belgium with the exception of one dayshift staff member (CMC slot 1060) who will work at NCC-A in Northwood UK. 

9. REQUIRED HARDWARE AND SOFTWARE TOOLS NCSA will provide the necessary workspace, hardware and software on the NCSA premises. 

10. TIME FRAME The period of performance will be: 1st September 2005 until 220 working days are achieved. There will be extension periods of 220 days each at NATO’s discretion. 

11. REQUIRED QUALIFICATIONS 

11.1 SENIOR CISCO ROUTER TECHNICHIAN (TIS Slot 1010) (Manning)
Essential Skills:

- CCNP (CISCO Certified Network Professional) on Routing even if expired in recent timeframe 
- Experience with router programming / management in Networks 

- In-depth knowledge of OSPF - UNIX / SOLARIS essentials 

- HP-OV Experience 

- Good understanding of the concept of QoS in IP-Networks

- English SLP level 3333 

Desirable Skills: 

- CCIE (CISCO Certified Internetworking Expert) 

- Knowledge and experience with IP packet encryption. 

- Experience of systems implementation in the NATO environment. 

- Experience of installing of the TCE 621 IP Crypto would be an asset. 

- Solaris experience / Certification - HP-OV experience / Certification - CISCO works experience - Netscout contacts 

- 3Com / Bay Networks Experience 

11.2 CISCO ROUTER TECHNICHIAN (TIS Slot 1020) (Coulter)
Essential Skills: 

- CCNA - Experience with router programming / management in Networks 

- Knowledge of OSPF 

- UNIX / SOLARIS contact 

- HP-OV contact 

- Understanding of the concept of QoS in IP-Networks 

- English SLP level 3333 
Desirable Skills: 
- CCNP 
- Knowledge and experience with IP packet encryption. 
- Experience of systems implementation in the NATO environment. 
- Experience of installing of the TCE 621 IP Crypto would be an asset. 
- Solaris experience / Certification 
- HP-OV experience / certification 
- CISCO works experience 
- Netscout contacts 
- 3Com / Bay Networks Experience 
12. SECURITY CLEARANCE The minimum security clearance that consultants must have to work at NCSA/SMD is NATO SECRET. However, a TOP SECRET clearance is required to allow the consultant to perform specific tasks without him/her having to be supervised by NATO personnel, therefore CTS clearance shall be requested for the respective personnel immediately after contract signature. 

