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1 Introduction

This document provides guidance on how to apply Risk Management (RM) within the System
Life Cycle Management (SLCM) framework used in NATO. RM is a systematic, proactive,
and iterative endeavour that seeks to efficiently and effectively identify risks, prioritize them,
develop response strategies and provide the necessary information at the appropriate time in
order to minimize the impact of unfavourable events (threats) and maximize the benefit of
favourable events (good risks), called opportunities.

It is NATO policy to maximize the use of industrial standards: while providing specific value
for use with the NATO SLCM, this guide must be seen as a complement of the references
listed in 1.6.

1.1 Purpose

This document provides a common understanding of RM and a common way of applying the
related definitions, concepts, processes, tools and techniques for NATO Nations and
Agencies applying the NATO Policy for SLCM.

It is a composite of agreed concepts, best practices and proven techniques for managing
risks at all levels during all stages of projects and programmes. It is aimed at supporting
acquisition programmes and projects objectives within the SLCM framework used in NATO.

It provides specific guidance on the use of tools and techniques for RM.

1.2 Applicability
This document is not mandatory for use but is principally focused toward NATO Nations.

Any NATO Nation or organization as well as industrial bodies, in their role as acquirer or
supplier can use this document as a guide to perform Risk Management.

1.3 Structure of this Document
This document consists of 5 chapters, as follows:
eChapter 1, Introduction, is a general introduction to the document presenting its
purpose and applicability.

eChapter 2, Risk Management Principles, provides some general information on Risk
Management and its context of use.

eChapter 3, Risk Management within the NATO System Life Cycle Management
Framework, focuses on the place of this guidance within the general framework
referring to the Life Cycle of Systems.

eChapter 4, Risk Management Process, is an overview of the main activities involved
and how they interrelate to each other. It provides specific guidance on their
application within the scope of this document and for the target audience.

eChapter 5, Particularities of Risk Management to NATO, provides recommendations
about specific attention according to the NATO Life Cycle Management Policy like
collaboration with contractors and rapid fielding.

Annexes provide complementary information.
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1.4 NATO Framework for Risk Management

The purpose of System Life Cycle Management (SLCM) is to mitigate risk, reduce acquisition
times to identify, quantify and control Life Cycle Cost, from the earliest possible opportunity””.
One of the objectives of the NATO SLCM Policy is “to have a common understanding of all
aspects of SLCM, including operational and logistic requirements, affordability, time,
schedule, quality and risk”. The NATO SLCM Policy, therefore, provides the framework for
the use of RM within NATO acquisition activities. Due to the particular importance of this

aspect, the RM integration in the SLCM has been developed in chapter 3.

1.5 Risks: Threats and Opportunities

The “Guide to the Project Management Body Of Knowledge” (PMBOK) defines a risk as “an
uncertain event or condition that if it occurs has a positive or negative effects on a project’s
objectives”. According to this definition, the term “risk” covers both an opportunity and a
threat. In fact, risks (opportunities and threats) may be managed in a similar manner
(although differences in the risk quantification and response strategies exist). In this
document, if there is a need to specifically address opportunities or threats, the word
“opportunity” or “threat” will be used.

1.6 References
The following documents provided the foundation for many aspects of this document:

Table 1-1: References

Document Identifier
8- | NATO System Life Cycle Stages and Processes AAP-48 (Edition 1)
b- | Handbook on the Phased Armaments Programming System | AAP-20
(PAPS)
- | Systems Engineering — System life cycle processes ISO/IEC 15288 (First
edition)
d- | A Guide to the Project Management Body of Knowledge PMBOK (Third edition)

Other documents used in a more specific context have been referenced in the text.
In addition, Annex G - provides suggested readings.

1.7 Abbreviations and Acronyms
Refer to Annex A -.

1.8 Terms and Definitions
Refer to Annex B -

1 NATO Policy for System Life Cycle Management, C-M (2005) 0108
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2 Risk Management Principles

Following an informative summary of the history of risk management, this chapter presents a
general description of key aspects provided for a better understanding of the rest of the guide.

2.1 History

Risk as a science was born in the sixteenth century Renaissance, a time of discovery. Up
until that time there were great achievements in science and engineering but few thinkers
ventured into forecasting the future. According to Bernstein?' the concept of risk was a
significant development in modern civilization:

“The revolutionary idea that defines the boundary between modern times and the past
is the mastery of risk: the notion that the future is more than a whim of the gods and
that men and women are not passive before nature. Until human beings discovered a
way across that boundary, the future was a mirror of the past or the murky domain of
oracles and soothsayers who held monopoly over knowledge of anticipated events.”

The word risk derives from the early ltalian risicare, which means “to dare.”> Games of
chance led to the discovery of the theory of probability, the mathematical heart of risk which
was first documented by Giralamo Cardono in his book on mathematics, Ars Magna (The
Great Art) which appeared in 1545. After Cardono’s publication, mathematics and the
understanding of probability and statistics had progressed at a rapid pace through France, on
to Switzerland, Germany and England. One of the most significant contributions to the
evolution of risk was Daniel Bernoulli’'s paper in 1731 that argued that any decision relating to
risk involves two distinct and yet inseparable elements; the objective facts and a subjective
view about the desirability of what is to be gained, or lost by the decision.* This paper
became the basis of utility and decision theory. By 1760, the mathematical foundation had
been laid with a several significant additions that included the 1875 discovery of regression to
the mean, and in 1952 diversification is highly advantageous over a single option.

One of the first practical applications of risk was the development of marine insurance, started
in 1688, in Lloyd’s coffee house, with the confluence of merchant seaman and businessman
underwriting insurance policies against the safe shipment of goods, later to become the
Lloyds of London. By 1720, the first formal insurance establishments emerged in England
with the Royal Exchange Assurance and the London Assurance Corporations®. Since then,
RM has become a prevalent discipline especially where the consequence of failure can be
catastrophic to the stakeholders. In the modern world, the management of risk is all
pervading but it is particularly prevalent in the following areas:

eFinancial Institutions.
eBusiness Enterprises.
ePower/Nuclear Industry.
eDefence Sector.
eAerospace Industry.

2 Peter L. Bernstein ,”Against the Gods: The Remarkable Story of Risk”, 1996

3 Elaine M. Hall ,"Managing Risk: Methods for Software Systems Development”, 1997
4 Ibid:, Bernstein, 1996

5 Ibid., Bernstein, 1996
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2.2 Purpose and Benefits of Risk Management

The purpose of RM is to help ensure cost, schedule, and performance objectives are
achieved at every stage in the lifecycle and to communicate to all stakeholders the process
for uncovering, determining the scope of, and managing projects uncertainties. Without
effective RM the programme or project managers may find themselves doing crisis
management, a resource intensive process that is typically constrained by a restricted set of
available options.

The benefits of RM are to support the realization of programme, project, but also System Of
Interest (SOI) objectives throughout the life cycle, and support the following aspects:

eProgramme/project as well as life cycle costs overrun are minimized.

eSchedules are met, reducing delays and allowing the investment they represent to be
fully utilised.

oAll deliverables meet their requirements, preventing costly repeats or top up activities
that would otherwise be required to deliver the shortfall.

eThe programme and project specific requirements (e.g. legal or statutory) are
appropriately addressed.

The nature of defence related development programmes today are that they incur risk. These
programmes have challenging missions, utilize new technologies, and have processes that
typically involve multiple contractors and suppliers that may span across international
boundaries. The risks that can emerge from these complex relationships need to be
effectively managed. The essential question that must be asked is: “What can go wrong?” If
the sum of the probability of occurrence and consequence of failure are high enough,
response plans need to be implemented that will help ensure a successful outcome. Some
examples of response plans may be to increase management reserve for budgets, conduct
dual technology paths or hire additional engineers or Subject Matter Experts (SMEs). In all
cases, the RM approach must be tailored to fully support the programme and project
objectives within the environment (e.g. life cycle phase, statutory requirements, scope and
complexity of the programme and project, engineering complexity of the system, etc.

In summary, RM provides a structured approach to support the accomplishment of
programmes and projects objectives, within the SLCM framework, by adequately responding
to threats and uncertainty.
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2.3 Risk Management Critical Success Factors

The U.S. Department of Defence Risk Management Guide lists the following characteristics of
a successful RM process:

eFeasible, stable, and well-understood user requirements and threats.
oA close relationship with user, industry, and other appropriate participants.

¢A planned and structured risk management process, integral to the acquisition
process.

eAn acquisition strategy consistent with risk level and risk-handling strategies.
eContinual reassessment of programme and associated risks.

oA defined set of success criteria for all cost, schedule, and performance elements.
eMetrics to monitor effectiveness of risk-handling strategies.

eEffective Test and Evaluation Programme.

eFormal documentation.

Successful risk management depends on the knowledge gleaned from all aspects of the
programme coupled with the appropriate responses applied to the specific root causes and
consequences. This can only be effectively achieved with the involvement and collaboration
of every team member and stakeholder on the programme, not just the managers.

2.4 Threats vs. Opportunities

Without understanding why risks encompass threat and opportunity, the risk management
process will not be used to identify and capture opportunities. There are three main reasons
why risk should include opportunity alongside threat:

1.Conceptual — Risk can be seen as a source of variability which is a two-sided
construct. The double side nature of variability is captured in the definition of risk
that includes both positive and negative consequences. An opportunity is also an
uncertain event since it is a possible future event. So both threats and
opportunities are covered by this same description of risk as “uncertainty that
matters”.

2.Practical — Threats and opportunities are important and they both need to be
managed. Dealing with them together in an integrated process could bring
synergies and efficiencies. It is easy to implement a combined risk process to
manage both threats and opportunities alongside each other: opportunities can be
found by using standard risk identification techniques, they can be prioritized in the
same ways as threats, opportunity response strategies mirror those used for threats
and reporting formats such as a risk register can be simply adapted to include both
threats and opportunities.
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3.Beneficial — A structured approach to identify and capture opportunities is good for
business and for projects in a way that it gives people a structured framework for
working faster, smarter, cheaper, it supports innovation and creativity, it is very
motivating for teams and will maximize the chances of hitting targets and achieve
project objectives.

So, including opportunity within the definition of risk is not a theoretical or academic exercise
driven by a misplaced desire for symmetry. It is a natural consequence of recognizing that
businesses, projects and people are affected by uncertainty, some of which might be helpful.

2.5 Risk vs. Uncertainty

In Frank H. Knight's landmark book: “Risk, Uncertainty, and Profit”®, risks and uncertainties
are explained as follows:

1.Risk is present when future events occur with measurable probability
2.Uncertainty is present when the likelihood of future events is indefinite or incalculable.
This document applies the same distinction between risks and uncertainties.

2.6 Risk vs. Issue

According to the PMBOK, a risk is: “an uncertain event or condition that if occurs has a
positive or negative effect on project objectives”. The word “issue” is used when the event or
condition is realised. The alternative to RM is, therefore, issue or crisis management, a
resource-intensive process that is typically constrained by a restricted set of available options.

2.7 Enterprise, Programme and Project Risk Management

2.7.1 RM organization: levels and purpose

The RM process may be performed at different interconnected levels in an organization.
Generally, we can differentiate between the following levels:

eEnterprise: Enterprise risk management is a process, applied in a strategy setting and
across the enterprise, to provide reasonable assurance that the enterprise’s
objectives are achieved.

eProgramme: Programme risk management is a continuous process performed
throughout the entire life cycle of a SOI (or throughout the entire programme
duration).

eProject: Project risk management is a process aiming at increasing the probability that
project’s objectives will be met.

Depending on the organization, the three levels may be clearly differentiated and performed
in different departments or be concentrated in a single office.

® Frank H. Knight, Risk, “Uncertainty, and Profit”, 1921
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As shown in Figure 2-1, each level has four basic purposes:

ARAMP-1

1.A definition purpose to transform policies and procedures from higher echelons for
use at the current and lower levels.

2.An application purpose to apply the transformed policies and procedures in order to
achieve the objectives of risk management at the level.

3.A control purpose to self-assess and verify the application at the current and lower
levels, respectively.

4.A feedback purpose to:
-Escalate the need of resources for risk response actions.
-Provide feedback on policies and procedures.
-Report on risks.

Figure 2-1: RM organization: levels and purpose

Definition Application Control Feedback
= AN
% Incorporate the external legal and | Apply enterprise risk Self-assess the application of
D = regulatory requirements for risk management policies and ERM and monitor, control, or
— [ managementin enterprise level procedures for Enterprise Risk auditthe application of risk Risks which require
_g documents Management (ERM) Imanlagementatthe programme resources for responses
] =S notavailable ata
specific level may be
escalated ata higher
(0] level.
€  Tailorthe enterprise level policies | Apply programme risk Self-assess the application of
1S and procedures in programme managementplans and policies programme risk managementand Feedback on the risk
®  policiesand plans forthe programme monitor, control, or auditthe management policies
8) applica_tion of isk management at and procedures
b the project level received from higher
o levelsis provided
Risk reporting to higher
+ Tailorthe programme level Apply project risk management Self-assess the application of levels.
8 policies and procedures in project plans and policies forthe project projectrisk management
‘D" policiesand plans —
=
o [l
N4 =
2.7.2 RM organization : roles and responsibilities

This section identifies the primary roles and responsibilities that could be associated with the
RM process. The structure in which the RM process has to be performed can vary in size
(from a large group to a single person), in structure (from a separate organization to an
integral part of the organization), in composition (from internal members only to a group that
includes contractors and other external stakeholders), and in the approach (from a centralized
unique team to a decentralized cross-organizational matrix). Since RM is never a standalone
activity (it is performed in support of the enterprise, programme, or project management), its
roles must also fit the level where it is performed.

The table below provides a notional description of the responsibilities associated with generic
roles. The responsibilities are limited to the scope of the [level] where it applies.

The roles need to be tailored for the organization. For instance, any of the roles below may
be assigned to existing functions and structures. As an example, the role of the risk board
could be assigned to an existing Steering Committee or Management Board.
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Table 2-1: RM organization: roles and responsibilities

Risk Board

eCoordinate risk management activities across internal departments and levels as
well as with external stakeholders.

eProvides and assigns resources required by a level when those resources are
outside the manager’s span of responsibility.

[Level] Manager

eUltimately responsible for the achievement of the risk management.

eProvides the required resources for the execution of the risk management process,
plans, and actions.

eAssigns ownership of risks to personnel of the level.
eReports to the hierarchy and risk board on risk management aspects.

[Level] Risk Manager

eDevelops and maintains risk management policies, procedures, and plans.
eEnsures, coordinates, and executes the risk management process.

eProvides or arranges risk management training for personnel involved in risk
management activities.

eProvides the tools required for risk management (checklists, risk register, etc.).
ePrepares risk management reports.
eEnsures compliance with higher level policies and requirements.

eSupports the level manager on all aspects of risk management, including advice on
the use of resources and the assignment of risk ownership.

eEscalates risk management issues to the manager.

eEvaluates the application of risk management at the level and monitors, controls, or
audits (eventually through independent assessors) the risk management at
subordinate levels.

Risk Owner

eExecutes the risk strategy for the owned risks.

eReport the status of owned risk (for instance by updating the risk register) to the risk
manager.

eProposes changes to the risk management policies, procedures, and plans.

8 Edition 1 Version 1



ARAMP-1

2.8 Project and Product Risks

Objectives defined for a project will be defined in relation on how to execute the project and
the “quality” of the product. Objectives related to project execution include schedule, cost,
and project scope (the quality or compliance of activities performed within the project).
Objectives related to the product focus on delivering the functional requirements (functions
that the product must realize, such as “print a document”) and non-functional requirements
(characteristics that the product must possess, such as availability, reliability, maintainability,
testability, safety, security, but also Integrated Logistics Concepts aspects such as Total Cost
of Ownership, etc ) of the product.

Risk management must address both types to ensure that the “overall” project objectives as
well as life cycle objectives are met.

29 Internal vs. External Risks

An internal risk is a risk of which the principal cause lies within the area of responsibility of the
risk management process. The cause of external risks lies outside the area of responsibility
of the risk management process

For instance, for a project, the risk of project member getting ill is an internal risk while the risk
of a supplier not delivering on time is an external risk.

The categorization of risks as internal or external helps defining the necessary risk response
actions at the appropriate level, and NOT why and how to manage those risks. It is the
responsibility of each level to identify all risks (including those where the response lies
outside) and trigger the right response, including addressing the risk at the right level of
responsibility (the level best placed to manage the risk).

2.10 Probability, Impact, and Risk Rating

2.10.1  Probability Rating

Risk probability is one of the risk attributes. It is used to characterise the likelihood of
occurrence of the risk. A probability (p) can take any discrete value strictly greater than zero
and strictly smaller than one (0 < p <1). Rules and guidelines to quantify and qualify
probabilities (see Figure 2-2: Example of probability rating as an example) should be defined
in the RM Plan (RMP). In this document, the word probability will be used to represent a
probability value (between 0 and 1), a probability level (e.g. 1, 2, 3, 4, or 5), or a probability
description (e.g. very unlikely).
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Figure 2-2: Example of probability rating
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Ratings
Probability Descriptions Pr(z/t;?l?(ielity ProLt;?/t;illity
Not Likely Very Low <20% 1
Low Likelihood Low 21% - 40% 2
g Likely Moderate/Medium 41% - 60% 3
’ Highly Likely High 61% - 80% 4
Near Certainty Very High >80% 5

2.10.2

Impact Rating

Risk impact is another risk attribute. It is used to characterise the effect of the risk (if it would
happen). Impact should be assessed against the project objectives, and may be quantified in
each of the following project areas: cost, schedule, and technical performances. Rules and
guidelines to quantify and qualify impacts (see Figure 2-3: Example of impact rating as an
example) should be defined in accordance with the RMP.

Figure 2-3: Example of impact rating

. Impact Criteria
Risk Impact P
level .
Technical Performance Schedule Cost
1 Minimal orno consequence to technical performance Minimal ornoimpact Minimal ornoimpact
2 Minor reduction in technical performance or supportability, can Able to meetkey dates. <1% Over total
be tolerated with little ornoimpact on Programme objectives Slip <1month estimated cost
Minor schedule slip. Able to meet
3 Moderate reduction in technical performance or supportability key Programme milestones with <5% overtotal
with limited impact on Programme objectives no schedule float. estimated cost
Slip <3-6 months
4 Significant degradation in technical performance or major Programme critical path affected. <10% over total
shortfallin supportability; may jeopardize Programme success Slip < 0.5-1year estimated cost
Severe degradation in technical performance; Cannot meet o

> KPP or key technical/supportability threshold; will jeopardize Cannotmget key Programme > 10.A’ over total

P milestones. estimated cost

rogramme success
210.3 Risk Rating

A risk rating is the combination of the probability and impact ratings. A probability and impact
matrix determines a risk rating which expresses the overall risk assessment and is used to
support the development of appropriate risk responses. In Figure 2-4, the combinations of 3
different probability and impact ratings lead to a risk being rated as “high”, “moderate”, or

“IOW” .

10
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Figure 2-4: Example of basic probability and impact matrix

Probability rating

Buiels 1oedw

Minor

Major

Unlikely

Moderate

Very
likely

Moderate

ARAMP-1

While the figure above provides a simple, balanced distribution of risk ratings, some projects
will require a more specific approach in order to better calibrate the risk response. The table
below shows a more elaborate matrix where four different risk ratings are defined (critical,
high, moderate, and low) and where disastrous and major impacts are assessed to be critical
even if they have low probabilities. This matrix could be used for instance for the technical
risks of a safety critical product.

The organization or project must develop or adopt an appropriate probability and impact
matrix with clear descriptions of impact ratings, for instance in terms of delay, costs, or

quality.

Figure 2-5: Example of probability and impact matrix for avoidance of risks with high impact ratings

Probability rating

Buires 1oedw

Insignificant

Medium

Disastrous

Extremely
Unlikel

Very unlikely

11

Likely

Moderate

Very likely

Moderate

Extremely

Moderate

High

High

High
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3 Risk Management within the NATO System Life Cycle Management Framework

The RM framework presented in this chapter assembles the key elements needed for the
successful application of a RM process (see chapter 4) across the system life cycle stages of
a NATO armament system. Figure 3-1 below provides an overview of the principal functional
relations among the main elements.

Figure 3-1: RM framework: functional relations
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During its life, an SOI transitions through different life
Within NATO, the AAP-48 and AAP-20, respectively define and

employ the principles of life cycle stages. According to AAP-48, a SOI must meet
specific criteria or requirements to leave stage x and enter stage y. These criteria,
as well as global objectives such as minimal Total Cost of Ownership, or optimized

Integrated Logistic Support,

are achieved through programmes, projects,

organizations, or any combination of these elements.

eAccelerated fielding uses specific options (fast tracking, use of Commercial-Off-The-
Shelf (COTS), etc.) to shorten the time to delivery. This approach is likely to
generate additional and/or different risks for the programme. RM under accelerated
fielding is described in section 5.2.

eProgramme / Project Management Process. The Programme / Project management

process should utilize RM to help increase the likelihood of achieving the objectives
related to the life cycle goals.

12
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‘ eRisk Management Process. RM uses an established process to execute risk
response actions such as mitigation.

. eSystem Life Cycle Processes. ISO/IEC 15288 system life cycle processes (also
described in AAP-48) provide an articulated process structure and activities which
contain potential risk responses.

eRisk Register. The risk register is the repository for all risks and their attributes (e.g.
links to associated action item repository, statuses, etc.) A risk register will usually
be a software application (specific tool, Excel sheet, database, etc.) but may also
be a paper based registry for simple projects. It is central to the framework as each
of the other framework elements may read or write information in this repository.

The next paragraphs will describe those elements in more details.

3.1 System Life Cycle Stages

The life cycle stages are the building blocks needed to define an overarching life cycle of an
SOI. Stages are arranged in life cycle models where each stage represents a defined period
(not always uninterrupted) of the life cycle.

The transition between the different stages is controlled by decision gates at the programme
level. Within the stages, an SOI progresses through milestones (specific to each phase) at
the project level. In other words, milestones control progress through a project while decision
gates control progress through the programme. See also AAP-48 and AAP-20 for additional
information on models, stages, and decision gates.

The RM framework described in this chapter is fully compatible with this approach and
provides additional information to support the decision gates as shown in Figure 2 and
described below.
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Figure 3-2: RM framework: system life cycle stages
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Understanding, coordinating and communicating risks among stakeholders throughout the life
cycle are essential contributions to the success of the programme. The risk register is used
to support this aspect.

02

3.1.1 Understanding Risks

Understanding the risks that are applicable to the current stage as well as those applicable to
future stages contribute to the quality of the decisions to leave or enter a stage.

Risks must be identified as early as possible in the life cycle to allow early implementation of
economical preventive actions (versus late implementation of expensive corrective actions).
Risk identification will capture (in the risk register) various risk attributes so that when the risk
information is provided accurately, completely and in a timely fashion at the decision gate, the
decision authority has a better chance of making an appropriate decision.

3.1.2 Coordinating and Communicating Risks

The risk register is a repository where risk information is captured and managed, and also
serves to coordinate and communicate the risks to all stakeholders. Maintaining the
information in the risk register is an essential element of the RM process.
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Typical activities to coordinate and communicate the risks and maintain the risk register at a
decision gate include:

eRetiring risks. Various risks have been identified in the current and previous life
cycle stages. These risks might no longer be applicable either because they were
addressing the leaving stage (past risks) or because the actions performed in the
leaving stage make them no longer applicable (future risks). To avoid transferring
these obsolete risks to the next stages (and unnecessarily clutter the risk register),
a careful review of the risk register must take place and the risks that are positively
identified as no longer applicable must be retired. Any plan of actions, or actions
being executed, for the treatment of these risks must also be terminated at the
same time.

eTransferring future risks. If early identification of risks has taken place, the risk
register may contain risks that were not yet applicable to the current stage but
which may occur at future stages (next or further). The decision gate is an ideal
time to coordinate the transfer of these risks to the next stage. It is also appropriate
to transfer the control of any preventive actions that were already started to mitigate
these risks.

eCommunicating the lessons learned from past risk treatment actions to the
stakeholders of the next stage will enhance risk management at the next stage.

3.1.3 Milestones and Decision Gates

Milestones and decision gates control the flow in and out of the life cycle stages (decision
gates) and project phases (milestones), therefore providing a control mechanism. It is critical
that the risk register be reviewed and updated before the milestone to ensure that risk
information presented at this milestone or stage is accurate. In addition, a milestone review
or stage meeting may be used to seek approval of new risks, obtain decisions on risk
responses, and request resources for risk mitigation. It is also a perfect time to communicate
the risks since the majority of internal and external stakeholders normally attend milestone
reviews.

3.1.3.1 Milestone

A milestone is used within the perspective of a project. Every milestone represents a moment
in the project life (or within a life cycle stage) where progress is measured and decisions are
made. We can differentiate between project milestones (not necessarily related to the state
of the product such as project planning or project closure reviews, see section 3.2) from
product milestones (related to the state of deliverables such as technical reviews (SRR,
CDR, etc.)), both types control the flow of the project.

3.1.3.2 Decision Gate

A decision gate is used within the programme perspective. At each decision gate, a twofold
decision must be made: (a) to allow the programme to leave stage/phase x (current
stage/phase), and (b) to allow the programme to enter stage/phase x+1.
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Decision gates are extensively discussed in the AAP-48 and used in the AAP-20, stating:

“The decisions by national authorities at each decision gate must be taken with a
thorough understanding of the objectives of the preceding and the following stages, as
well as the overall programme goals. Successful completion of a programme is
contingent upon coordination and communication between the appropriate
stakeholders throughout the SLC.”

3.1.3.3  Entry Criteria
The authority responsible for the decision gate ensures that:

elnitial stage risks are identified. The decision to enter the stage must consider the
risks. Some of the risks applicable to that stage may have been identified earlier in
the life cycle and transferred from previous stages; however, identifying new risks
will allow the new stage’s authorities, not only to make a better risk based decision,
but also to gain additional knowledge about the programme and SOIl. The use of
risk identification checklists will greatly facilitate this activity.

eFormer risks are accepted. The risks previously identified must be accepted in the
new stage. Whether they are applicable to this stage or not they must be managed
throughout the stage.

eEXxisting actions are accepted. The actions started in previous stages must be
accepted if they correspond to the risk strategy of the stage.

eThe risk situation permits entering stage. One element of the decision to enter the
stage is to recognize that the risk situation allows the successful entry into the
stage.

3.1.3.4  Exit Criteria
The authority responsible for the decision gate ensures that:

eAll obsolete risks are retired. The risk register has been maintained and that non-
applicable risks have been removed.

eThe valid risks are transferred. The responsibility for risks is transferred to the next
stage.
eThe current actions are transferred or abandoned. If risk response actions are still

in progress, they must be either transferred under the responsibility of the next
stage (if they are to be continued) or be retired (if they are no longer needed).

eThe risk situation permits leaving stage. One element of the decision to leave the
stage is to recognize that no major risk response actions are required to be
performed at this stage.
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3.2 Programme / Project Management Process

The achievements of programme and project objectives allow the realization of the goals of a
life cycle. By convention within AAP-20, a programme represents the management of the
whole life cycle of one or more SOI(s) while a project represents a smaller size endeavour,
within a programme, aimed at achieving one or more objectives. In other words, projects can
generally be seen as the place where deliverables are produced in order to achieve the
programme objectives.

The RM framework recognizes that RM is a key element of project management and
incorporates the risk aspects in the project management structure. Figure 3 shows that risk
management activities are performed at the various phases of the project. This is explained
further in the following paragraphs. Details on the specific RM process activities can be found
in chapter 4. Milestone reviews have been discussed above.

Figure 3-3: RM framework: programme / project management process
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3.2.1 Project Initiation

At project initiation the project is defined and authorized. RM supports this phase by ensuring
that major risks to the project are identified and analyzed (quantified). The following project
initiation outputs must be supported by the preliminary risk identification and analysis:

eFormal authorization of the project. The decision to undertake a project must
consider the risks. If too many high value risks are identified or if no risk
identification has taken place, project authorization should be reconsidered.
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eEstablish project scope. The project charter and/or project scope statement should
provide early indications that RM must be considered in the project. The details of
the RM process will be defined later during RM planning.

eProvide funding. While it is recognized that RM increases the overall return on
investment in projects, it must be funded to be effective. Obtaining funds at project
initiation is essential since extensive RM activities and responses will be performed
in the planning phase and the return of these activities and responses will only be
capitalized in later phases.

The RM output of this stage may be captured in an existing risk register since no formal risk
management infrastructure has been established yet.

RM needs to be closely linked and coordinated with other key project documents such as:
plans (e.g. project management plan, test plan), schedules (project schedule), Work
Breakdown Structure (WBS).

3.2.2 Project Planning

The project planning phase follows project initiation. At that time the major project
management resources are available and may be used to perform RM activities.

eRM planning. RM planning is performed in parallel with project planning and uses,
as much as possible, the tools, techniques and documents produced by the project,
or available at the programme or organizational level. The risk register will be
established and the RMP (or a chapter in the project management plan) will be
written. The resources required for effective RM must be requested. These
resources include principally tool support (risk register) and skilled personnel.

eRisk identification. Effective RM depends on early identification and analyses of
risks. The list of risks in the risk register should grow with the evolution of the
project plan; the more detailed the plan, the more accurate the list of risks. Risk
identification for the project can be supported not only by the tools and techniques
but also by an analysis of risks originating from other projects, or from the
programme. The identification of risks in project planning should also include the
risks inherent to this phase.

eRisk analysis. Similarly to risk identification, risk analysis is performed throughout
project planning. The accuracy of probabilities and impacts also increases as the
maturity of the planning increases.

*Risk response planning. Although not all resources needed to mitigate risks are
available at this time, responses to risks should be documented early. It is
generally recognized that project planning is the earliest and most efficient time to
start arranging risk responses: indeed the development of the WBS may already
include many preventive actions in response to risks.

3.2.3 Project Execution, Monitoring and Controlling

During project execution, the entire set of RM activities is performed in a continuous manner:
new risks are identified and managed, existing risks are updated, risk responses are
implemented, etc. Project monitoring and control involves monitoring the RM process and
initiating corrective and preventive action to control its performance.
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3.24 Project Close-Out and Transition

The value of the project close-out and transition phase should not be underestimated,
especially if the project is an element of a larger programme. If the project is standalone, the
major risk related activity in this phase is to provide feedback to enterprise RM by:

eFeeding historical data in to the risk register and thereby improve future risk
identification, analysis, and responses.

eProviding improvements proposals for the corporate risk management process.
eProviding lessons learned to peers.

If the project or the risk register are part of a larger programme, the following activities are
taken in addition to those above.

eThe obsolete and non-applicable risks have been retired from the risk register and all
other risks have been updated.

eThe responsibility for risks is ready to be transferred to another project or is
transmitted to the programme manager.

olf risk responses were initiated (but not completed) in the project they must be either
transferred to another project, placed under the responsibility of the programme
manager, or be retired (if they are no longer required).

3.3 Risk Management Process within NATO SLCM

The RM process is the key element of the RM framework. It first establishes the environment
required to execute RM (during risk planning), documented in the RMP. It then identifies risks,
analyses them, and plans risk responses. The results of these activities are captured in the
risk register. This sequence is repeated continuously to ensure that risks and plans remain
current.

Actions planned as responses to risks are monitored by the RM process and executed under
the direction of project management. Project management takes the recommended actions
from the risk register, prioritizes them, provides the resources, and directs their execution.
The system life cycle processes (implemented by the project or available through the
organization) provide the means to execute the risk responses which result in deliverables
and implemented actions. For instance, adequate responses to the risk that a key engineer
would leave the project could be handled by the resource management process.

Ultimately, the mechanism shown in Figure 4 leads to the realization of the RM process goal:
increasing the likelihood of achieving the project objectives.

The RM process is fully described in chapter 4.
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Figure 3-4: RM framework: risk management process
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3.4 System Life Cycle Processes

ISO/IEC 15288 and AAP-48 describe four process groups:
eAgreement processes
eEnterprise processes
eProject processes
eTechnical processes

The role of the enterprise and project processes is to achieve the project goals within the
applicable life cycle stages to satisfy an agreement.

Enterprise processes provide enabling resources and infrastructure that are used to create,
support, and monitor projects and to assess project effectiveness. Project processes ensure
that adequate planning, assessment, and control activities are performed to manage
processes and life cycle stages. Appropriate processes are selected from the Technical
processes and used to populate projects in order for the project to perform life cycle related
work.

Within the risk management framework, those processes acquire a specific role: the one of
performing risk treatment actions. Risk strategies such as mitigation (reducing the probability
of occurrence or the impact) are performed, under the authority of project management, by
system life cycle processes. Which process is used to mitigate a risk depends of many
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factors such as the availability of the process, the type of mitigation action, the level of
mitigation required, etc.

For instance, the risk that a key design engineer would leave the project could be handled by
the resource management process. In this case, the risk responses will be at the enterprise
resource level and could be to secure a better contract with the existing engineer (reducing
the probability) or hire another engineer as fall back solution (reducing the impact). The same
risk could also possibly be handled by the architectural design process. In this case, the
responses will be technical and could include ensuring that the design is simple or using
standard methods (e.g. using Unified Modelling Language). This mitigation reduces the
impact of the key engineer leaving by facilitating the transfer of work to another designer.

The complexity of the interrelationships between the different processes is shown in Figure 5.
This figure shows an example implementation of a programme through three projects (p1, p2,
p3). Those three projects contain three different instantiations of the risk management
process (r1, r2, r3). This basically means that each project uses a different risk management
plan, but they may share the same data or tools (e.g. risk register). Those projects use
different [groups of] technical processes (1, t2, t3, t4, t5), agreement processes (a1, a2, a3),
and a common enterprise process (e) to implement risk response actions.

This figure shows the need to have a complete view at the programme level to ensure that,
from the start, projects are aware of potential risk responses that may be exercised by whom.

Figure 3-5: RM framework: system life cycle processes
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The chosen risk response action will condition the process that will execute it. Therefore, the
selection of a risk response should also verify that a process suitable to perform the action
exists and that it is available and can perform the action. If the process is not under the
control of the project, the action has to be contracted (tasked) and funded.

The sections below provide an overview of the general purpose of life cycle processes to
perform risk actions.

3.4.1 Agreement Processes

Agreement processes establish agreements between two organizations. For risk
management, the processes in this category may be used to transfer entire risks to third
parties by means of contract or insurance. It may also be used to contract the execution of
risk responses, such as mitigation. The transfer or risk or risk response nearly always
involves the payment of a premium to the party accepting the risk.

From a life cycle point of view, the transfer of risks through agreement processes can also
happen between different life cycle stages. For instance warranties and guarantees following
the production stage prevent some financial risk in the support stage.

In addition, risks related to the selection of suppliers, the definition of acceptance criteria for
products and services, the payment of goods, etc could be handled through these processes.

3.4.2 Enterprise Processes

The Enterprise processes manage the initiation, support and control of projects and provide
resources and infrastructure for the projects.

Depending on the projects environment, enterprise processes can be provided by the
programme, the organization, or both.

The first role of the enterprise processes for RM is to provide the project with existing
organizational assets. Depending on the risk maturity of the organization, a project could get
an important head start if inheriting the following elements:

eOrganizational RM processes, standards, policies, guidelines, templates, and other
work instructions. The availability of standard risk categories, probability, impact,
and severity definitions will allow the project to fit into the organization and more
easily exploit existing information as well as more easily share data.

eHistorical information. Historical risk data of similar projects in the organization plays
a crucial role in more accurately estimating likelihood and occurrences, and also in
helping to select the best responses based on those that have succeeded before.
The availability of this data (e.g. in the risk register) will increase both the
effectiveness and efficiency of risk management.

eCommunication lines with other projects, programmes, and organization. When a
project is established, the project leader will benefit from existing horizontal or
vertical RM related communication lines. RM will benefit from the ability to
immediately start providing visibility to higher management, to benefit from
information of other projects, or to take advantage from organizational resources.

eEnterprise RM responsibilities. Established roles and responsibilities for RM will
support the communication of risks and execution of responses.
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eRisk register. This tool is valuable not only because it allows the capture of risks but

3.4.3

also because it can support the execution of processes and instructions, link to
checklists, contain historical information, sustain communication, etc. The risk
register is often the glue which assembles the different risk elements into practical
and usable information.

Project Processes

As already discussed above, the project management process is responsible to manage RM
responses. In addition, it may also be used to perform risk responses related to:

eProject planning. For instance, risk avoidance can be done by extending the

schedule to meet some high value objectives.

eProject assessment. If needed, the project assessment process may support RM by

by:

evaluating RM effectiveness as part of the project performance measures. Project
assessment may also be used to monitor risks related to:

-Deviations between project plans and actual cost, schedule and quality.
-Performance of quality assurance.

-Effectiveness of project team structure, roles and responsibilities.
-Adequacy and availability of the project's supporting infrastructure.

-Including risk management in the reviews, audits and inspections.
-Monitoring the risk management process.

-Analyzing the results of risk management actions to identify deviations or
variations from expected results make appropriate recommendations.

-Providing periodic status report as required.

eProject control. The project control process may be used to direct RM execution.

This process will also ensure that risks are considered in the decision gates and
milestones.

eDecision-making. The process may support RM by providing the framework to select

the most appropriate risk treatment. It responds to a request for a decision for risk
responses encountered during the system life cycle, in order to reach specified,
desirable or optimized outcomes. Alternative risk actions are analyzed and a risk
response is selected and directed. Decisions and their rationale are recorded in the
risk register to support future decision-making.

eConfiguration Management. Configuration management maintains the integrity of all

identified RM outputs such as the RMP or the risk register.

eInformation Management. Information management supports the relevant, timely,

complete, valid and, if required, confidential dissemination of risk related
information (e.g. the risk register) to interested parties. It ensures the transmission
of appropriate risk data to other projects, the programme, customers and suppliers.
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344 Technical Processes

In summary, the technical processes are those required to define, design, build, employ,
maintain, and retire a SOI. With such a large scope, they offer many opportunities to be used
for risk responses. Because any different programme/project/product/SOI combination may
implement different technical risk responses, defining precise risk responses for all technical
processes would not be helpful. Furthermore, the description of the processes itself are
normally sufficient to match them with risk responses. Therefore, some general guidelines on
how to use these processes are provided below.

Guidelines on the use of technical processes for RM:

eThe timeliness of use of technical processes must correspond to specific project or
programme phases or stages. For instance, the requirements analysis process will
be used mainly during the requirements definition phase of the project. Also, the
maintenance process will be exercised during the support stage of the SOI. This
does not mean that those technical processes can only provide risk responses
during their matching phase. For instance, the verification and validation processes
may provide risk responses to requirements that cannot be adequately tested or
verified.

eIn general, risks should be identified as early as possible in the life cycle of the
programme or SOI to increase the probability that the most effective and efficient
risk response can be implemented at lowest costs. For instance, the majority of
risks related to product retirement need to be identified during design to yield the
best risk responses.

\When the chosen risk response has to be executed by a technical process in another
life cycle stage, it will have to be coordinated at the programme level or contracted
through the agreement process.

eSeveral tools and techniques, available through NATO or other means, facilitate the
selection of the most appropriate technical process for risk response. These tools
and techniques, many of which are used during acquisition, include, but are not
limited to: Life Cycle Costing, Integrated Logistic Support, Continuous Acquisition
and Life-cycle Support, etc.

4 Risk Management Process

The RM process aims principally at increasing the likelihood of success of a project. A
structured RM process is required to facilitate open communication and cost effective
management of risks. The process also ensures that all project personnel use a disciplined
approach to reduce risk to an acceptable, manageable level. The RM process should be
managed at each stage of the project and integrated within the project management process.
The notional RM process is described in Table 4-1: RM process: overview

The process described is a five step process in which each step interacts with each other.
Although the steps are presented as discrete steps, in practice they will overlap and interact
most of the time.
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The first step, RM Planning, has to address how the other steps have to be handled. This
step will be explained at the end of the chapter (section 4.5) in order to take into account the
principles associated with the other steps.

Table 4-1: RM process: overview

Step Step Section Actions
No
4.5 Determining how to approach and plan the
1 Risk Management Planning RM activities for a project, who will be
involved and procedures to be used.
4.1 Determining which risks might affect the
2 + | Risk Identification project and documenting their
g characteristics.
§ » | Qualitative 4.2 Performing a qualitative analysis of risks
3 @ | x @ | Risk Analysis and prioritise them.
i o :Eg Quantitative Numerically estimating the probability
§ Risk Analysis and risks impact on project objectives.
4.3 Developing risk response strategies and
4 Risk Response Planning actions to enhance opportunities and to
reduce threats to the project’s objectives.
4.4 Executing risk response plan.
Evaluating its effectiveness throughout
5 Risk Monitoring and Control the project life cycle.
Monitoring residual risks, identifying new
risks.

A flow diagram version of the RM process model is presented in

Figure 4-1.
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Figure 4-1: RM process: flow diagram
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The RM process is a continuous process throughout the project life. Each RM process step
may be performed at any project phase. For instance, risk identification will occur during
project planning, but might also be performed during project execution and control, as
changes are made and problems discovered. Each step of the process will be done as
completely as possible and then fine-tuned through iterations.

The following sections describe each of the RM process steps applying a common structure
that includes: inputs, tasks, outputs, and toolbox. The toolbox section describes the tools
most commonly used; additional tools are described in Annex F -.

4.1 Risk Identification

Risk identification might be the most important step of the RM process. Timely identification
and visibility of risks are necessary to ensure that risks are assessed and brought to
management attention in time to preclude any adverse impacts and foster the development of
opportunities.

Risk identification deals with examining all elements of the project (including the
environments) to detect and document risks and their associated root causes. It essentially
answers the question: “What can go wrong (threats) or right (opportunities)?”

Risk identification should begin as early as possible in the project life cycle and should
continue throughout the project life cycle with regular project reviews. Risk identification
focuses on identifying both the threats and opportunities to the projects’ objectives and
documenting some of their characteristics.
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This step should involve all stakeholders from the project, programme, or SOI because risks
need to be identified from all perspectives. The RMP should identify the procedures for
identifying and documenting risks. Risk identification starts as soon as a project is initiated
and may be applied throughout the whole project. The majority of risks are uncovered during
the initial risk identification which also represents the major risk identification effort.

The specific objectives of risk identification are to:

eMake a list of risks (threats and opportunities) by examining all relevant
elements/areas of the project and product.

eUnderstand the root causes associated to the risks and provide clear risk statements.
eDefine or maintain the required risk attributes in the risk register.

Risk statements must be prepared once the risk has been identified and must include both a
risk event (or condition) and an impact. They may also include a (root) cause. The three
components of a risk statement (risk definition) are:

eRisk event or condition: The context of the risk time frame, the concerns or doubts
about the risk, the circumstances, the conditions under which the risk could occur,
the interrelationships within the project, etc.

elmpact: A single phrase or sentence that describes the key possible outcome(s) on
the objectives. It focuses on the intermediate and long-term impacts of the risk.
Understanding the depth and breadth of the impact is useful information in
determining how much time, resources, and effort should be allocated to the
mitigation.

eCause: A single phrase or sentence briefly describing the key elements that are
causing the risk. It provides information about the risk root causes that is useful
when determining how to mitigate a risk.

Risk statements may be written:

eUsing a “cause-risk-impact” format (As a result of (X), (Y) may occur which
would/could/may lead to (Z)).

eUsing an “if-then” format (if a certain event or condition occurs, then a certain impact
is the result).

The examples below are based on a situation where a radar system is being developed and
includes a circuit card component procured from a single source vendor.

¢Given that XYZ is the only vendor source for the transceiver circuit card (cause), and
XYZ could discontinue production of the card making it unavailable during the radar
system production (risk), deliveries of the radar system could be delayed (impact).

eThe single source vendor of the transceiver circuit card could discontinue production
of the card (cause), so that the circuit card becomes unavailable during the radar
system production (risk), resulting in delays in the radar system deliveries (impact).

olf the transceiver circuit card is not available during the radar system production (if),
then deliveries of the radar system could be delayed.
Risk identification should also identify risk triggers. A risk trigger is an unambiguous event
recognized as a warning sign that announces the imminence of a risk and may lead to a re-
assessment of a risk or the need to implement some specific risk responses. Examples of
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risk triggers may be a financial report of a key supplier that may have potential impact on
future commitments, or positive economic changes that may have negative impacts on
human resource requirements (e.g. retirement and staff turnover).

Again, it is important to emphasize that if the identified event or condition has already
occurred or is certain to occur, it is not a risk, it is an issue, and should be resolved
accordingly.

411 Inputs
The main inputs to risk identification include, but are not limited to:

eThe outputs from the project management process (charter, objectives, plans, scope
statement, contracts, etc.)

e¢The Risk Management Plan (including risk categories).
eHistorical information (risks from similar projects).
eInterviews of experts (list of technical or financial risks)

412 Tasks

Risk identification is an iterative process, meaning that it will be repeated throughout the life
cycle, because not all risks can be identified at any given point in time. During this step, the
following tasks will be performed:

Table 4-2: Risk identification tasks

# Tasks

1. Create a list of risks (include opportunities as required) with the stakeholders
considering assumptions.

2. Develop risk statements (potentially including risk causes) and document the
required risk attributes such as the risk category.

3. Identify the risk triggers.

Repeat tasks 1 to 3 until the team is confident that the major risks and
triggers have been identified.

5. Document the identified risks in the risk register and ensure that key
personnel is informed of any new or changed risk.

4.1.3 Outputs

The main output from risk identification is the [updated] risk register with [new] risks (including
the risk statement, triggers, and required attributes). In addition, feedback from this step
could also lead to updated risk categories and proposed changes to the project’s
assumptions.

414 Toolbox

Risks within the project could be identified using different approaches, which will complement
each other:
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eTop — Down Approach: The Top — Down approach begins with an overall project
view and details the risks stepwise to lower levels of the project.

eBottom — Up Approach: The Bottom — Up approach represents the core of risk
identification, because the risks will be identified at the work package level in
addition to the project level.

eTop — Down combined with Bottom — Up Approach: In order to ensure the
completeness of the risk identification the top down and the bottom up approaches
will be merged.

The toolbox elements below can be used with any approach.

4.1.4.1 Delphi Technique

Delphi technique can be used to obtain a consensus of expert opinion, which participate
anonymously, on what risks exist in the project through a facilitated process. The facilitator
forwards questionnaires (a request for information) to the experts requesting inputs on project
risks; the responses are compiled and summarized, and then returned to the participants for
additional comments and further review until consensus is reached. The process of
forwarding, compiling, summarizing and returning can continue for several rounds until a
consensus is reached. Important: this technique helps reduce bias in the data and keeps any
one person from having undue influence on the outcome.

41.4.2  Checklists

Checklists are quick and simple tools for risk identification. A checklist gives a listing of
general risks that is applicable for all projects or a list of typical risks for a specific technology
or project environment. A checklist will never be exhaustive; therefore one should also
explore other items that do not appear on the list.

Table 4-3: Example of risk identification checklist

D Scope of Programme, project or procurement
D.1 | Is the 'project' scope well defined and agreed in terms of what the project should deliver?
D.2 | Is the 'project’ well defined and understood by the project team and all stakeholders?
D.3 | Does the scope of the 'project' include all of the business areas affected?

D4 Does the scope of the 'project’ address modular and/or incremental delivery, each with clear business
' scope and business case, where appropriate?

D.5 | If the project fails to deliver the expected outcome, will the business be able to continue?
D.6 | Does the 'project’ have some flexibility on delivery dates?
Are the business processes being supported or enabled by the technical infrastructure (solution) well

D.7 understood, well defined and formally documented by the project team?

D8 Dp all the. people who have a stake in the project agree on what the project should deliver and how it
will benefit the business?

D9 Is there a business case that clearly states why the changes are needed, what the changes are, how

the business will benefit and how benefits will be measured?
D.10 | Has the necessary funding been approved and allocated, with budget holder/s identified?
D.11 | Have you considered how changes will be dealt with in the future?
E 'Project’ organisation and control
E.1 | Are the stakeholders committed in their support of the 'project’ and its objectives?
E.2 | Are customers and/or users able to commit sufficient time to the 'project'?
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E.3 | Is the 'project' plan complete and considered to be achievable?

E.4 | Are good relationships established between the project team, customers and suppliers?

E.5 | Are the project management approach and milestones approach understood by all parties?

E.6 | Is there adequate budget provision (risk allowance) for contingency actions?

E.7 | Are the project interfaces defined and being managed effectively?

E.8 | Is the project fully under control, in terms of progress against milestones, budget and deliverables?
E.9 | Are there appropriate processes for managing change to requirements?

E.10 | Are there established and effective communications between the project and all stakeholders?
E.11 | Are the project dependencies clearly identified and being managed effectively?

F Team capability, experience and support

F.1 | Are the necessary project skills available within the project team?

F.2 | Are team members able to commit sufficient time to the project?

F.3 | Is there sufficient fall back for critical resources?

F.4 | Has the team access to the specialist expertise needed, when required?

F.5 | Is the team adequately supported in terms of accommodation, administrative support and tools?
F.6 [ Is there enough time and resource within the schedule for necessary information gathering?

F.7 | Has the team access to people who understand the business domain and the business needs?
F.8 | Is there a good mix of leadership and other key attributes within the project team?

F.9 | Are roles and responsibilities clearly defined both within the team and third party interfaces?
F.10 | Are the customer &/or user roles clearly defined and understood?

4143 Historical Information

Examination of existing information such as lessons learned, risk registers and categories
from previous, similar projects help identify risks. This is based on the premise that every
system or product will be established through a combination of some existing system(s),
components, and/or concepts. Another good source of information is test results from
previous, similar programmes; particularly test failures.

4144 Risk Categorization

Risks may be categorized by source, area of project and organized in a useful breakdown
(see Figure 4-2Risk vs. Issue) often called Risk Breakdown Structure (RBS). These
categories support risk identification by providing a way to verify that all relevant areas have
been covered during the risk identification.

Categorisation of project risks could be accomplished through:

eDecomposition into relevant elements or areas. Decomposition may be oriented to
requirements, processes, functional areas, technical baselines, or acquisition
phases.

eCreate a WBS (product-oriented tool) as early as possible in a programme, which is
particularly useful in identifying product oriented risks.

eUse a process-oriented framework, to determine the process-based risks root causes,
which could be tracked via the WBS structure to view impacts to schedule, cost,
and performances.
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Figure 4-2 : Risk categorisation by functional area
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4.2 Risk Analysis

Risk analysis is the process of examining identified risks and determining the risk exposure
based on estimated probability and impact values. Risks should be prioritised by considering
other factors such as the time frame for response.

Qualitative risk analysis is usually a rapid and cost-effective means of establishing priorities
for risk response planning or for the quantitative analysis, if required. Quantitative risk
analysis is conducted on selected risks to show how the combined effects of those risks may
impact objectives.

Many risk management models split the risk analysis into qualitative and quantitative risk
analysis tasks. Considering that many of the same inputs, tasks, tools and techniques,
outputs, and associated resources are needed for each type of analysis, this document
describes risk analysis in one step, but ensures that the key differences between qualitative
and quantitative analysis are highlighted in the description below.

4.21 Inputs
The inputs to risk analysis include:
eList of risks within the risk register.
eScales to qualify and quantify risk probability and impact levels.
eProbability and impact matrix to determine risk exposure.
eHistorical records showing how similar risks were qualified in the past.
eFor quantitative risk analysis, a selection of meaningful interdependent risks.
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422 Tasks
Table 4-4: Risk analysis tasks

# Tasks

1. Determine probability, impact, and exposure based on the given scales and
matrix.

Prioritize risks based on exposure and other factors.

Decide whether to perform quantitative risk analysis on selected risks.

Perform quantitative risk analysis if required.

Al el R

Refine probability, impact, and exposure based on outputs from quantitative risk
analysis. Re-prioritize risks based on updated values.

6. Update the risk register with newly obtained risk attributes and ensure that key
personnel are informed of the updated risk situation.

4.2.3 Outputs
The output of the risk analysis is the updated risk register.

424 Toolbox

The toolbox elements below rely heavily on judgment and educated guesses but may be the
most suitable approach to qualitative analysis.

eApply judgment to rate probability and impact using matrixes as shown in 2.10.
eDelphi technique
eRisk Assessment Checklist

The toolbox elements below rely more on technical, historical, or statistical data and are more
prone to be used in a quantitative analysis.

eCalculate actual cost/time impact
eUse historical records
eMonte Carlo simulation

Both approaches (qualitative and quantitative) are complementary. In all cases a qualitative
analysis has always to be done prior an eventual quantitative one in order to reduce the effort
requested to apply the quantitative analysis.

The Monte Carlo simulation is described below due to its prevalent use in many different
industry sectors.

4241 Risk Assessment Checklist

Checklists can also be used for assisting in assessing the risks. Like for risk identification
checklists, one should also explore other items this approach has to be completed by a more
exhaustive one.
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Risk Assessment Checklist

Characteristics | Low risk | Medium risk | High risk
A. Scope
A1 |The scope of the projectis: |Well defined & Somewhat defined, but|Poorly defined and/or
understood subject to change likely to change

A2.

The requirements of the
project are:

Understood and
straightforward

\ery vague or very
complex

A3.

The total estimated effort

hours are:

Less than 5,000

Greater than 50,000

B. Schedule

B1

.|Are the project’s major

milestones and operational
dates:

Flexible - may be
established by the
project team and
recipient personnel

Firm - pre-established
and missed dates may
affect the business

Fixed - pre-established
by a specific operational
commitment or legal
requirements beyond
the team’s control

B2.

Project duration is

estimated at:

Less than 1 year

1 year to 2 years

Greater than 2 years

C. Budget/Cost

C1.

The project budget is based
upon use of a proven
successful cost estimation
process used by personnel
with estimation experience:

Yes — Proven
estimation process
with experienced
personnel

Some experience or
process

No — Estimates not
established by
personnel with any
experience nor any
proven process

C2.

Project funding matches or
exceeds the estimated cost
and is stable.

Funding is greater
than estimated need
and/or is expected to
be stable.

Funding is marginally
adequate and
expected to remain
relatively stable.

Funding is less than
estimated need and/or
its stability is highly
uncertain.

D. Project interdependencies

D1.

This project’s dependencies
on linkage projects could
best be described as:

Slightly dependent,
can be successful
without linkage
project deliverables

Somewhat dependent,
without linkage project
deliverables, schedule
delays possible

Highly dependent,
cannot proceed without
deliverables from
linkage projects

E. Human Re

sources

E1.

The Project Manager’s
experience and training is:

Recent success in
managing projects
similar to this one

Recent success in
managing a project not
similar to this one or
trained and no actual
experience

No recent experience or
project management
training

E2.

Describe the experience of
project personnel with the
tools and techniques to be
used.

Experienced in use
of tools and
techniques

Formal training in use
of tools and techniques
but little or no practical
experience

No formal training or
practical experience in
use of tools and
techniques
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Risk Assessment Checklist

Characteristics

Low risk

Medium risk

High risk

E3.|{The project team is: Located together Dispersed at multiple
sites
F. Management/Senior Leadership Support
F1.[The project sponsor is: Identified, Not identified or not
committed, and enthusiastic
enthusiastic
G. Organizational Impacts

G1.[The project participant(s) |Are not required on |Are somewhat May not be available as
providing content the project or are inexperienced needed or are unknown
knowledge on the project: |very knowledgeable at this time

G2 |Operational processes, Little or no change |Occasional to frequent |Substantial change
procedures, policies changes
require:

G3.|How would you rate the High readiness Moderate readiness  |Low readiness (Passive
readiness level within the |(Passionate and and hard to engage)
project recipient and enthusiastic)
stakeholder organizations
for changes this project will
create?

H. Technology

H1.[The technology being Mature Emerging Leading Edge
utilized is:

H2.[The technical requirements [Similar to others in New and complex
are: the company

H3.[The subject matter is: Well known by the Not well known by the

project team project team

I. Supplier

1. |If development is required [The vendor is The vendor is new to

familiar in this this market

market

J. Other (Add as appropriate to project)

J1.] |
4.24.2 Monte Carlo Simulation

With regards to project management, Monte Carlo simulation is “a technique that computes or
iterates the project cost or schedule many times using input values selected at random from
probability distributions of possible costs or durations, to calculate a distribution of possible
total project cost or completion dates. ” (PMBoK, 2004 ).
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Monte Carlo simulation is primarily (but not only) useful in the areas of cost and time
management to quantify the risk level of a project’s budget or planned completion date, taking
into account both the risks as already identified and qualitatively assessed and the uncertainty
associated with both the baseline of project schedules and/or budgets and the risks
themselves.

Monte Carlo simulation aids the project manager in answering questions such as, “Taking into
account the uncertainty and the risks, what is the probability of meeting the project due date?”
and, “What is the 90 per cent confident project duration? ”

In time management, Monte Carlo simulation may be applied to project schedules to quantify
the confidence the project Mgr should have in the target project completion date or total
project duration. Project Mgr.

In cost management, the project Mgr can use Monte Carlo simulation to better understand
project budget and estimate final budget at completion. Instead of assigning a probability
distribution to the project task durations, project manager assigns the distribution to the
project costs. These estimates are normally produced by a project cost expert, and the final
product is a probability distribution of the final total project cost. Project managers often use
this distribution to set aside a project budget reserve, to be used when contingency plans are
necessary to respond to risk events.

Monte Carlo simulation can certainly be an extremely powerful tool that allows project Mgrs to
incorporate both uncertainty and risk in their project plans and set reasonable expectations on
their projects, with respect to schedule and budget.

The results of simulation are quantifiable, allowing project Mgrs to better communicate their
arguments when management is pushing for unrealistic project expectations. Recent
advancements in computing capability and Monte Carlo simulation software allow project
managers to implement the method more easily.

However, Monte Carlo simulation is still not a popular tool in current project management
practice considering the practical usefulness of the method in project schedule, cost, and risk
management. This is primarily due to its statistical nature, which many project managers are
reluctant to tackle. More project management education and training programs that
demonstrate the simulation and hands on experience with the Monte Carlo Simulation
techniques to current and potential project managers are needed to overcome

For more explanation of the use of Monte Carlo simulation, we refer to the UK MoD process
guide for risk practitioners called “three point estimates and quantitative risk analysis, a
process guide for risk practitioners”.
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Figure 4-2: Example of Monte Carlo statistical combination of risk and uncertainty
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4.3 Risk Response Planning

The objective of the risk response planning is to determine what can be done to increase the
project’s likelihood of success. The following strategies may be used:

eAvoidance

eMitigation

eTransfer

eExploit

eEnhance

eSharing

eAcceptance
-Active acceptance
-Passive acceptance

Those strategies are further detailed in 4.3.4.

36 Edition 1 Version 1



ARAMP-1

A strategy represents a general approach to handle a risk, this strategy is determined based
on the type and rating of the risk. The project must consider the guidance for risk response
strategies identified in the RMP, for example the RMP could recommend that all risks rated
“low” be handled by passive acceptance. The strategy must be translated into concrete plans
and actions, and documented in the risk response plan or as action items.

4.3.1 Inputs
The inputs to risk response planning include:
eRecommended strategies in the RMP
eList of prioritised and analysed risks within the risk register

eHistorical records about risks responses from the past projects and common risk
causes

4.3.2 Tasks

Table 4-6: Example Risk response tasks

# Tasks
Examine each risk and determine the most appropriate risk strategy.

2. List alternative risk responses and actions to implement the strategy.

Determine the most appropriate alternative based on cost effectiveness, or any
other factor (regulatory, availability of resources, etc.). This task will also look at

3. potential “global” risk strategies to handle multiple risks (i.e. handling the common
root cause rather than separate effects).
4 Determine residual and secondary risks that would result from the application of
' the selected alternative.
5. Perform limited risk identification and analysis for residual and secondary risks.
6 Repeat steps 1 to 5 until the risk responses provide an acceptable solution to
' reduce the risks to an acceptable level.
7. Update the risk register with newly obtained risks and attributes and ensure that
key personnel are informed of the updated risk situation.
8. Risk owners develop detailed risk response plan as required.

Gain approval from management and other stakeholders for the risk response plans
9. which may impact any other plan (e.g. financial plan, quality management plan,
schedule, test plan, etc.) or project documents (WBS, schedule, etc.)

Different skills are needed for risk response planning. Whereas risk identification use
experience and qualitative and quantitative risk analysis use analytical and mathematical
skills, the risk response planning uses creativity.

The effectiveness of the response plans and actions should be evaluated by means of
objective indicators. These indicators should consist of cost and schedule data, technical
performances measures and project metrics.
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A secondary risk is a new risk that is generated by a response to another risk.

A residual risk is what remains from an existing risk after the risk response has been
successfully implemented.

4.3.3 Outputs
The outputs of risk response planning are:

eApproved risk response plans which identify impact to other plans and project’s
artefacts. Risk response plans basically describe the actions to be taken to
implement the risk strategy, the resources required, the timeline of implementation,
the associated costs, the other plans and project documents impacted, and the
expected outcome. The exact contents and format of the risk response plan will
have to be determined and tailored for the project.

eResidual risks
eSecondary risks

434 Toolbox
The risk strategies explained below support the realization of the risk response plan.

4.3.4.1 Risk Strategies

Options for risk response planning are often referred, in their entirety, as risk handling,
mitigation, or simply risk strategies. Options to select from may be different for threats and
opportunities.

Risk strategies for threats include:

eAvoidance: eliminating the risk by eliminating its cause (modifying the scope of the
project or of the product, adapt the project objectives, adapt the schedule, etc.).

eMitigation: reducing the probability and/or the impact of the risk. The following
mitigation options could be considered:

-Change in approach to execute a task.
-Multiple development efforts.

-Trade studies.

-Early prototyping.

-Incremental development.
-Technology maturation efforts.
-Robust design.

-Design of experiment.

-Open systems.

-Reviews, walkthrough, and inspections
-Government Quality Assurance activities
-Use less complex processes.
-Increase redundancy.

-Add or change resources or suppliers.
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-Manufacturing screening.
-Demonstration.
-Outsource.

eTransfer: making another party responsible for the risk. This can be done through
purchasing of insurance, performance bond, warranties, guarantees or contracting
(e.g. fixed price strategy). Transfer does not eliminate the risk but simply transfers
the responsibility to a third-party.

Response strategies for opportunities include:

eExploit: increasing the opportunity by making it happen. Directly exploiting responses
include assigning more talented resources to the project or to use new techniques
to reduce the time to completion, or to provide better quality than originally planned.
Caution: as an opportunity like this one often leads to secondary risks (threats), a
proper balance cost/effectiveness has to be made before adopting this strategy.

eEnhance: increasing the probability or impact values of the opportunity. For example,
the project manager could propose a good incentive to the project team so that they
get motivated to reduce the project time to completion.

eShare:. sharing a positive risk involves allocating ownership to a third party who is
best able to capture the opportunity for the benefit of the project. Examples of
sharing actions include forming risk-sharing partnerships, teams.

Response strategies for both threats and opportunities include:

eAcceptance: accepting that the risk materializes. A strategy that is adopted because
it is seldom possible to eliminate all risk from a project. This strategy indicates that
the project team has decided not to change the project management plan to deal
with a risk, or is unable to identify any other suitable response strategy. It may be
adopted for either threats or opportunities. This strategy can be either passive or
active

-Active acceptance: preparing contingency plans to be executed when the risk
occurs. The most common active acceptance strategy is to establish a
contingency reserve, including amounts of time, money, or resources to handle
known-or even sometimes potential, unknown-threats or opportunities.

-Passive acceptance: leaving actions to be determined as needed after the risk
occurs.

One or more choices above may be selected for each risk.
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4.4 Risk Monitoring and Control

Risk monitoring and control is initiated after the initial risk management planning,
identification, analysis, and response planning. It is executed to:

emonitor and control the execution of response plans (including the measurement the
progress associated with its implementation),

emonitor the project environment (deliverables, schedules, regulatory requirements,
etc.) to maintain situational awareness,

einitiate subsequent risk management planning, identification, analysis, and response
planning activities, and

etransfer historical data and lessons learned at the end of the project.

During this step of the process, the investment in the previous risk management activities is
capitalized. The monitoring process systematically tracks and evaluates the effectiveness of
risk response actions. Monitoring results may also provide a basis for developing additional
risk response options and/or approaches, or updating existing risk response strategies, and/or
re-analyzing known risks. In some cases monitoring results may also be used to identify new
risks and revise some aspects of risk planning. In summary, risk monitoring and control
evaluates the effectiveness of the whole risk management process and triggers corrective
and preventive actions as required (eventually through the project management process).

4.41 Inputs
*RMP.
eRisk response plans.
oWork results (deliverables, meetings, testing results, etc.).

eTechnical performance measurement (for example obtained using Earned Value
Analysis).

eUpdates to plans, project, and product documents.
eChanges in the environments.

4.4.2 Tasks
Table 4-7: Risk monitoring and control tasks
# Tasks
1 Verify and ensure that the adequate conditions exist for the process (e.g.

configuration management of risk register and RMP, resource management, etc.).

Monitor and control the execution of risk response, contingency and fallback plans.

Watch for triggers.

Trigger the execution of contingency and fallback plans.

Watch the environments by attending project status meetings.

ok wIN

Perform risk reviews and risk audits.
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Identify and analyse new risks. Develop response plans for those risks.

Revise existing risks. Eventually adapt existing response plans.

9 Collect and communicate the risk status in accordance with the measures planned

in the RMP.
10. Update the RMP.
11. Produce lessons learned.

Risk monitoring and control is described as a control function, yet the function contains
element of execution phase as well as control. During this step, the risk owners will execute
and risk response plans and respond to risk triggers by implementing contingency and fall
back plans.

4.4.3 Outputs
eActions executed as results of the execution of risk response plans.
eRisk register updates.
eUpdates to the risk response plans.
eUpdates to the PMP.
el essons learned.
eCommunication of risk status.

444 Toolbox
The concepts explained below support the realization of outputs.

4441 Risk Reviews

Risk review meetings are conducted at regular intervals, ideally in conjunction with project
review meetings to ensure the availability of all major stakeholders and reduce administrative
overhead. Risk reviews are mainly used to communicate the status of risks, monitor the
status of response plans’ execution, and eventually identify new risks. The information
gathered during the risk review supports the steering of the risk management process. The
conduct of risk reviews should follow the best practices for review meetings: agreed agenda,
capturing meeting minutes, producing reports, etc.

4442 Risk Audits

Risk audits may be performed on risk response plans and the risk management process.
Independent risk audits are performed by auditors not immediately involved in the project
(e.g. risk manager from other projects, consultants, etc.) The independency of the auditors
helps eliminate the biases and provides different perspectives on risk responses and process.

41 Edition 1 Version 1



ARAMP-1

The output of the audit should contain corrective and preventive actions to be taken (e.g. risk
owners might be changed or contingency and fallback plans for risks might be adjusted).
Based on the risk audit results the lessons learned are included in the lessons learned
repository.

4.5 Risk Management Planning

Risk management planning prepares the execution of the four other RM steps (identification,
analysis, response planning, and monitoring and control). RM planning “sets the tone” for the
rest the RM activities; ensuring that they are adequate to the project and that all conditions
are met to ensure the successful execution of the process. The key to successful risk
management is early planning with all stakeholders, resourcing and integration with the other
project management processes.

Risk management planning includes:

eDeveloping and documenting an organized, comprehensive risk management
strategy (including tolerance and appetite) and process;

eDetermining the methods, tools and techniques to be used to execute the risk
management strategy;

eldentifying and planning for adequate resources (including competencies and training)
for the process; and;

eEnsuring that the communication of risks (risk assessments, reports. trends) is
considered.

The risk management planning process should begin as early as possible in the project life
cycle and should be completed early during project planning. The main output of RM
planning is the RM Plan. This plan should basically answer the questions: “who, what, where,
when and how”.

451 Inputs
The inputs listed below are the key inputs used for risk management planning:
eEnterprise level inputs
-Historical records.

-Organizational process assets (such as risk categories, common definitions and
terms, standard templates).

-Organizational environmental factors (risk tolerance of the enterprise as
expressed in policies).
eProject level inputs
-Project information (charter, scope statement).

-Project environmental factors (risk tolerance and acceptance of the project
manager and team members).

eStrategies and management plans (procurement, schedule, cost, staffing,
communication).

*\WBS.
eStakeholders.
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452 Tasks
The following activities are performed during RM planning.

Table 4-8: Risk management planning tasks

# Tasks

1. Collect and organize the required inputs as well as any other
background information.

Identify all appropriate stakeholders to support the task.

Utilize appropriate toolbox items (methods, tools and techniques) based
on recommendation in the RMP and as described in Toolbox.

4., Train stakeholders on the use of the toolbox items as required.

Note: The tasks above are to be performed before every RM process step. One of
the purposes of the RMP is to ensure that these tasks are adequately planned.

5. Obtain authority to establish the RM process in the project.

6. Define how RM integrates with project management and other business
management activities (including cost aspects) to avoid overhead.

Complete and staff the RMP. Obtain approval of the RMP.

Ensure that sufficient configuration management processes are in place
to support the RM process (primarily RMP and risk register).

45.3 Outputs

The RMP is the main output of the RM planning step. For small projects, with limited RM
scope, the RMP may be contained within the Project Management Plan (PMP) as discussed
in the AAP-20, annex 3. For larger projects and programmes, the RMP will be a separate
document and will be referenced in the PMP.

454 Toolbox
The concepts explained below support the realization of outputs.

4541 Risk Management Plan Template

Annex C -, Risk Management Plan Template, contains a suggested structure for the RMP
that can be easily tailored for a given project or programme. Each chapter of the template
contains:

eDescription and rationale: The contents and need of a given chapter.

eExample text, in italics: This will aid the author in writing the introductory text for each
paragraph that will be modified or extended for a particular project or programme.

eApplicable references. This will aid the author to easily find detailed guidance on a
given RM subject.
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As mentioned earlier, the RMP is expected to be tailored for a given project or programme.
The following bullets provide suggested RMP development recommendations and tailoring
considerations:

«Copy and paste Annex C, RMP template, into a new file. This will save the author
having to retype the chapter outline.

eReview the applicability of each of the RMP template paragraphs. If a paragraph is
not applicable to the project, document the paragraph as “Not Applicable” and
provide a justification of the non-applicability. Try to avoid deleting the paragraph all
together. This will avoid reviewer comments questioning the completeness of the
RMP in accordance with the template.

eKeep paragraphs simple and to the point. . If a particular subject is detailed and
lengthy, consider moving the information into its own annex. Avoid duplication of
information by referencing the sources in the RMP. For example, , if an
organization has already implemented an Enterprise RM process, and you are
developing a Programme RM process, there is no need to re-document the
Enterprise RM process in the Programme RM process. Only those areas that are
different and then reference the Enterprise RM Process document..

eFinally, delete the provided template guidance and reference information in the final
RMP.

4542 Risk Register

The risk register is the place where most of risk information is kept. The risk register is a
repository for the whole RM process that will be constantly updated with information as risk
identification and other steps of the RM process are performed. The risk register is used to
generate the required risk reports. The risk register is normally managed by the risk manager
and made available to the project team.

Depending on the organization, the risk register may be unique for a single project or be
shared by multiple projects. Applications supporting risk registers may vary from simple
spreadsheets, word processors, databases, to complex dedicated software tools. The choice
of the risk register for a project will depend largely of the availability of existing software and
of the requirements of the project.

Annex D -, Risk Register, provides basic fields to be included in a risk register as well as the
steps of the RM process when these fields should be initially filled.

Like other project artefacts, it is essential that the risk register be kept under configuration
management.

5 Particularities of Risk Management to NATO

5.1 Risk Management between NATO Contracting Authorities and Contractors

Although there will be separate risk management effort/processes on the parts of both NATO
Contracting Authorities/Governments and the Contractor(s), it is a good practice to establish a
collaborative risk management relationship. By doing this, NATO Contracting
Authorities/Governments share the programme risks with the contractor (as opposed to
transferring all or most of the risk to him). Since NATO Contracting Authorities/Governments
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ultimately have the responsibility to provide a capable and supportable system to the
NATO/Governments system user, all programme risks, regardless of who is assigned primary
ownership, are a concern to the NATO Contracting Authorities/Governments project Mgr and
must be addressed and managed by it.

While there is a need for collaborative risk management work between NATO Contracting
Authorities/Governments and Contractor(s), each party views risk from a different perspective.
Contractors typically divide risk into two basic types as shown below:

o Business Risk: This involves the inherent chance of making a profit or incurring a loss
on any given contract.

o Program Risk: This includes uncertainties in technical requirements, design,
development, integration, cost, funding, scheduling, etc.

NATO Contracting Authorities/Governments typically focuses on project type risks, and the
negative aspects associated with them. Although NATO Contracting Authorities/Governments
do not dictate how the Contractor should manage risk, some characteristics of good NATO
Contracting Authorities/Governments - Contractor interaction include:

J Flexibility for assignment of common project risk management responsibilities among
NATO Contracting Authorities/Governments — Contractor, e.g. NATO Contracting
Authorities/Governments - Contractor collaborative teams

o Clearly identifying and analyzing risks and their root causes, and assigning
responsibility or ownership for identifying, selecting, implementing and tracking their
mitigation plans

o Evaluate risk root causes and their cost, schedule and performance impacts and the
use of resources to mitigate them

o Use of the best management practices which, if followed, avoid unnecessary risk
o Use (partially or not) of a common RMP and Risk Register
o Conducting event-based systems engineering technical reviews

o Commitment concerning planning and executing a successful risk management
programme

Other steps that the NATO Contracting Authorities/Governments can take to promote a

collaborative NATO Contracting Authorities/Governments - Contractor RM program are:

o Conduct an initial meeting with the Contractor to describe the programme's objectives
and the approach to managing risk (including the RMP and Risk Register)

o Train members of NATO Contracting Authorities/Governments and contractor's
organizations on NATO programmes risk management basics

o Review the programme's contractual documentation (e.g. RFP) requirements with the
contractor. Ensure that the NATO Contracting Authorities/Governments and Contractor
personnel understand the purpose, format and contents of various risk reports

o Work with the Contractor to refine risk tracking plans and procedures
o Establish programme risk reporting requirements with the Contractor

° Work with the Contractor to develop appropriate measures to track moderate and high
risk items
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The project Manager always has a responsibility to the system user to develop a capable and
supportable system and can not absolve itself of that responsibility. Therefore, all project
risks, whether primarily managed by the project Mgr or by the development/support contractor,
are of concern and must be assessed and managed by the project Mgr. Once the project Mgr
has determined which risks and how much of each risk to share with the contractor, he must
then assess the total risk assumed by the developing contractor (including subcontractors).

Both NATO Contracting Authorities/Governments and the Contractor must have a common
view on risk management process and data. More explanation about the specific risk
management contractual process can be found in annex D. Successful risk strategy requires
that government and the contractor communicate all programme risks for mutual adjudication.
Both parties may not always agree on risk probability, and the government Project Mgr
maintains ultimate approval authority for risk definition and assignment. A common risk
register available and open to the government and the contractor is an extremely valuable
tool. Successful risk strategy involves selection of the option that best provides the balance
between performance and cost. Recall that schedule slips generally and directly impact cost.
It is also possible that throughout the system life cycle there may be a need for different near-
term and long-term risk strategy approaches.

An effective risk management process requires a commitment on the part of the PM, the
programme office and the contractor to be successful. Many impediments exist to risk
management implementation, however, the programme team must work together to
overcome these obstacles. One good example is the natural reluctance to identify real
programme risks early for fear of jeopardizing support of the programme by decision makers.
Another example is the lack of sufficient funds to properly implement the risk management
process. However, when properly resourced and implemented, the risk management process
supports setting and achieving realistic cost, schedule, and performance objectives and
provides early identification of risks for special attention and handling. The risk management
plan should address industry involvement in dealing with programme risks.

5.2 Risk Management and Accelerated Fielding

Accelerated fielding (a.k.a. rapid acquisition) is a specific approach to deliver an urgent or
immediate capability and, therefore, saves time over a traditional approach such as the one
documented in the AAP-20. Accelerated fielding is recognized to significantly increase
project risks and potentially increase costs. The sections below list some of the solutions
chosen to enable accelerated fielding, describe potential effects and propose solutions.

521 Reduced documentation

Because the immediate benefits (clearer communication, familiarization, record of decisions,
knowledge base, etc.) of properly documenting the project (project, test, risk management
plans) or the product (requirements, designs, tests) are not always visible, many project
managers will decide on reducing, simplifying, delaying, and/or cancelling project and product
artefacts. These decisions might be planned or the result of delays in the project. It is true
that producing, reviewing, and approving artefacts that meet specific standards (Mil-Std, IEEE
...) is resource and time intensive, especially when the documents have to authored and
reviewed in a non-native language. The following sections list the most common risks linked
to reduced documentation and provide solutions, which need to be adapted for the project.
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5211 Risks
The potential effects of reduced documentation may be far ranging and include:
eEffects caused by reduced project documents
-Degraded communication.
-Undocumented decisions leading to uncontrolled actions.
-Lack of available information leading to incorrect decisions.
-Rework or redundancy caused by unclear plans.
-Fines or penalties for not meeting legal obligations.
-Reduced ability to control the process.
-Etc.
eEffect caused by reduced product documents

-Faulty (or lengthy) technical implementation at stage x caused by undocumented
stage x-1 solutions.

-Increased costs of having to reverse engineer technical implementations at later
stages.

-Increased costs of maintainability or reduced maintainability.

-Unclear product status (e.g. caused by reduced test documentation) leading to
non-fact based decisions.

-Increased difficulties to obtain certification (security, safety, quality management,
etc.).

521.2 Solutions

The solution described below should be executed at the beginning of the project and involve
all stakeholders.

eList all formal (contractual) and informal (best practices or organizational)
requirements related to the documentation. The list should detail at least: which
documents need to be produced, in which format and by when.

eFor each documentation requirement, list the negative consequences, the benefits
and risks of not meeting the requirement. Consider the negative consequences
and benefits across the whole lifecycle and not only for a particular stage.

eFor each requirement, list potential alternative solutions (see below) to this
requirement and include its negative consequences, benefits, and risks.

eChoose a solution and document the decision.
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Table 5-1: Solutions to documentation constraints

Constraint Alternatives

Artefact required contractually, legally, or by | e Discuss contractual requirement and
corporate processes propose alternative solutions or decreased
costs.

o Request for waiver.
o Outsource production of the artefact.

Artefact required to be in specific format o Tailor the standard (Data Item
Description) to the minimum required.

o Propose alternative industry standard
or own template.

Artefact implied by best practice o Do not produce the artefact but ensure
that the purpose of the artefact is met.

Any constraint o Reject the constraint and register an
associated risk.

522 Reduced lifecycle activities

Another mechanism often used to implement accelerated fielding is to reduce the activities in
a given life cycle (e.g. the system life cycle proposed in the PAPS). Not fully implementing all
activities in the life cycle is considered as one of the most important risk linked to the life
cycle. However, not choosing an appropriate life cycle should be considered to be the
greatest risk. As clearly documented in the PAPS: “PAPS provides a systematic and
coherent, yet flexible, framework [...] and should not be regarded as a set of formal and
mandatory steps [...]. Therefore, the first responsibility of the project manager is to select,
develop, or tailor a life cycle that supports the realization of the project objectives.

5.2.21 Risks

The top-level risk of adopting an inappropriate life cycle for the project is its inability to
efficiently, effectively, and coherently manage the activities. This risk is enhanced in
accelerated fielding where a standard life cycle will rarely be appropriate and where the
project manager will have to combine different life cycles to obtain the maximum effect. An
insufficient knowledge of the life cycles and their application may lead to an “apprentice
sorcerer” approach to life cycle management.

The section below documents the approach to select the most appropriate life cycle model for
your project.

5222 Solutions

The solution described below should be executed at the beginning of the project and involve
all stakeholders.

eKnow the differences between life cycles. The majority of the development lifecycles
originate from the software industry and are articulated around the following steps
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(building  blocs):  requirement, design, code, integration, test, and
production/delivery. A life cycle arranges and combines those building blocs in
patterns. The patterns can be serial (e.g. waterfall or V models), iterative (e.g.
spiral), incremental (e.g. staged delivery), or agile (e.g. SCRUM, XP).

Programme life cycles can be arranged in similar patterns but the building blocs will
be different. According to the PAPS, the building blocs would be: pre-concept,
concept, development, production, utilisation, support, and retirement.

eSelect and tailor the life cycle. Not all those models lend themselves to accelerated

fielding. Typically, serial and iterative models are not good candidates because
they cannot easily function with changing or incomplete requirements, in addition,
serial models only deliver the final products at the very end of the life cycle.
Incremental models, on the other hand, function well when not all requirements are
known at the beginning of the project or when requirements are volatile. Those
models may also deliver intermediate products (fully tested or prototypes) and deal
with project risks (schedule and costs) or product risks (functionalities).
Incremental models are risky to implement for complex or large systems because,
since not all requirements are defined at the start of the project, the chosen initial
architecture may not be adequate to support later requirements and require major
rework.

In many cases, the programme manager will have to define a new model adapted
to the requirements of the programme. For accelerated fielding, this model is likely
to have an incremental top-level model (the tree of the programme) with serial
development branches (for sub-products). Each increment will deliver a specific
Level Of Capability (LOC).

Reuse of existing products

With the aim of reducing NATO resources, overall life cycle costs, implementation risk and
timescale, the NATO Software Management Policy edition 17 states that proven off the-shelf
software should be utilised whenever possible and certainly for all common user, non
specialist applications. Off-The-Shelf (OTS) software includes:

¢COTS: Commercial OTS. This term pertains to a commercially marketed product

which is normally used without modification. For COTS software, source code is
not made available and maintenance is provided by the vendor under license.

eNOTS: NATO OTS. NOTS products are provided by a NATO organization to meet

specific user needs. NATO exercises partial or full ownership and maintenance of
the products and may make them available to other NATO bodies as required.
NOTS application software may be made available with or without its source code.

¢GOTS: Government OTS. GOTS products are provided to meet specific user needs.

A government exercises partial or full ownership and maintenance of the products
and may make them available on mutually agreed terms. GOTS application
software may be made available with or without its source code.

Open Source Software (OSS) is software made available to all users together with its source
code; this provision distinguishes it from ‘proprietary’ COTS software which is supplied in

7 NATO Software Management Guidance, EAPC(AC/322-SC/5)N(2003)011
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object form only, the source code rights being retained by the vendor. OSS may be used,
copied and further distributed with or without modifications, and may be offered either with or
without a fee. If an end-user makes any changes to the software, they can either be retained
for his specific application use or be returned to the wider community to be included in future
product releases if desired. The OSS community consists of individuals, groups of individuals
and organisations who contribute to a particular open source product or technology.

Using COTS or OSS products has several advantages:
eStandardised usable functions and capabilities come out of the box.
eOperational products can readily be deployed in a cost effective way.

eResources can be focused on user driven and mission-directed applications
development.

eInteroperability and portability can be guaranteed.
eRe-use of computerised applications across heterogeneous networks is facilitated.

eStandardisation of data management subsystems can be achieved, making
applications independent from data base physical implementation.

eUsers need minimum training to become familiar with the user’s interfaces.

5.2.3.1 Risks
The risks and drawbacks of reusing COTS or OSS are:

eThe implementation of COTS makes the final NOTS product highly dependent on the
commercial packages, especially when these packages constitute the pillars for the
whole application (operating systems, network protocols, etc.).

eA poor choice of COTS could result in the inability of the final product to fulfil all users’
requirements. An excessive amount of glue code might then be required to
implement the missing functions, making the final product cumbersome and
unstable;

eFinal system performance might be degraded by the poor performance of COTS, with
no possible action except costly improvement of surrounding elements, like
hardware upgrades, allocation of more bandwidth, etc.

eManpower and material resources must be retained for testing COTS upgrades
before they are deployed, for identifying compatibility.

eDifficulty to integrate with other products or interoperate. The use of proprietary
interfaces (non standard) and architectures will result in integration of
interoperability difficulties.

eLong-term maintenance. The use of typically short-lived products or product versions
will increase the difficulty to maintain the system. The management of
obsolescence of these products will be a major challenge.

eCosts of licenses. The use of COTS is not free. License costs may represent a large
percentage of the total operational costs of the systems.

eDifficulty to obtain certification. The necessary certifications (safety, security,
environmental, etc.) of a system using OTS may be more difficult to obtain if, for
instance, the source code is not available.
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The choice of integrating COTS or OSS products into a system must consider risks and
benefits. A risks/benefits analysis should be performed using the criteria shown in Table 5-2.

Table 5-2;: COTS selection criteria®

Product selection

Vendor selection

Stakeholder
acceptability

Security Performance Reputation Project engineering
suitability familiarity with product
Safety Transparency Technical support Open attitude to new
technology offered by
product
Quality Functional match Willingness to negotiate | Training requirements

changes

to develop product
expertise

Maintainability

Update cycle

Training support

Reliability Upward Competitive standing
compatibility of
revisions

Portability Architectural Match between vendor

resource utilization

compatibility release dates/cycle and
system release
dates/cycles
Interoperability | Efficiency of References with national

or NATO organizations

Maturity

Maintenance and
operations costs /
fees

An evaluation matrix may be used to support the decision. A candidate product is weighted
(e.g. on a scale from 0 to 5) to indicate the importance of the criterion and scored (e.g. on a
scale from 0% to 100%) to show the match between the criterion and the product

characteristics.

8 Space and Naval Warfare Systems Center, “COTS evaluation, selection, and qualification process”, 2002
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Annex A -Abbreviations and Acronyms

Abbreviations Description
CDR Critical Design Review
CWBS Contractual Breakdown Structure
ERM Enterprise Risk Management
IPT Integrated Product Team
0SS Open Source Software
OTS Off-The-Shelf
PAPS Phased Armament Programme System
PM Project Management
PMgr Project Manager
PMI Project Management Institute
PMO Project/Programme Management Office
PMP Project Management Plan
RFP Request For Proposal
RM Risk Management
RMgr Risk Manager
RMP RM Plan
SLCM System Life Cycle Management
SME Subject Matter Expert
SOl System Of Interest
SRR System Requirements Review
WBS Work Breakdown Structure
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Annex B -Terms and Definitions
Term Definition Reference

Assumptions are factors that, for planning purposes, are

Assumptions considered to be true, real, or certain without poof or PMBOK (2008)
demonstration.
Standards, rules, or tests on which a judgment or decision

Criteria can be based, or by which a product, service, result, or PMBOK

process can be evaluated.

Decision gate

Life cycle elements controlling the flow in and out of the

Derived from

Delphi Technique

stages and providing a control mechanism. AAP-48

An information gathering technique used as a way to reach

a consensus of experts on a subject. Experts on the

subject participate in this technique anonymously. A

facilitator uses a questionnaire to solicit ideas about the PMBOK (2008)

important project points related to the subject. The
responses are summarized and are then re-circulated to
the experts for further comment. Consensus may be
reached in a few rounds of this process. The Delphi
technique helps reduce bias in the data and keeps any
one person from having undue influence on the outcome.

Reference to
Tools and tech?

External risk

A risk of which the principal cause lies outside the area of
responsibility of the risk management process.

A risk of which the principal cause lies within the area of

Internal risk o .
responsibility of the risk management process.
A point or matter in question or in dispute, or a point or
Issue matter that is not settled and is under discussion or over PMBOK (2008)
which there are opposing views or disagreements.
A framework of processes and activities concerned with
Life-cycle model | the life cycle, which also acts as a common reference for ISO/EC
y 15288:2002(E)

communication and understanding.

Master schedule

A summary-level project schedule that identifies the major
deliverables and work breakdown structure components
and key schedule milestones.

PMBOK (2008)

A process which generates hundreds or thousands of

Monte Carlo p!'ob_abl(_a performance outcomes base_d o_n_probability PMBOK (2008)

Simulation distributions for cost and schedule on mdmdug! tasks. The | Reference to
outcomes are then used to generate a probability Tools and tech?
distribution for the project as a whole.
A condition or situation favourable to the project, a positive

Opportunity set of circumstances, a positive set of events, a risk that PMBOK (2008)

will have a positive impact on project objectives, or a
possibility for positive changes. Contrast with threat.

Organization

A framework of processes and activities concerned with
the life cycle, which also acts as a common reference for
communication and understanding.

ISO 9000:2000

Parent risk

The cause of a secondary risk.
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Term Definition Reference
Process _Set of |.nterrelated or interacting activities which transform 1SO 9000:2000
inputs into outputs.
A collection of generally sequential project phases whose
Project life-cycle name and_ number are de_terr_nlnec_j by the c_ontrol negds of PMBOK (2008)
the organization or organizations involved in the project. A
life cycle can be documented with a methodology.
Residual risk A risk that remains after risk responses have been PMBOK (2008)
implemented.
Risk An uncertain event or condition that, if it occurs, has a PMBOK (2008)

positive or negative effect on a project’s objectives.

Risk avoidance

A risk response planning technique for a threat that
creates changes to the project management plan that are
meant to either eliminate the risk or to protect the project
objectives from its impact.

PMBOK (2008)

Risk breakdown
structure

A hierarchically organized depiction of the identified project
risks arranged by risk category and subcategory that
identifies the various areas and causes of potential risks.
The risk breakdown structure is often tailored to specific
project types.

PMBOK (2008)

Risk category

A group of potential causes of risk. Risk causes may be
grouped into categories such as technical, external,
organizational, environmental, or project management. A
category may include subcategories such as technical
maturity, weather, or aggressive estimating.

PMBOK (2008)

Risk impact

The potential effect of a risk on objectives.

Derived from
PMBOK (2008)

Risk
management
plan

The document describing how project risk management
will be structured and performed on the project. It is
contained in or is a subsidiary plan of the project
management plan. Information in the risk management
plan varies by application area and project size. The risk
management plan is different from the risk register that
contains the list of project risks, the results of risk analysis,
and the risk responses.

PMBOK (2008)

Risk probability

The likelihood that a risk will occur.

Derived from

PMBOK (2008)
Risk rating A risk a!t_tribute c_Jetermined based on an assessed risk Derived from
probability and impact. PMBOK (2008)
The document containing the results of the qualitative risk
analysis, quantitative risk analysis, and risk response
Risk register planning. The risk register details all identified risks, PMBOK (2008)

including description, category, cause, probability of
occurring, impact(s) on objectives, proposed responses,
owners, and current status.

Risk response

Option or action to enhance opportunities and to reduce
threats to project objectives.

Derived from
PMBOK (2008)
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Term Definition Reference
. . . . Derived from
Risk strategy A plan of action designed to achieve the risk management definition of

goal.

strategy in wiki

Risk transference

A risk response planning technique that shifts the impact
of a threat to a third party, together with ownership of the
response.

PMBOK (2008)

A risk that arises as a direct result of implementing a risk

Secondary risk PMBOK (2008)
response.
Stage A period within the life cycle of a system that relates to the | ISO/IEC
state of the system description or the system itself. 15288:2002(E)
System life cycle The evolution with time of a system-of-interest from ISO/IEC
conception through to retirement. 15288:2002(E)
i¥::§$_0f' The system whose life cycle is under consideration. I‘ISESQSE:(Z:OOZ E)
A condition or situation unfavourable to the project, a
negative set of circumstances, a negative set of events, a
Threat risk that will have a negative impact on a project objective | PMBOK (2008)
if it occurs, or a possibility for negative changes. Contrast
with opportunity.
A cost, time, quality, technical, or resource value used as a
parameter, and which may be included in product
Threshold specifications. Crossing the threshold should trigger some PMBOK (2008)
action, such as generating an exception report.
Indications that a risk has occurred or is about to occur.
Triggers may be discovered in the risk identification
Triggers process and watched in the risk monitoring and control PMBOK (2008)

process. Triggers are sometimes called risk symptoms or
warning signs.
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Annex C -Risk Management Plan Template
C-1 Introduction

C-1-1 Purpose

The section explains the reasons why an RMP was created for the project’ and documents
the objectives of the RMP. The description should be concise and not simply just list the
contents of the RMP.

If the RMP applies to a programme, the section will mention the applicability of this RMP to
subordinate projects.

Example Text:

Project XYZ was established within the Industrialization Agency (IndA) to industrialize a state-
of-the-art prototype based on new technologies, called the FastEnOut, developed by the
Prototyping Agency (ProtA). The industrialization includes reverse engineering requirements
and designs to develop requirement statements and design documents as well as producing
blueprints for production. Only a few of the project XYZ members were involved in the
development of the prototype at ProtA. Under these circumstances, it is recognized that risk
management plays a crucial role in the support of the project management activities.

This RMP is used to:

eTailor the risk management process documented in the organization directive IndA-
001;

eSpecify the project specific responsibilities for risk management;

eProvide an understanding of the project’s risk management aspects to internal and
external stakeholders.

References:
eSection 2.7.1 RM organization: levels and purpose
eSection 5 Particularities of Risk Management to NATO

C-1-2 Administration

The section describes all aspects regarding the initial and further approval of the document,
the revisions, the relation with other plans, and other administrative aspects. It is expected
that the RMP will apply and be supported by existing document management processes.
Generic contents such as approval page, revision history, references, definitions, etc. are not
covered by this template.

Example Text:

The RMP will be updated as required by changes in the environment or the process and as a
minimum annually. It will follow standard revision and approval procedures for project
documents as documented in IndA-002.

° The RMP template may be applied to projects and programmes. Therefore the word “project” may be substituted by “programme”
throughout the template. Any information applicable only to a project or a programme will be clearly indicated.

C-1 Edition 1 Version 1



ANNEX C TO
ARAMP-1

References:
eNo references in this guide.

C-2 Enterprise/Programme/Project Description

The chapter provides information (or references to information) about the project. It should
focus on the information that is used for the management of risks such as the project
objectives (that are impacted by the risks) or the different environments (that may be the
source of risks).

Example Text:

For the XYZ Project, the prototype developed by the ProtA is already in operation, therefore,
the delivery date is not an essential objective. However, because of high costs of the
production and future maintenance of the product, the completeness and accuracy of the
documentation produced in the project is of high importance. The competitive labour
environment in which IndA and ProtA co-exist presents a threat to the availability of key HR
technical resources.

References:
eNo Reference in this guide.

C-3 Organization

The chapter defines the risk management organization for the project and situates it within its
context (organizational or programmatic), it includes the definition of roles and responsibilities
that are not already documented in other project or organization documents. If the RM
structure is complex (including a risk management board reporting to a higher programme or
part of the organization), the chapter maybe be broken down in sections. It is highly
advisable that the relations between the risk management organization and other project or
organization structure be (also) documented in the PMP. The chapter should also include the
definition of stakeholders of the process and the required qualifications of internal members
which may lead to additional training (e.g. on tools).

Example Text:

The risk management organization of project XYZ applies the structure and responsibilities
described in IndA-001. In summary, the Project Manager (PMgr) and Risk Manager (RMgr)
report to the Corporate Risk Management Board to share information on project risks to other
projects and to the organization, to obtain resources for the project risk responses that are
outside of the project scope and to assign ownership of project risks to members of the
organization outside the project.

Within the project, the RMgr maintains the RMP, prepares for the Risk Management Board,
maintains the risk register by closely following-up on all project risks and associated actions.

The PMgr assigns resources and schedule activities resulting from the risk responses.

Both PMgr and RMgr are familiar with the tools used in the process and no specific training is
required at this time.
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References:
eSection 2.7 Enterprise, Programme and Project Risk Management
eSection 2.7.2 RM organization : roles and responsibilities

eSection 5.1 Risk Management between NATO Contracting Authorities and
Contractors

C-4 Process

This chapter is the core of the RMP. It provi