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1 References
001 Enterref.here

1 Purpose
002 How to use SSL/TLSto secure your LOGFAS sites

2 Applicability
003 LOGFAS6.4.1.and earlier versionsupto 6.3.1

3 Overview

3.2 General Overview

004 UsingSSL/TLS (to secure your LOGFAS sites) is recomended to protect user's privacy.

005 This documentexplains how to configure Secure Sockets Layer (SSL) for the Internetinformation Services (11S)
site hosting ADAMSWEB and/or EVEWEB.

006 Therequiredchangesonly affectserver-platform installations; Client-workstation configurations are not
affected when a proper certificate is used onthe server.

3.3 Requirements

007 Local administrator permissions/rights atthe target LOGFAS server.
008 LOGFASADAMSWEBand/or EVEWEB suscessfully deployed tothe LOGFAS server.

4 HowtosetupSSLonlIS

009 Ifyou needto configure SSL on your LOGFAS server, it's important to realize thatthe implementation of SSL
has changed from IS 6.0 and above.

0010 Dependingonthe scope and/orusage of ADAMWEB/EVEWEB some of the following steps will be optional.
Note that those steps will be explained using the IIS Manager GUl although the same outcome could be
achieved through other Microsoft/Windows tools and commands (i.e. AppCmd.exe, WMl scripts,
PowerShell.exe, Certmgr.msc, etc.).
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0011 The main stepsare:

- Step 1 - Getanappropriated PKl certificate.

- Step 2 - Create an HTTPS binding at the lIS site.

- Step 3 - Configure SSLsettings for the lIS site.

- Step 4 - Test SSL by making a request tothe IS site.

0012 Optional steps will be:
- Step 5 - Removing PKl certificate(s).
- Etc.

IMPORTANT NOTE

- The certificates deployed with ADAMSWEDB and/or EVEWEB should be
deleted (applicable to LOGFAS 6.4.1 and earlier versions up to 6.3.1)
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4.1 Step1.0- Getan appropriated PKI certificate

0013 Dependingonthe scope and usage of ADAMWEB/EVEWEB the PKI certificate could be Self-Signed orissued by
the Certification Authority (CA) of the Active Directory (AD) Domain.

0014

0015 In both casesthe aim will be to obtain a Personal Information Exchange format certificate (PFX) protected
with a password-based symmetrickey. PFXis a predecessorto PKCS#12; It defines afile formatthat can be
used forsecure storage of certificates, containing both private and public keys, plus all of the certificatesin a
certification path.

0016

0017 When choosing a certificate, considerthe following: Do youwant end users to be able to verify yourserver's
identity with your certificate? If yes, then either create a certificate request and send that request to a known
certificate authority (CA) such as VeriSign or GeoTrust, or obtain a certificate from an online CA in your
intranet domain. There are three things that a browser usually verifiesin a server certificate:

- That the current date and time is within the "Valid from" and "Valid to" date range on the certificate.

- That the certificate's "Common Name" (CN) matches the host headerin the request. Forexample, if the client is

making a requestto https://www.contoso.com/, then the CN must be www.contoso.com.

- Thattheissuer of the certificate is a known and trusted CA.

0018 If one or more of these checks fails, the browser prompts the user with warnings. If you have an Internetsite
or an intranet site where yourend users are not people you know personally, then you should always ensure
that these three parameters are valid.

0019 Self-signed certificates are certificates created on your computer. They're usefulin environments where it's
not importantfor an end userto trust yourserver, such as a test environment.
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Example of Self-Signed certificate
deployed upon installation of
EVEWEB.

R Certificate

E Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
+ All issuance polides

Issued to: EVEWEE
Issued by: EVEWEB

valid from 2/14/2019 to 2/14/2020

']'? You have a private key that corresponds to this certificate.
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Details | Certification Path

Shiaw: | <All=

Field Value

'I.n'ersion V3

= |serial number 29 &7 c6 d5 86 38 1a ac 41d5...

Signamre algorithm shalR5A

Signamre hash algorithm shal

(=] 1ssuer EVEWES

'I.n'alid from Thursday, February 14, 2019 ...

[=]|valid to Friday, February 14, 2020 4:0...
Subject EVEWEB

Edit Properties... | | Copy to File, ..
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| General | Detais | Certification Path

Show: | <All=

Y|

Field

'u'alid from
=] valid to
[=|subject
Public key
i3 Enhanced Key Usage
Key Usage
Thumbprint algorithm
Thumbprint

Value ~
Thursday, February 14, 2019 ...
Friday, February 14, 2020 4:0...
EVEWEE =
RSA (1024 Bits)

Server Authentication (1.3.6....
Digital Signature, Key Encipher. ..
shal

I c0d5dd lae56f6345d0.., v

server Authentication (1.3.6.1.5.5.7.3.1)

Edit Properties... | | Copy to File. .. |
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M@ Certification Path

Certification path

& EEE

Certificate status:

View Certificate

lms certificate iz OK.
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1
La‘ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of @ remote computer
» Al issuance policies

Issued to: LOGFAS-641-5R 1.TESTBED. pmic
Issued by: LOGFAS-5641-5R 1. TESTBED.pmic

valid from 2/14/2012 to 2/14/2020

'? ‘fou have a private key that corresponds to this certificate.

Issuer Statement |

o]
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Details | Certification Path

Shiaw: | <All=

Field Value

'I.n'ersion V3

= |serial number 40 96 9b b1b5 77 Bc b1 4e 3e...
Signamre algorithm shalR5A

Signamre hash algorithm shal

Issuer LOGFAS-641-5R. 1. TESTEED. pmic
'I.n'alid from Thursday, February 14, 2019 ...
[=]|valid to Friday, February 14, 2020 1:0...
= Subject LOGFAS-541-5R 1. TESTBED. pmic

CMN = LOGFAS-041-5R. 1. TESTBED. pmic

Edit Properties... | | Copy to File, .. |

[ o ]
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Details | Certification Path

Show: |{.|5.]|:=- v|

Field Value

[=]|valid to Friday, February 14, 2020 1:0...
Subject LOGFAS-541-5R. 1. TESTEED, pmic
= |Public key RSA (2048 Bits)

Key Isage Key Encipherment, Data Endp...
ni| Enhanced Key Usage Server Authentication (1.3.6....
Thumbprint algorithm shal

Frivanudl}-I name logfas-641-sr 1. testbed.int

Thumbprint Ofb20506cf352d24 14 ...

server Authentication (1.3.6.1.5.5.7.3.1)

Edit Properties... | | Copy to File.

o]
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General | DE'I}jgl Certification Path

Certification path
Bl Iogfas-641-srl. testhed.int

View Certificate

Certificate status:
iz certificate is QK.

Details | Certification Path

Show: | <All= W |

Field Value o~

=] valid to Friday, February 14, 2020 1:0...
LOGFAS-541-5R 1. TESTBED. pmic

RSA (2048 Bits)
Key Encipherment, Data Endp...
Enhanced Key Usage Server Authentication (1.3.6....

Thumbprint algorithm shal
umbprint 39 fh205b 06 cf352d 24 14 ...

Friendly name loofas-641-sr 1. testhed.int ™

kKey Encipherment, Data Endpherment (30)
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0021 The following matrix display one example of usage;

Table 1 - LOGFAS Installation Summary

Procedure Step Description Demo Production
1. Removing a previous version of LOGFAS.
If a previous version of LOGFAS is installed, you will need to remove v v

it. Follow the section “Uninstalling LOGFAS (Client & Server)”.! If this
is a cleaninstallation then proceed to the following step below.

2. Preparing LOGFAS Server for the Domain.
Have your Domain Administrator create a service account for the v
POSTGRESQL service and issue the SETSPN commands as explained in
“Preparing LOGFAS Server for the Domain with SETSPN” section.
3. Creating SSL Certificates for LOGFAS Server.
If you don’t have valid SSL certificate(s) for you server you must install v

OpenSSL and generate them. The procedures can be found below in x
“Installing OpenSSL & Creating Certificates” section.
4. LOGFAS Client and Server Software Installation.
Install the LOGFAS software as explained in “LOGFAS Software v 4
Installation Procedures” section.
5. LOGFAS Server Post-Installation Configuration.
To configure the database Service, database, PGADMIN and SSPI, N v

follow the steps described in “LOGFAS Server Post-Installation
Procedures” section.

4.1.1 Step 1l.1- Getan appropriated PKI certificate from Certification Authority (CA)

0022

0023
0024
0025
0026
0027
0028

Note that NATO/National policies and proceses related to the management of PKI certificates could be
stablished/enforced on yourenvironment. The following CA steps are justan example forinformational
purposes.

Requesting a certificate from the CA using the Web browser.

Who is my CA? How to find the Certificate Authority enabled for the Active Directory environment.

At the target LOGFAS server: Use the CertUtil utility from a cmd or PowerShell command promptto determine
the CA information and the server(s) hosting the service.

| PS C:\Windows\System32> CertuUtil

https://docs.microsoft.com/en-us/windows-server/administration/wind ows-

commands/certutil#BKMK CAlnfo

L This is only applicableto releases of 6.3.1 or later. Prior releases must first follow migration procedures outlined in the 6.3.1
installation package.
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0029 Ifthe CA has enabledthe Web enrollment, It should be possible to request/download a certificate using the
Web browser. The CA URL should be: https://<fully qualified Domain name>/certsrv

ey Windows PowerShell
s\ ramon. garciaviejo= CertUtl

"TESTBED.pmic Root CA'
Organ ional Unit: ot
Organ i
Locality:

:TED—C&GI.TESTEED.pmchTEETEED.pmiC Root CA’

"TBD-CAO1. TESTBED. pmic’
IE3IDEL. AT L RUUL VA
nitized Mame: "TESTBED.pmic Root CA'
t Name: —TESTELD mma L
Sanitized Short Mame: LOGFAS-641-5R1 - Rem
Flags
Web Enrollment Servers

bd-kms01. testbe
Microsoft Active Directory Certificate Services — TESTBED.pmic Root CA
Entry 1:

Name :

Loreiis Welcome

Use this Web site to request a certificate for your Web browser, e-
the Web, sign and encrypt messages, and, depending upon the typ

change Ct_ar“t'l'figate:
sl Y ou can also use this Web site to download a certificate authority (
SErVer :

For more information about Active Directory Certificate Services, 54

Select a task:
Web Enrollment Servers Request a certificate ||| https://tbd-ca0l.testbed pmic/certsrv/certrqus.asp

s T View the status of a pending certincate reques
Name H ; ;
Organizational Umit: Download a CA certificate, certificate chain,or CRL
Organ ion:
Locality:

State:

Flags

0030 Below PowerShellcommand should display the CA policy serverinformation. The Id value should match with
the one displayed —later on- during the certificate enrollment.

PS C:\Windows\System32> Get-CertificateEnrollmentPolicyServer

NATO UNCLASSIFIED
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ey Windows PowerShell

ramon.garciaviejox Get-CertificateEnrollImentPolicyServer

cmdlet Get-CertificateEnrolIlmentPolicyServer at command pipeline position 1
Supply values for the following parameters:
e: all

context: user

: {510FB0OEG-44AB-47AB-B2ZAF-ALCC135370DFD}
: ldap:
: Kerberos

RequireStrongvalidation : True

sutoEnrol ImentEnabled : True

IsDefaul 3

https://docs.microsoft.com/en-us/powershell/module/pkiclient/get-
certificateenrollmentpolicyserver?view=win10-ps

0031 Logontothe LOGFASserverwhere youwanttoinstall a certificate.
0032 Start Internet Explorer, and then connectto the computer hosting Certificate Services (forexample,

https://<servername>/certsrv ).

IMPORTANT NOTE

- Note the use of https (TCP port 443) and not http.

NATO UNCLASSIFIED
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EE LOGFAS-641-SR1 - Remote Desktop Connection

0033 On the Microsoft Certificate
Services Welcome page, click
Requestacertificate. QO e £+ § comrenee. S|
0034 On the Requesta Certificate page, Microsoft Active Directory Cerfificate Services — TESTBED.pmic Root CA
click “Or, submit an advanced
I . ubm! Y Request a Certificate
certificate request”
Select the certificate type:
User Certificate
Or, submit an advanced certificate request. @
0035 Dependingonthe CA settingsyou

could have access to the full
functionallity. In the following
example we have limited rights
and itis only allowed to paste the
contents of a previously generated
certificate request.

O e - G e8] on:

Microsoft Active Directory Certificate Services — TESTBED.pmic Root CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
or PKC5 #10 certificate request

or PKCS #7 renewal request generated by an external source

(such as a Webserver) in the Saved Request box.
Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

Certificate Template:
[TESTBED Web Server (APMS) |

Additional Attributes:

Attributes:

NATO UNCLASSIFIED
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0036 On the Advanced Certificate Request page, click Create and submita requestto this CA.

0037 On the Advanced Certificate Request page, do the following:

0038 Underldentifying Information, in the Name field, entera unique name, for example, the fully qualified domain
name (FQDN) of the computeryou are requesting the certificate for. For the remaining fields, enterthe
applicable information.

Note

Event ID 20052 of type Error is generated if the FQDN entered into the Name field does not match the
computer’s name.

4.1.2 Requesting a certificate from the CA using the Certificate Management tool.

IMPORTANT NOTE

- On Windows 2012R1/Win8 and/or later Operating Systems: You can use
certim.msc (Certificates Local Machine) to open the computer certificate
store. Note that certmgr.msc (Certificates User) will open the user
certificate store. Otherwise use mmc.exe to access to the Local machine
certificate store.

C:\Windows\System32> certlm.msc

0039 start/ mmc.exe/ File / Add-Remove Snap-in.../ Certificates / Add

IMPORTANT NOTE

User must have granted permissions as a “local administrator” to manage
the certificates of the local computer (all computer’s users affected)

0040 mmc console -> certificates >request anew certificate...
0041

NATO UNCLASSIFIED
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File | Action View Favorites Window Help

Mew Ctrl+N
Open... Ctrl+0
Save
Save As...
Add/Remove Snap-in...l You can select snap-ins for this console from those available on your computer and con
Opti extensible snap-ins, you can configure which extensions are enabled.
ptions...
1 ConsoleCertificates Available snap-ins: Selected snap-ins:
2wt Snap-n Vendor [ Console Root
gi'] ActiveX Control Microsoft Cor...
Exit jzation Manager Microsoft Cor...
Microsoft Cor...
Lompone ices  Microsoft Cor... ) o ’
@Computer Managem... Microsoft Car... This snap+n will always manage certfficates for:
ﬂ Device Manager Microsoft Cor... ) My user accourt
ﬁ Disk Management Microsoft and. ..
13 Fuant viewar Mirrrenft Cre

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Selected snap-ns:
Snap-n Vendor N [~ console Root
gﬁ.ﬂ.ctivex Control Microsoft Cor... Certificates (Local Compt
ﬁnumorization Manager Microsoft Cor...
¥ Certificates Microsoft Cor...
8 1p security Policy ... Microsoft Cor... |
| Link to Web Address  Microsoft Cor.., |

Description:

‘ The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

0042 The following steps are just one example about how to request a certificate from your CA.

NATO UNCLASSIFIED
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0043 Atthe local computer certificates:
requestanew certificate.

ﬁ File Action View Favorites Window Help

Object Type

There are no items to

b ] Trusted |Find EeihTicate ‘
[ Enterpris|  All Tasks »|  Find Centificates...
[ Intermec = N S ——
[ Trusted 1w EqUi ew Certificate...
b 1 Untruste] New Window from Here Import...
b [ Third-P3 New Taskpad View... Advanced Operations »
[ Trusted
[ Client A Refresh
b [~ Remote Export List...
b [ Srnart Cs Help
ﬁ Trusted

[ 7] Web Hosting

0044 Click “Next” to continue.

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

0045 Optional: Click “Properties” to get
more details.

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

gured by your

Active Directory Enrollment Policy ~
Enrollment Policy ID: {510F80E6-44AB-47A6-B2AF-A1CC13537DFD}
Configured by you Add New

NATO UNCLASSIFIED
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0046 Once selected the certificates’
template Click “Properties” to fill in
required values.

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enroll.

[+ Web Server

Key usage:

¥ More information is required to enroll for this certificate. Click here to configure settings.

¥4 More information is required to enroll for this certificate. Click here to configure settings.

The following options describe the uses and validity period that apply to this type of certificate:

Application policies:  Server Authentication
Validity period (days): 730

J) STATUS: Available Details ~

Digital signature
Key encipherment

[]Show all templates

0047 Give a Subjectname and optionally
an alternative name (e.g. adding
localhost will not raise certificate’
errors when browsing
https:\\localhost\)

Enroll Cancel

Commaon name v

Full DM
Country
- Domain component
- Email
Given name
Initials
Locality
Organization
Organization unit
State
Street address
Surname
Title

Directory name
DNS
Email

GUID

IP address {v4)
IP address (vE)
Registered 1D
URL

~ User principal name
Other name

0048 A friendly name helps to identify
the certificate.

£y subject | General | Extensions | Private key | Certification Authority

The subject of a certificate is the user er computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate
Subject nare:
Type:

‘ Commaon name

Ch=logfas-641-crl testbed.int

v Add >

Value:

logfas-641-srl.testbed.int

Alternative name:
Type:

User principal name v

Value:

logfas-641 -;rﬂ

= Remove

Add >

= Remove

| & subject | General | Extensions | Private Key | Certification Authority |

Friendly name:

A friendly name and description will make it easier to identify and use a certificate.

| LOGFAS

Description:

| To be used by EVEWEB and ADAMSWER

NATO UNCLASSIFIED
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0049 Addany required extensions.

£y Subject | General | Extensions | Private Key | Certification Authority

Key usage

Available options:

CRL signing
Decipher only
Encipher cnly

[w] Make these key usages critical

Extended Key Usage (application policies)

certificates issued by this template,

Available options:
CGCURTENT S

IP security IKE intermedia .

An application policy (called enhanced key usage in Windows 2000) defines how a
certificate can be used. Select the application policy required for valid signatures of

The key usage extension describes the purpose of a certificate.

Selected options:
Data encipherment

Diiital signature

Key encipherment

Selected options:
Server Authentication

File Recovery = -

Root List Signer |

Certificate Request Agenaj

Key Recovery Agert

Private Key Archival

Lifetime Signing

o] ianina hd

< m > < m >
[[] Make the Bxtended Key Usage critical

ok || cancel || apply

NATO UNCLASSIFIED
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0050 Setthe restrictions for the private
key.
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| & subject | General | Extensions | Private Key | Certification Authority

Cryptographic Service Provider

Key options
Set the key length and expert options for the private key.

Key size: | 2048

[w] Make private key exportable
[w] Allow private key to be archived
[] Strong private key protection

Key type
Key usage defines the allowed uses for a private key associated with a certificate,

(®) Exchange
() Signature

Key permissions

Set permissions on the private key

—ie

0051 The CAs forenrolment will be listed
and at least one of then must be
selected.

0052  Click “Apply”.

| & subject | General | Extensions | Private key | Certification Authority

A enrollment server is needed to issue and renew certificates. The system will connect to

enrollment servers in the following list to process certificate requests.

Mot all certificate termplates are available each enrcliment server. For diagnostic
purposes, it may be helpful to identify all available enrollment servers.

Certification Authority Type:
[«]TESTBED.pmic Root CA Enterprise root CA

[w] TESTBED-TBD-CAD2-CA Enterprise subordinate CA
[w] TESTBED-TBD-ADFS01-CA Enterprise root CA

[] Show all enrallment servers

NATO UNCLASSIFIED
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0053 Theenrolment process starts to
contact the CA.

0054 Dependingonthe CA settingsthe
request could be waiting for manual
intervention (authorization process) or
it will be processed in case that
automatic enrrollmentis available.

Requesting certificates. Please wait...

The enrollment server is being contacted to obtain the certificates you have requested.

Active Directory Enrollment Policy
Web Server

JJ STATUS: Enrolling...

0055 Oncetherequestwas processed

and authorized a certificate will be

issued.

0056 Optionally: Click on “View
Certificate” to check its properties and

exportit to a file.pfx

Certificate Installation Results

The following certificates have been enrolled and installed on this computer,

Active Directory Enrollment Policy

Web Server W STATUS: Succeeded

The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Data encipherment

Digital signature

Key certificate signing

Key encipherment

Server Authentication

All application policies

Validity period (days): 730

Application policies:

T

0057 The picture shows how a certificate
should look like when Clicking on the
buttom “View certificate”

It is important to notice the
existence of aprivate key

0058

General | Details | Certification Path

—
|__a.4 Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
» All application policies

Issued to: logfas-641-srl. testbed.int
Issued by: TESTBED-TED-ADFSD1-CA

valid frem 2/12/201% te 2/11/2021

? ‘You have a private key that corresponds to this certificate.

Issuer Statement

[ o ]
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0059 Review othervalues

0060 Clicking “Copy to File” allows to
exportthe certificate to a .pfxfile. The
export could be done later on using
the Certificate Manager.

| General | Details | certification Path

Shaow: | <All>

e:Principal Name =lo. ..

RE’TU=E JazaoilUl e

MNam

Mame Other

[

£ AUTIO y Rey 10 1| od ...
5| crL Distribution Points [1]CRL Distribution Pint: Distr...
.ﬂtuti’u:‘ritg-I Information Access  [1]Authority Info Access: Acc...

Key Usage Digital Signature, Key Encipher...
Thumbprint algorithm shal
Thumbprint Blefo7471acfaascs2af...

Other Name:
Principal Mame=logfas-641-arl

Edit Properties... Copy to File...

[oc ]

0061 In this case the buttom “Copyto
File” was clicked to exportthe
certificate.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

Ned || Cancel

0062 Make sure to exportthe private
key.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(®) ¥¥es, export the private key

) No, do not expart the private key
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0063 Checkall of the possible options
but DO NOT delete the private key
unless the certificate does notneedto
be installed on the computerusedto
submitthe request.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER encoded binary X.509 (.CER)
() Bage-64 encoded X.509 (.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
[Jindude all certificates in the certification path if possible
(®) personal Information Exchange - PKCS #12 (\PFX)
[+ Include all certificates in the certification path if possible
[Delete the private key if the export is successful
[ Export all extended properties

() Microsoft Serialized Certificate Store (,55T)

0064 Usingpassword will be
recommended but note that without
the password it won’t be possible to
import the certificate.

To maintain security, you must protect the private key to a security principal or by
using a password.

[ Group or user names (recommended)

Add

Remove

[ Passward:

Confirm password:

0065 Click “Save” to continue with the
export. The expected result willbe to
geta pop-up window saying “The
export was successful”

0066

0067

@ - % |- Desktop v G| | Search Desktop

Organize *  Mew folder 3oy @
1& Favorites u This PC
B Desktop .
j Downloads fr=rs
'i-?" Recent places Q Libraries
(N CREl OGFAS-641-5R1 testbed.pmic v

Save as type: | Personal Infermation Exchange (*.pfx) v

I Hide Folders
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0068 At this time the requested
certificate is available at two locations:
0069 Installed at the Personalstore of the
Local Computer
0070 And as .pfxfile at the specified
location (i.e. user’s Desktop) because
it was exported.

Eile
=

Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

Action View Favorites Window Help

7= 8| &

= °H[=

.5

A

[

~| Console Root

Certificates (Lacal C
| Personal

| Certificates
| Trusted Root Cen
| Enterprise Trust
| Intermediate Ce
| Trusted Publishe

-

Issued To Issued By Expiration Date

CEEJ logfas-641-srl.testbed.int TESTBED-TBD-ADFS01-CA 271172021

B || Untrusted Certif
p | Third-Party Root
0071 Explore the task available for the
certificate.
= Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates]

File Action View Favorites Window Help

= 4B RE =2
~| Censele Root lssued To ™ Issued By
4 ﬂjl Certificates (Local C|| logfas-641-srl tecthed.int _TESTRED_TRO-ADFSD1-CA

Expiration
2/11/2021

Date  Intended Purposes
Server Authenticati...

I | Untrusted Certif

4 [ Personal Open
| Certificates
B All Task: 3 0

I+ | Trusted Root Ce e pen

| Enterprise Trust Cut Request Certificate with Mew Key...
b [ Intermediate Ce Copy Renew Certificate with New Key...

| Trusted Publishe

Delete

Manage Private Keys...

Friendly Name Status Actions
GFAS =
LOCESS Certifica

Mere
logfas-6
More

I [ Third-Party Roo Properties Advanced Operations 3

Request Mew Certificate with the Same Key...

| Trusted People
| Client Authentic|

Help Export..

Renew This Certificate with the Same Key...

| [ Remote Desktog
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4.1.3 Step 1.2 Get an appropriated PKI certificate (Self-Signed)
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0072 How to create a Self-Signed certificate using the IIS manager that will be used onthe same computerhosting
LOGFAS ADAMSWEB/EVEWEB.

0073

0074
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0075 Select
the €2 » LOGFAS-641-SR1 »
server
i File View Help
nodein
the @ Lz |8 % LOGFAS-641-SR1 Home
treeview 5
o, Start Page . _
and S LOGFAS-GH ST (T Filter: » W Go - (g Show Al |
Authentic.. Compressicn  Default Directory
double- Document  Browsing
click the — .
# g
Server 24 = %
s Error Pages Handler HTTP ISAPI and
Certificat Mappings Respon...  CGI Restri...
es & = "
featurein Jj =l
ISAPI Filters MIME Types  Meodules
the
listview: a= £
o |10 128
Qutput Request Server Worker
Caching Filtering [i Certificates | Processes
0076  Click
“Create
. File View Hel
Self-Signed P
Certificate. % server Certificates Import...
” s Start Page Use this feature to request and manage certificates that the Create Certificate Request...
.. In the 493 I-OGFASTGM -SRI (T Web server can use u‘:i'th websites congfigured for S5L. Complete Certificate Request...
. @ Application Poo
Actions 48] Sites Filter: » W Go - (g Show All K Create Domain Certificate...
pa ne. l ?%efaa::ﬂ\!:ik: Name = |ssued To C.reate Self-Signed Certificate... I
[)__@ EVE \Et;l(ew
o] fp_client [k
g ﬁj peen x Remove
Enable Autematic Rebind of
Renewed Certificate
0 Help
0077
Specify Friendly Name
Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:
Specify a friendly name for the certificate:
|.LCHS FA5-641-5R1 testbed.pmic
Select a certificate store for the new certificate;
| Web Hosting
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0078 & certlm - [Certificates - Local Computen\Trusted Root Certification Authoriti..| = | 5
File Action View Help
= zE 8= H
—?.1] Certificates - Local Computer lssued To - lssued By ~
4 [ ] Personal ;| Baltimore CyberTrust Root Baltimore CyberTrust Root
| Certificates =) Class 3 Public Primary Certificat.. Class 3 Public Primary Certifigatio...
4 ] Trusted Root Certification Aul| [Z]] Copyright (c) 1997 Microsoft C...  Copyright (c) 1997 Microsoft [Corp.
= ':EI"I.:IfICEtES 5l Equifax Secure Certificate Auth... Equifax Secure Certificate Authority
— —plecTrust Globa eclrust Globa =
b [ Enterprise Trust ~1GeoTrust Global CA GeoTrust Global CA
B | Intermediate Certification Au -
b | Trusted Publishers
i [ Untrusted Certificates
b ] Third-Party Root Certificati =l Microsoft Authenticodeltm) Ro Microsoft Authenticode(tm) Root.
ird-Pa oot Certificatior
b = Trusted People =5l Microsoft Root Authority Microsoft Root Authority
b - Client Authentication lssuers ] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori..
b - Remote Desktop ZIMicrosoft Root Certificate Auth...  Microsoft Root Certificate Authori..
b : Certificate Enrollment Reque: Sl Microsoft Root Certificate Auth... Microsoft Root Certificate Authori..
b ] Smart Card Trusted Roots Rl NO LIABILITY ACCEPTED, (c)97 ... NO LIABILITY ACCEPTED, ()47 V...
b [7] Trusted Devices I NPKIROOTCAV3 MPKIROOTCAY3
- [ Web Hosting | PMIC-DCO1-CA PMIC-DCOT-CA y
£ m > £ m >
Trusted Root Certification Authorities store contains 22 certificates,
0079 Enter a friendly name for the new certificate and click OK.

0080

0081

4.2

0082
0083
0084

0085
0086

Now you have a self-signed certificate. The certificate is marked for "Server Authentication" use that could be
used as a server-side certificate for HTTP SSL encryption and for authenticating the identity of the server.
Note that Viewingthe certificate will also allow to exportit.

Step 2. Create an HTTPS binding at the IIS site
The default11S binding settings are set to HTTP on port 80.

Selectthe the parent, ADAMSWEB and/or EVEWEB site in the tree view and click Bindings... in the Actions
pane. This brings up the bindings editor that lets you create, edit, and delete bindings foryour Web site.

Usinga unique certificate assigned to the parent site will make sense on most scenarios.
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0087 Click Add...toadd yournew SSL
binding to the site (TCP port 443) and

assign the proper certificate.
0088

0089

Site Bindings

Type Host Name | Port | IP Address
http 80 ®

0090 Itis possible to change the
certificate: Select httpsin the Type
drop-down list and Click Edit.

Site Bindings :

0091 Selectthe required certificate issued
by your CA and/or Self-Signed and
then click OK.

ﬂge,_[jgggﬁgme | Port ]VIP Address | Add... ]
http 80 *
hﬁDS 443 x= Eﬂn". |
Remove |
< | i Browse |
Close |
Add Site Binding -
Type: IP address: Port:
|http5 v| |AII Unassigned v| |4—43 |
Host name:

O Require Server Name Indication

S5L certificate:
LOGFAS ]

Select... | m

ok ||

Not selected

0092 The SSL binding is —now- available
on yoursite and all that remainsis to
verify that it works.

X Administrator: Command Prompt
:S\Windowsssystem32>netsh http show sslcert

: B.8.0.8:443
Certificate Hash : cBlef67471acf88%9c528f47hbh44190eh5de58365
Application ID : {4dc3elfi-eldb—4a21-hB22-59fc669hB14>
Certificate Store Name = WebHosting
Uerify Client Certificate Revocation : Enahled
Verify Revocation Using Cached Client Certificate Only =
Uzage Check : Enabhled
Revocation Freshness Time : a8
URL Retrieval Timeout
Gtl Identifier
Ctl Store Name
DS Mapper Usage
Negotiate Client Certificate

Disahled

: 8

= {null>

= Cnull}

: Disabled
: Disabled

ssMindowssystemn32 >hostname
OGFAS-641-8R1

sMindowsssystend2 >
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0093 Usethe lISmanager to browse the
site (or use the subject of the
certificate to build the required URL)

https://logfas-641-srl.testbed.pmic/eve/

 General | Details | Certification Path

Show: | <All=

Field Value

'l.n'ersiun V3

Serial nurnber 79000000252 fe 747ch3 ...
Signamre algorithm shalR54

Signature hash algorithm shal

Issuer TESTEED-TED-ADFS01-CA, TE...
.'u'alid fram Tuesday, February 12, 2019 3..
.'u'alld to Thursday, February 11, 2021,

CEEE S | OGFAS-641-5R1 testbed.pmic| v

CM =L OGFAS-641-5R1 testbed.pmic

0094

General I Details | Certification Path

Certification path

@ TESTBED-TED-ADFS01-CA
----- 5 LOGFAS-641-5R1 testbed.pmic

View Certificate

Certificate status:
Thiz certificate is OK.
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0095 Internet Options 2| x |

| General | Security ‘F‘rivac}-I | Content I Connections I Programs | Advanced ‘

= This page can't be displayed | @EVEWeb

Select a zone g security settings.
@ e. Local intranet 2
Internet {f Localintrane % Use the settings below to define which websites are induded in

Ay  the local intranet zone, | a e|
Local intranet

This zone is for all web: [ Automatically detect intranet network
= found on your infranet [w]Indude &lllocal (intranet) sites not listed in other zones
[w]Include all sites that bypass the proxy server ct.
Security level for this zone [#] Include all network paths (UNCs)
Allowed levels for this zone:
Medium-low

- Appropriate for|  What are intranet settings Advanced OK Cancel
(intranet) X

| -Most content wilrGE TOTT WITGOT promp Local intranet -

- Unsigned ActiveX contrals will nat be dg
- Same as Medium level without prompts

["]Enable Protected Mode (requires restarting Intel

Custom level... |:
Resetall zones &) Add this website to the zone:

|http:_r'_a'logfas-&‘ﬂ-sr1.testbed.mt | ‘ Add |

You can add and remove websites from this zone. All websites in
Ay  this zone will use the zone's security settings.

Websites:

1=
il
]
a
a

4.3 Step 3. Configure SSL settings for the lIS site

0096 Configure SSLsettings if youwantyour site to require SSL, or to interact in a specific way with client
certificates. Click the site node in the tree view to go back to the site's home page. Double-click the SSL
Settingsfeature in the middle pane.

0097 Ifthe box “Require SSL” is checked then

. . . SSL Settings

HTTPS browsing will be required for that @ 9 5/ Apply
website. Furthermore, a403.4 Forbidden error This page lets you modify the SSL settings for SxOne
message will be raised when the usertries to il i i © o

] ¥ Require S5L Online Help

browse the website over HTTP. I™ Require 128-bit SSL

0098 Checkrecommended configurationvalues at ot et e
the LOGFAS ADAMSWEB/EVEWEB installation & Ignore
guide. " Accept

" Require
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4.4 Step4. Test SSL by making a request to the lIS site

0099 Dependingonthe scope and usage of ADAMWEB/EVEWEB the PKI certificate could be Self-Signed orissued by
the Certification Authority (CA) of the Active Directory (AD) Domain.

00100 Verify the SSL Binding: In the Actions - .  Actions
y g A @ Default Web Site Home s — 7
pane, under Browse Web Site, click . R‘“age ch.xte
. . . . . Group by: A - [E- g Restart
the link associated with the binding - NEYT = — ||
you just created. $ = T | || Bt
N “ ] \/ 2 Explore
.NET NET .NET Profile .NET Roles a Browse Web Site
Compilation Globalization k- ‘ @] Browse *:80 (hitp)
9{ 2'3 E‘"‘ L | (Ti" Browse %443 (ht‘tps)]
=V - iR ! ‘ Edit Site
.NET Trust  .NET Users  Application Connection =
Levels Settings Strings | | Bindings... -
- — [Z] Basic Settings...
lE’ ‘iﬁa:‘ !l!?‘ &; Advanced Settings...
Machine Key Pages énd Providers  Session State View Applications
Controls View Virtual Directories
00101 |nte rnet EXpIO rer ( | E) 7 a nd a bove : € Certificate Error: Navigation Blocked - Windows Internet Explorer I:'—i@]i_bj
it will display an error page because ()~ [ @ nttpsi/iocathosy -] 9] x || M search 2~
the Self_signed certificate wasissued ¥% HF | @ Certificate Error: Navigation Blocked e~ v B v [T]Page v
by your computer, not by a trusted o
Certificate Authority (CA). IE7 and @) There is a problem with this website's security certificate.
above will trustthe certificate if it was - o - , S A
he security certificate presented by this website was issued for a different we
imported on the Trusted Root
. . . . Security certificate problems may indicate an attempt to fool you or intercept
Certification Authorities (certificates server.
StOFE) Of the Iocal CompUte r,or at the We recommend that you close this webpage and do not continue to th
Group Policy for the domain. ) ik s 5 coss Wil Ve
C 0w . . .
00102 CIICk Contlnue to thIS we bSIte (nOt (".3’ Continue to this website (not reccr“v‘wewded\]
recommended)” willallow to continue ] ,
. i i For more information, see "Certificate Errors” in Internet Explorer Help.
navigating to the site. )
00103 Done § @ Internet | Protected Mode: On #100% ~

4.5 Step5. Install the public server’s certificate to the client’s certificate store

00104 Browse to the URL of the server’'s Web site (i.e. ADAMSWEB and/or EVEWEB), ignore the error, click on the
certificate icon, view it and install it onto the Trusted Root Certification Authorities.

The URL should match with the subject’s name of the server’s certificate
- Include example here
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5 Step x. Removing PKI certificate(s)

IMPORTANT NOTE

- The certificates deployed with ADAMSWEB and/or EVEWEB should be
deleted (applicable to LOGFAS 6.4.1 and earlier versions up to 6.3.1)

00105 the Checkthe certificate in used by IS

00106 Use the Internet Information Services (1IS) Manager as previously directed, but remove the certificate or
binding instead of adding it.

r=

€3 » LOGFAS-841-5R1 »

File  Wiew Help

Q- =% |8 qﬂ Server Certificates

Import...

o ?ﬂ Start Page

Use this feature to request and manage certificates that the Create Certificate Request...
b -85 LOGFAS-641-SR1 (T

Web server can use with websites configured for 55L.

Complete Certificate Request...

Filter: ~ W Go ~ %Shc-w All | _ Create Domain Certificate...
7|
Mame - lssued To Create Self-Signed Certificate...
| EVEWEB | View...
LOGFAS logfas-641-srl testbed.int Expori..
x Remowve I
Enable Automatic Rebind of
Renewed Certificate

9 Help

Are you sure that you want to remove this certificate, and permanently
remove it from the certificate store?
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B Internet Information Services (lIS) Manager
’@" : @ » LOGFAS-641-SR1 » Sites » Default Web Site » 3
File  View Help
Connections . Actions
— g Default Web Site Home
<, - 7 | s, gy Explore
Start Page . Edit Permissions.
Filter: - G = Show All S —
LOGFAS-641-SR1 (TESTBED . = L s
[} Application Pools ASP.MET ~ A
. E. SitES- 1=l @
=N i~
1 W&h Default Web Site B :}f_'-:"-' ﬂ “
MET MET MET Error MET View Application
Authorizat... Compilation Pages Globalization View Virtual Dires
{_T A i;i iy N .
= BN — = Manage Website
MET Profile .NET Roles MET Trust .NET Users e Restart
Levels

= — .

C:\> netsh http show sslcert

00107 Remove the computer certificate by using a Windows command (CMD Run As Administrator).

1. https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/configuring-http-and-https

2. https://docs.microsoft.com/en-us/windows/desktop/http/netsh-commands-for-http

3. Windows XP / Server 2003

C:\> httpcfg delete ssl -i 0.0.0.0:443

00108 Windows Vista / Windows 7

C:\> netsh http delete sslcert ipport=0.0.0.0:443

00109

00110
00111 The Certificate Managertool (Certmgr.exe) manages certificates, certificate trustlists (CTLs), and certificate

revocation lists (CRLs).
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= Consolel - [Conscle Root\Certificates (Local Computer)\Remote Desktop'Ce
ﬁ File Action View Favorites Window Help
a9 46 XE = H
| Console Root lssued To = Issued By Expiration Date
4 [0 Certificates (Local Computer @LOGFAS-M‘I—SR‘I.TESTBED.pmic LOGFAS-841-SR1.TESTBED.pmic 8nzr2me9
| Personal
B || Trusted Root Certificatiol
b [ Enterprse Trust - Certificate 3
b || Intermediate Certificatior
b [ Trusted Publishers Certification Path
b [ | Untrusted Certificates L
b [ Third-Party Root Certific: Certification path

] Trusted People (=} LOGFAS-641-5R 1. TESTBED. pmic

b [ | Client Authentication |ss
4 || Remote Desktop
| Certificates
b [ | Senart Card Trusted Root
| Trusted Devices
| Web Hosting

1 Read how to customize the configuration file at the “EVE Web - Installation Manual.docx”, section “Web.config file
configuration (optional)” that was supplied along with the product.
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