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SECRETARY GENERAL, NORTH ATLANTIC TREATY ORGANISATION
QUTSOURCING OF BALKANS CIS SUPPORT

Reference
A. PQ{2003)0110(INV), Qutsourcing in Crisis Response Operations, 22 Jui 03

BACKGROUND

1. NATC CIS capabilities in Balkans have evolved in ling with the mission and
changing operational requirements. The current CIS capabilities are provided
through a mix of NATO owned and ocutsourced capabilities, delivered through a
number of contracts, as well as a2 J6 CE of 111 personnel, divided betwesn KFOR
HQ and other NATO HQs across the Balkans Area Of Operations (A00). At
Enclosure 1, SHAFPE identifies the risk to NATO operations in the Baikans due to the
shortfall in the J& manning with suitably trained persennel, and proposes outsourcing
all the CIS support consisting of 4 current contracts' and most of the Balkans CIS CE
pasitions in order to reduce that risk.
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2. The aim of this Memorandum is to provide Council with the Military Committee
position on the SHAPE request for outsourcing of Balkans CIS support.

MC CONSIDERATIONS

3. In accordance with Reference A, MC considers that the NATO mission in the
Balkans is mature enough fo allow increasing outsourcing of the CIS capability. In
fact, the majority of the current CIS suppert for the NATC operations in the Balkans is
already being successfully provided through service provision and maintenance
contracts. Potential deterioration of the security environment due io the outcorme of
the Future Status of Kosovo talks should not impact the validity of the cutsourcing
opticn pravided that standing precauticnary measures would mitigate the risk.

4, The MC recognises that adequate CIS capability is a pre-requisite for the
accomplishment of the NATO mission in the Balkans. The complexity of the theatra

' The 4 current contracts are with Telenor, EADS FR x 2 and ATCG
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CIS systems and the distribution of the CIS personnel demand that all CIS personnel
arrive in theatre with the relevant training and skill on the theatre systams. For
several years, however, thers have been continucus manning shortfaiis of CiS
personnel of approximately 30% in KFOR and this situation is not likely to improve
due to increasing demands of ISAF.

5. The two main C1S support contracts (Telener and ATCO) supporting KFOR
and NHQSa/EUFOR will expire on 30 Oct 08 {after first extension of 6 months) and
30 Nov 08, respectivaly. The Telenor contract is to be re-competad at the direction
of the Infrastructure Commiitee. All CIS services and equipmant/ system upgrades
and purchases should be provided to the Balkans AOR by 30 Oct 08 in order to aliow
seamless delivery of CIS services. Should the contracting process fail to meet the
timelines, the Host Nation will seek contract extensions to ensure CIS service
continuity.

g SHAPE has submitted four options to meet the reguirements, based upon
different balances hetween military support, outsourcing, and ownership of CIS
equipment. Over 3 years, the cost estimates range from 38 ME, with no reduction of
the CE, up to 87 ME for a total outsourcing of equipment and personnel. Althaugh
Option 3% is valid and meets the requirement, itis not the recommended option due
to the complexity of the mix of NATO and contractar owned equipment and the risk of
not meeting the required timelines. Option 2%, as described at Enclosure 1,
constitutes the most cost effective selution from a military point of view. The Rough
Order of Magnitude (ROM) for this option is 13,6 ME per annum (42.8 M€ for 3 years
inchuding 2 ME for the one time purchase of equipment), but will need to be
considered by the SRE.

7 Because the pace and arder of NATO force drawdown is dependeant upon
wider palitical considerations and canneot be accuratsly predicted at this stage, the
MC acknowledges the SHAPE approach in defining both a mid-term requirement
from end 2008 cnwards and the end state requirement when NATO forces are
reduced to the anticipated minimum. Option 2 is intended to provide the required
flexibility to allow adjustment of the NATO footprint, providad that the clauses of the
contract take this demand into account.

8. The MC considers that NATO must retain contro! of its networks and that
NATO security policies and procedures will be adhered to. The protection of NATO's
key assets is to be a priority when considering cutsourcing. The NATC personnel will
continue tha key functions which must be carried out by only authorised persannal.

g The MC also acknowiledges that the NC3B was briefed on 8 Nov 07 and noted
the SHAPE presentation, in which SHAPE outlined its proposal to outsource the CIS
personnel as part of the way ahead for Balkan CI3.

? Option 3 consists of contracting of manpewer for NATO owned equipment and cutsourcing of
currently outsourced services at an asfimated cost of 48,5 ME for 3 years
? Oplicn 2 congsists of contracting of manpower and NATO takes ownership of all equipment at an
estimatad ¢ost of 42,8 ME for 3 years
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MC CONCLUSIONS
10.  The MC concludes that:
d. NATO manning processes have not managed to resolve recognised
sag?gﬁgis in suitably trained CIS personnel for the NATC mission in the

b. The mission is mature enough to allow the outsourcing of the CIS
capabilities.

C. Qutsourcing should also provide the raquired level of flexibility to
drawdown NATO forces if and when needed.

d. Adherence to all NATO security policies must be considered during all
phases of the Balkan CIS mission.

11.  As aresult, the MC endorses cutsourcing of Balkans CIS Support for a 3 year
period, subject to regular SHAPE review of the CI3 support arrangements and
reporting within the PMR process. Option 2 as presented in Enclosure 1, is
considered as the best option from a military point of view.

MC RECOMMENDATIONS

12.  ‘The MC recommends that the Council nots thls memorandum, agree its
conclusions and invite the SRB to address the resourse implications.

13.  This document clears IMSWIM-0433-2007, 26 Mov 07 and all SDs thereto,
FOR THE MILITARY COMMITTEE:

ML ER!J
ieutanant General NLOAF
Qirector

International Military Staff

Enclosure
1. 2836.01.02/5HJ8CO0/07/40-203301, Outsourcing of Balkans CIS Support,
28 Cet 07

Cony ToSDL T, IS DPP

Action Officers Col S. Piat, L&R (9833), LtCol M. Papadakis, L&R (5270), LtCal P.
Imai, NHQC3S (5128}
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REFERENCES: A. SHASPLANST340-070/08-200798, SACEUR OPLAN

10501 Revise 2 — Lettar of Promulgation, datad
06 Sep (6.

8, Enclosure 1 to SHJISCMD/E100/07-200092, Project
Submission Regusst for Balkans CIS Support from 2008
driward, dagted 30-May 07, N o

C. SHJSGMD/GIN007-200002;, OPLAN 10501 “JOINT
ERTERPRISE” = SHARE Fund Reqisestor BLK CIS 022~
Balkans CIS Suppest froni 2008 onward, dated-30 May O7.

AN

1. The alm of this papar Is to seek authorisation for the outsgurcing of Balkans
CIS operations and maintenance {C&M) support. This 18 an urgent requiement in
support of OPLAN 10581 at Referance A,

BACKGROUND

2. NATO CIS capabllities In the Balkans have avolved In-line with the misaion
and changing operational requirgments. Whilst thay meet tha operational
requiremant, the cument CIS capabillies are provided through a mix of NATO awned
and cutsourced facilities, delivered through a number of incoherent supporting
contracis.

3, The J6& elements of the Beikans Crisis Establishmenits stand at 111 parsonnel,
divided batwesn KFOR HQ at Pristing and NATO bases acrogs the Balkans area of
operations (400). Personnal designated to fill the CEs are sxpectad to armive in~
theatrs with the necaessary tachnical skill sets to enable them to provide suppart to
tha KFOR CIS gystams, which are incressing in complexity. The avallability of
suitably tralned personne! ta meet the J8 CE posts has been a long running problem,
with an Increasing trend of shortfalls to tha axtant that the J& manning is currently at
appraximately 70%. This level of manning currently places limitations to the CIS
cover avallable 24/7, and any further decrease may genarate an unsustainable
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sltuation prejudicing support to operations. Moreovar, there s no indication that
naftions will be able to increase thair support to the CEs. Miltary technicians, with the
skill aats necassary to support the Increasingly complax and sophisticatad CIS now
being operationally deployed, are In shert supply across gl NATO nations,

4. The cutrent contracts defivering CIS support are incoherent and have been
axtendad into 2008. The IC has diractad that lhase contracts shoukd ba reviewead
and, if nacassary, recompsted 10 allgn with future NATQO military posture In the
Balkanis: Tha CiS requirements for the Balkans have bean reviewed in line with
NATO's ambiticns, and the futura requiremaent for the period 2008-2012 has been
agreed in PSR BALK CIS 022, at Reference B. This identifies the CIS requirament
during 2008, an end-state requirement of minimal €IS preivision fof wiidh NATO has,
withdrawn its forces to an absolute nnlnlmurq,,@nclJ posillales e pragidesive.faductian;
In CIS dpabiltes durng that withdrawal., The challenta for the-J6 vofmmurity.isilo
providé apprapiiata coherant and. mﬁpgnswé@isl stippuet for:bioth start and.end
statss, and dirning tha,uneartamitaa of diawdown; wHilst récaghising the: Ihcreasihg
limitations placed by-the-ihabllity'ts fill the.J6 elements of the CEs.

WAY AHEAD

5. The agencies involvad in supporting the Balkans AQO have reviewed the
requirement in PSR CIS 022 and have prupesed 4 Options for future CIS dalivery:

a. Option (0 - Maintalns the current split batween military support and
outsourcad support.

b. Option 1~ All CIS capabllties outsourced (i, @. canfractor owned and
supported].

¢. Oplion 2 - All CIS capablitias NATO owned, but contrastar supported.
d. Dption 3 - Retalns cumant cutsourcing, but contractor support of NATO
owned CIS,

Option 0 sepresents the cument position arnd was used as the basslina for
comparison and analysis. All options are described and evaluated in detail at Annex
A.

8. An evaluation of the options identified that tha Introduction of Contractor
supptitt. I @ptioine 1 ~3 would -reducy the J& elerents of the Balkans’ CEs by
approxitnataly 35 posts: (!mm M. IB) “thidg-fedaing . risl;“anﬂ' unwrﬁaihyln
Qptign 0 qanﬂra‘l’gd by, cumrent: difﬂrs“ultla& W flingahe CEs: bﬁ:&amr gmm‘a{all
CiS-capabilifes NATQ ewnsd, St tanitactor supported i providesihe’ Trrasticost:
affective‘means:of deivering itfe-CE raductiong: ‘Hhilqn raliining, e Rexitillty sind,
contro) necassary to ensure that the CIS gar |"l Gl avolVEwith; ﬂmaf*ehanqiﬁg
operational requirement, Furthermare, the.df q%:grmw ‘Cosigi ths (I8N bydget is
not significant. Whilsl the gurrent provision J@ ] S ghﬁbr-t (B e ﬂl ia:daliverad; ﬂL
an OBM cost of 12,8 milllon Euros over 31 aaW{ﬁluE fidden-costit ua_ifqn§ ol the
CE manpower}, after an investmant from m‘vﬂkTﬁ»aamﬁthWem rogrditime;
(NSIP) funds of 2 million Euros to procurs the:nn:NATO awned‘equipments, Gplior
2 is estimated lo cost 13.8 milllen Euros over 3 years, SHAPE therefore proposes to
dallver the future ClS support o the Balkans AOO through the adoption of Option 2,
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ownership and contractor support of theatre C!S capabilifies. Moreover SHAPE
requests that NC3A be nominated as host Nation for this requirament.

FOR THE SUPREME ALLIED COMMANDER, EUROPE:

Karl-Heinz Lather
Genoral, DEU A
Chief of Staff

ANNEX:
A, Balkans CIS QOutsourcing proposal.

DISTRIBUTION:
Extemal —

Infommation:

Resources/Managament implamentation Branch NATO HQ
Chairman Infrastructure Committes

Chief Infrastructure Section LABR, IMS, NATO HO
Diractor NC3A.

Diractor MAMSA

Director NCSA

JFC HG Naples J6

intarnal —
Information:
LGOS SPT
DCOSs OPS
ALCOS J6

ACQOS J8
ACOS J5
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thus making subsiantial reductions in the number of J8 CE posts needed through a
minimal increase in costs.

RISK ASSESSMENT

T Contractors are curmently widely used to provide suppott capabilities within
JSAF, 8 much more turbulent cperational theatre, Although tha political situation in
the Balkans Is yet to mature, the security sttuation is assessed as being sufficienty
stabla for the reduction In military personnel proposed to represent an accaptable
anerational risk.

B, Recent experience of contracted services within the Ba'kans and other
oparational theatres has shown that contractors are willing and abte to meat thalr
contractual requirements and are able to retain siaff to undertake tha work.
Moregver, deployable CiS capabilities are avallable with military support from NCSA
in extremis.

MILITARY CONSIDERAYTIONS

2. From a milttary perspectlve, tha key areas, which drive the desire to reduce
the CEs in support of C1S, are as follows:

a. This proposal supports OPLAN 10501,

b. Qutsourcing attematives should anly be used to offset military
raguirements when there are valid operailonal and cost-affective reasons.

c. The manning shontfall In the C\S elements of Balkans CEs leaves J§ staflf
unable to sustaln 24/7 operations over time without augmantation. Short
notice augmentation of right-skilled peapte is vuinerabie and the current
situation is therafore undesirable and creates a risk to oparational C1S suppont
in case of lasting cantingency situations. Reducton of CIS elements of the
Balkans CEs by contractors is consldered the best way to solve thig
undesirable situation.

RESOURCE CONSIDERATIONS

16.  Contractual support is sssentlal to contlnue needed C1S support to the
misslon. The contracted CIS support would achiave the reguined reductions in the
Balkans CEs In the near future and provida‘thi-ridcessary figxiblityto mest the.
dravalown. Howaver, this approach, whickisthe préfermed way foward; Woulis
require addltional Investment In procuring-or replacing equipment urantly Gwned by
contractors. The most cost effective way Tonwand has been défenmined after careful
consideration of the options presented at Annex A,

RECOMIENDATION

11.  The committen is requested to approve SHAPE's request ta change the
milkary raquirement by reducing the J6 aloments of Balkans GEs through NATQ
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ANNEX A TO
3836.01.02/SHJ8CO0/07/40-203301
DATED 25 OCT 07

EALKANS CIS OUTSOURCING PROPOSAL

1. As previously identified in SFOR, one of the key problematic areas within the
8alkans area of operalions {A0U) is the provision of aperations and maintenance
{O&M) support to CIS uquipmunt. Reductian in CiS milliary manpower suppot
provided by the nations, in suppart of higher prority tasking within other operaticnal
theatres, has Inltlatad a requirement to seek akernative support arrangemants o
maintain effective C2 support to Balkan operations.

2. The proposat to culseurce O8M support to CIS services within Balkans ACQ
includes day-to-day operational system management functions and maintenance
support. Withln this broad funcllenal area includes system administration, first and
secand levsl ADP equlpment malntanance support, help desk funntjunahty
configuration and database management of CIS aystems.

OPTIONS

3. The options presentad by NC3A to suppor future BALKANS CIS are as
follows:

a. Option 0°Do nothing". This option is technically and logistically feasibla
since we are already running the networks and all CIS. Administratively and
managerialy, it will incur the same staffing problems currently experiancad.
This aptlon assumes that nothing is changad and that ongoing centracts are
extendad as required. The estimated annual cost is 12.8 M€ for a 3 year
period.

Tha banafit of this option Is that it does not disrupt the established systems

and pracedures. There will ba no discontinulty in the service provision, and
thera wilf be no risk to any timelines. This option is the isast expansive with
respact to NATO funding in the near term.

Thiz eption is not rrcommended because:

{1) This option does not meat the PSR requirements of sarvice level
and CE redyetion,

(2) i does not allow for Baikans wide synergies 85 the CIS supportis
kept autonomous for each command.

{3} CIS services will reamaln inefficiant and costly.

b. Option 1 Tatal autsourcing of equipment and personnel”, This option is

by far the most expensive, but is technically, logistically, manageriaily,
administratively and operationally feasible, It assumes that all CIS equipment

A-1
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will be provided by the contractors, as well as the manpower to provide the
CIS services. The sstimated annual cost is 29ME for & 3.year contract.

The benefit of this option is that it brings cnly new equipment in theatre with
the contractars responsible. This way the equipment reliance should ha high
and there shauld be no unforessen expanses for NATO to replace faulty
eguipmeant, as this weuld be the contractors’ responsiblity. Logistically, thiz
wauld be baneflcial to NATO, as the contractors would take care of all CIS
Ingistics.

Howevar this aption is not recommended because;

(1) ltis considered a high technical risk in replacing all CIS equipment,
which Is currently fully operational. Replacing all equipment could ar will
lxad ta cperational down-time during the replacement perind, as well as
during the bum-in periad. It would probably also require lots of user
training to NATQ troops to familianize with the new equipment.

{2) As this option Ingludes procurement and replacemant of all CIS
equipmant, it is consldered that the risk is high that this option wilt not
meet the required timeline because of the lead-time for equipmant
procurement and time required for installation.

{3) Itis very expensive as It replaces all NATO €IS equipment in
theatre, including lots of relatively new aquipmant. This wili present a
possible waste of NATO funding, especially as the theatre is expected o
draw down during the haxt years.

¢. Optlon 2 "Contracting of manpower and NATO get ewnaership of all
equipment”. This option assumes that NATO will keep the ownership and
respansibility to provide equipment, including taking over the ownership of
currently contractor owned equipment. Centractors will provide manpower to
provide the CIS services. The estimated annual cost I3 13,6 M€ for a 3 year
contract. In adgition to these estimated costs, there will oe an additional ona
uﬁ]parmant of approximataly 2ME€ to buy sut equipment currantly provided by
Tolanor,

This option fulfila the PSR requirements and is very feasible. Logistically, itis
simple in the way that ail equipmant iz NATO owned. NATO CIS CE will be
reduced to a minimum. The risk of service disruption is low as no eguipment
in theatra would be replaced. it will provide the most flexibllity to modify CIS
support as the supported Balkans misslon change or drawdawn.

d. Option 3 “Contracting of manpawer for NATO owned equipment and
outsourcing of currently outscurced services”. This option assumes
cantracting of manpower to provide services on all NATO owned equipment
and outsourcing of what is currently cutsourced. The estimated annual cost is
16.5 M€ for a 3 year contract. The cost of this option is high due to the cost of
installing new equipmant.
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This option fulfils the PSR requirements. Its mix of contracier and NATO
owned equipment Is complex, but is less digruptive ta servica provision than
optlon 1. NATO CIS CE will be reduced to a minimum.

This option is not recommanded because:

(1) There is a chance that the ¢urrent outsourced egquipment is
changad, introducing a risk for disruption of service and a risk of not
mesting the required timelines dus to procurement lead-times and time
required for installation.

i2) It is more expongive than the next option with equal performance
and complexity,

SUMMARY

4, Exact costings atiributed to each option wilt not be determined untll approval is
glven and u TBCE Iz conducted, The figures presented by NC3A in Table 1
represent the approximate ¢costinga to NATO, The costing presented in Option 2 are
3% graater than those In Qption 0, aftar Telenor Installation and configuration costs
amounting to 2.1M€ are deducted.

Tabls 1

OPTION DESCRIFTION COST BISK/ACHIEVED AIM

| (Estimsted) —
0 [Maptain Curent Status € 38,548 034| Does not meet requirement 1o reduce CE. / Does

not disnupt estatfished systers and procedires,

1 |Tolal cefisourcing of € 87,145 451|High technical risk. / Beneficial 10 NATC a8
equipmen and personnel centractors wauld take care of all CI'S {ogistics.

2 [|Cortracting of manpewer | €42,832,433 Timescale 10 establish confracts, / Meats tha
and MATO get awrership requirement to reduca CE and ieast disnuptive to
of all equipment _ rigsion,

3 |Contracting of manpower | €48 514,627 Disrupfinn of CIS senvices through procunament
for NATO owned leadHimes and installation imescales. Greater
equipmernd and expense. { NATO C1S CE will be reduced to a
cutsourcing of currently rrinirmm,
outsourced senices.

3, The recommendation made within this Annex to enderse Option 2 i3
forwarded for approval reguesting that cansideration be given to the timescales
required ta commence gutaourcing of O&M support, or {0 renew existing conlracts as
requlred in support of Balkans CIS operefions pricr to existing contract end dates

- eommaencing April 2008.
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