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1. Introduction
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NST C&IP
NATO Software Tools Communications and
Information Partnership

Part|C|pat|ng Nations
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DEU
Nation(s) with "Observer” Status

USA
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N NATO

/m NST C&I partnership vision and mission

NST C&l Partnership Mission

To support the Nations in their digital transformation by using and
enhancing mission proven Allied funded NATO C4ISR capabillities for

National and multinational purposes to cope with current disrupted
environment and prepare for the future unforeseen challenges.

NST C&l Partnership Vision

Enable Smart Defense with a common, coordinated approach for Alliance
and coalition missions to become more coherent and interoperable by
using and contributing to improvements of common NATO C4ISR software

tools and services.
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2. NST C&I partnership benefits
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Key Benefits for the Nations 1/2
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| Improved interoperability and coherence with NATO software capabilities
now and in the future - one Baseline for NATO and NST C&IP Nations

(NATO First)

| Cost-savings by leveraging

on existing tools and services and ol the
Economies of Scale by sharing costs for ol
commonly required services between Cost savings (economy of

scale)

multiple nations
(Smart Defence)

Inclusion and management
of national requirements in

| Inclusion and management NATO baselines
of national requirements | -
] ] Use in NATO Ied.m|55|on
In NATO baselines and operations
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Unified individual training

requirements
5.

National use

Enterprise approach to
service/software provision

Third party transfer to
Industry

Use in non-NATO led
coalitions (with non-NATO
nations)

Use in non-NATO led
coalitions (with NATO
nations)
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AR | NATO

Cam Key Benefits for the Nations 2/2

| Alignment of NATO and national strategic IT procurement
plans via the better visibility and understanding of NATO
Application Lifecycles (Roadmaps and Dependencies)

| Alignment of NATO and national Containerization Strategies
and Roadmaps

| Initial alignment of NATO and national Data Centric Security
(DCS) implementation plans
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3. Roles and responsibilities
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NST C&IP
Guidance
Documentation

NCIO Charter
C&IP General

NST C&IP
() ine
NST C&IP

*: C3 Board provides guidance for NATO SW Policy e.g.

-~ ™

NST C&IP
Governance

NST C&l
Partnership
Committee

(PC)
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NST C&IP
Management

NST C&IP
Working
Group
(WG)

DCS Technical
Exchange
Subgroup

DCS Policy
and Standards
Alignment
Subgroup

support for Partner Nation Membership

NST C&IP
Technical
Advisorv

Training

Services

Application
Support
Installation
and

Deployment
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Syndicates Governance and Current Active Instances

SYND Governance Chart

Partnership

Committee
Working
Group
R 00l &J0O0A &JOtm
a a® = aR n an
Containerization DCS Inclusion of National Other
Syndicate Syndicate Requirements Syndicates
Syndicate
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NST C&IP Partnership Committee
Support for Committee Meetings

« 2 Sessions per Year (co-located with ASB or C3B meetings)

NST C&IP Working Group
(Participant support)

Support for Working Group Meetings
e 2 Sessions per Year
» Teleconferences every 6 weeks

Skill Set/Authority Needs
Liaison with National NATO Representatives on Committees/Boards,
as required
Participant C&IP Service Requirements for POW Development
Participant Operational User Requirements/Change Management
Authority
Participant Technical/Architectural Requirements Authorit

NST C&IP Syndicates

Support for each Syndicate Sessions
« 2 Sessions per Year
* Teleconferences every 6 weeks

Skill Set/Authority Needs
» Technical SMEs related to Syndicate Mandate
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4. NST C&IP toolsets
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NST C&IP Toolsets — Definitions

NST C&IP Toolset is the set of tools that the NST C&IP Participants
selected and receive support services within the Partnership.

| There are two groups of tools based on the type of services:
1. Foundation Toolset: It is supported by Foundation services

2. Extended Toolset: It is supported mainly by On-demand Requests. (In
case of sufficient funds, can also be addressed by Foundation Services)

| ASB and NST C&IP PC approve the toolset
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& 5? NST C&IP POW 2022 — Foundation Toolset

D
Product Name M

JCHAT Secure Joint Tactical Chat

JOCWATCH Joint Operations Centre Watch

JTS/FAST Joint Targeting System/ Functional Area Service for Dynamic and Time Sensitive Targeting
TOPFAS Tool for Operations Planning Functional Area Services
NIRIS Networked Interoperable Real-Time Information Services
ICC Integrated Command and Control

LOGFAS Logistic Functional Area Services

iIGeoSIT Interim Geo-Spatial Intelligence Tool

NCOP NATO Common Operational Picture

INTEL-FS Intelligence Functional Services

JEMM Joint Exercise Management Module
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PR NST C&IP POW 2022 — Extended Toolset
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AOSS ACO Open Source System

APMS Automated Personnel Management System

CBRN Chemical-biological-radiological-nuclear Analysis

CORE GIS Geographic Information System

HMART OM Human Intelligence (Humint) Management And Reporting Tool Online Module
HMART SD Human Intelligence (Humint) Management And Reporting Tool Source De-confliction
DISG Data Centric Information Services Gateway

INT CORE Integration Core

LC2IS Land Command And Control Information System

OANT Online Analyser For Networked Tactical Data

RS NATO Release Server

SMACQ Service To Monitor And Assess Connectivity And Quality
SID-IOM System Implementation Document - Interoperability Matrix
ITC Integrated Training Capability

AIMS Allied Information Flow System Integrated Messaging System
NAMIS NATO Automated Meteorological Information System

MCCIS Maritime C2 Information Systems

EDMS Enterprise Document Management System

TT+ Tasker Tracker Plus

ANET Advisory Network

SEW Shared Early Warning

IO Toolset Interoperability Toolset

CSD Coalition Shared Database
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5. NST C&IP services overview
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NST C&IP Services Definitions
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NST C&IP POW is composed of Foundation Services and On-

Demand Services:
| Foundation Services are the minimum services provided to
Participants/Entities, every year to ensure viability of the project to
support NST C&IP Participants’ needs.

| On-Demand Services are optional services selected and funded by
one or more Nations either during the yearly POW-planning period or
throughout the year, on an ad-hoc basis.
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WP 1:FoundationServices

Provision of Baseline Tools

Y Education & Training
w .
Installation & Deployment

Products Operational Support
Working Group Support Services
Partnership Committee Support Services

NST C&IP

Provides
F)

0%

] Application
Support

SME/Technical Consultancy Services
Partnership Project Management Services
Containerization Services

Inclusion of National Requirements

Data Centric Security Services

Installation
and
Deployment
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NST C&IP PROGRAMME OF WORK - ALL COSTS REIMBURSABLE

WP# WP Description Services Outline Yearly Funds (2022 Snapshot)
1  Provision of NST C&IP Foundation Services Package
Provides continuous support to ensure that Participants can access and
1.1 [|Provision of Baseline Tools |download NST C&IP toolset via EDML. Legal, contractual and IPR issues are Fixed Shared Funds*: 36K Euro
addressed as required to enable use of toolset for National purposes.
Education & Trainin Provides 2 seats per Nation in 12 courses onsite in Academy locations or remote |Fixed Shared Funds: 255K Euro
1.2 : g funded by Fixed Shared funds. Provides MTTs and custom mentoring sessions, [Per Nation Funds: 110K Euro
Services .
funded by Per Nation funds.
Supports remote and onsite Installation of baseline tools to requested sites,
. includes pre-deployment planning, site survey, installation sign-off and early life  |Fixed Shared Funds: 40K Euro
Installation/Deployment . . . : )
1.3 Services support as per Participant requirement funded by Per Nation funds. Per Nation Funds: 90K Euro
Common coordination activities are delivered via Fixed Shared funds.
Includes access to Incident Management Tools support, support for equivalent of
_ 33 troub_le tickets including service desk support for initial response, funded by Fixed Shared Funds: 280K Euro
14 Operational Support Per Nation funds. Per Nation Eunds: 70K Euro
' Services This work package also includes the management of a Reference System with up '
to 3 versions of the approved NST C&IP baseline tools list and reach-back
capability, funded by Fixed Shared funds.
NST C&IP Working Group Supports preparation, coordination, attendance for two major Working Group Fixed Shared Funds: 164K Euro
15 : : : : : :
Support Services Meetings, two major Syndicate meetings, WG and Syndicate teleconferences.
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NST C&IP PROGRAMME OF WORK - ALL COSTS REIMBURSABLE

WP# WP Description Services Outline VNN (UGS (U2 SEISne

1 Provision of NST C&IP Foundation Services Package

16 NST C&IP Committee Supports preparation, coordination, attendance for two major Partnership Fixed Shared Funds: 72K Euro
' Support Services Committee Meetings providing also senior representation in board meetings.
Includes baseline lifecycle management, development of costed baseline and
SME/Technical Consultancy POW for upcoming year, partnershlp technical co_herence, provision of SME Fixed Shared Funds: 350K Euro
1.7 . support for POW and programmatic RFIs, analysis of potential services,
Services . .
partnership requirements management and management of NST C&IP
collaboration portal.
18 Partnership Project Includes overall liaison between the NST C&IP layers and project management, Fixed Shared Funds: 56K Euro
' Management Services risk management and project controls services.

Includes development of a common understanding of containerization strategy [Fixed Shared Funds: 104K Euro
1.9 [Containerization Services amongst NST C&IP Participants and provides support enabling Participants to
exploit containerization of NATO FASes.

Supports requirement analysis and feasibility study of the National Requirement

inclusion of National for 1_requirement per Participant via Per Nation funds.

1.10 Requirements* Provides FAS Roadmaps and Dependencies dashboard and artefacts and
support for participation of NST C&IP Participants in Change Control Boards

(CCBs) as required via Fixed Shared funds,

Fixed Shared Funds: 75K Euro
Per Nation Funds: 16K Euro

Includes services to support the goal to protect, control and improve
1.11 |Data Centric Security information-sharing in support of command and control and decision-making
within NATO Enterprise and Alliance Federation.

Fixed Shared Funds: 135K Euro
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6. NST EDML Tenant Implementation
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» Feedback incorporated * Incorporation of lessons of
from Pilot 01 Pilot 01 and 02
* Native container registry |
service consumable fro“
« Containerized FASs K8s and Helm | Production
* Access ‘ portal.edml.nato.int
« Transfer images | _
- Decryption Pilot 02
Pilot 01

Draft Containerization Containerization
Strategy for NCIA Strategy for NCIA
(Collaboration with CTO) (Endorsed by CTO)

\ Feb 2021 \ Q3/4 2021 \ Q1/2 2022
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EDML 2.1: Multitenant File and Contalner Sharlng

NATOCommumcations NC
nformation Agency . I

e
Solution & |
’ &
N
| EDML tenants: space to share blob files \
(1] ]
HEN
and container images within your team "
| Possibility to invite external stakeholders in ”
; B o o o o~ |
self-service | U% 1 U£
i ch[eigﬂa Scope Ma Sc@-’la Scope Ma
| Tenant has dedicated container registry in | oy ]

public cloud

| NATO Trusted Container Registry
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Teams on Boarded (Tenants)

I NST Pilot POL

I NST Pilot GBR

I NST Pilot NLD

| NST Pilot ESP

| NST Pilot FIN

I NST Pilot LOGFAS
|

NST Pilot
| Functional Services (DISG, NIRIS, OpenFire)
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Summary of Activities
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| Scenario based testing by end users
| Functional Services as container images
| LOGFAS Release Candidate distribution
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Scenario Based Testing by End Users

| Users were asked to test the platform based on different scenarios

| Extensive User Manual + Excel file with multiple tests scenarios are provided
| Minor issues reported by end users

| Iteratively fixed the remarks

RE: EDML2 Pilot - Sprint review meeting
o JC.Stroosnijder@mindef.nl © Reply | € ReplyAl | = Forward &

To Kenan Alci Thu 18/11/2021 14:10

Cc Alberto.Perez-Veiga@ncia.nato.int; ' Stefaan.Vermassen@ncia.nato.int; ' Matteo.DeGiorgi@ncia.nato.nt

®You replied to this message on 19/11/2021 10:20.
ﬁ EDML2-Test.xlsx
X v
20KB
Hi Kenan,

I finished all the tests in the excel today. I found no further issues, everything worked just fine!

There is one extra test I want to do, and that is to see if I can hook up the EDML registry to my harbor instance. I'll try that asap.

Met vriendelijke groet,
13.C. (John) Stroosnijder
Sr innovatiemanager CD&E
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DISG
NIRIS

OpenFire

Goal:

| Containerize application and push
Image from Jenkins pipeline to the
container registry of EDML2 tenant

| Easily distribute image to nations
by providing them access by self-
service via EDML2 tenant

NATO UNCLASSIFIED | 28

TOKEN_NAME=NSTPilot-token
TOKEN_PuD=<tcoken password>

Push images to repository

Pull images from repository

docker pull acredml2prod.azurecr.io/nstpilot/repositoryname: tag

Actions

H!‘
5 >

7 o
3
g
4

=z
[o]

~ -

Details
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LOGFAS Release Candidate Distribution (1/2)
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| Release Candidate of LOGFAS is distributed via EDML2 Pilot instance
|  Provide access via self-service

_.-IUI
AGEMNTCY

A Home User Groups Permissions Media Container Registry ~ Admin - Info - A Tenant: NSTPRilotLOGFAS ~

Media / Overview | Logfas Release Candidates

Search:
Encrypted files of the system Encrypted Size MDS5 encrypted file
README txt cafrfefb-5572-458e-8bAf-Tbd2233chM2e 224  21F0B4CD2F3D30D31DDEBECT2BC3ETHA
Back to List

© 2022 - NCI Agency
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LOGFAS Release Candidate Distribution (2/2)

NATO Communications 1
and Information Agency

0| NATO Nc I
7 ——

AGENTECY

OTAN

A Home User Groups Permissions Media Container Registry ~  Admin - Info = A Tenant: NSTPilotLOGFAS -

Permissions Overview

Create New
search: |
User Group Reference Code Start Date End Date Expiration Entitlements Relations Actions
FIN 16 Nov 2021 16 Nov 2022 Logfas Release Candidates Edit | Details | Delete
GBR 06 Oct 2021 29 Nov 2022 Logfas Release Candidates Edit | Details | Delete

Page 1 of 1 (showing permissions 1 to 2 of 2)

© 2022 - NCI Agency
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™ | OGFAS Pilot: What went well and lessons to learn

| What went well

| NST EDML Tenant proved to provide a way to share pre-releases with nations

| Technical concept is proven

| Some lessons (not only for LOGFAS)

| Internal (NCIA) process needs to be streamlined (e.g., timelines)

' Feedback (bi-directional) should be improved

| Further pre-release programs being planned (e.g., JCHAT)

NATO
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E: demeter.karpat@ncia.nato.int

Mr Dario Cadamuro
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