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an incident and people had been captured; MP could not complete the job, they
had to wait for an anti-terrorist team to come and lead the interrogation),

e MP had assisted in the identification of appropriate infrastructure for collecting
points and guarding force requirements,

e contribution to handling, processing and disposition of captured personnel,
property and evidence, interrogation if needed,

e other MP activities (mobility support/security/police functions), MP had had
a close interaction with almost 80% of the EX incidents (e.g. traffic control,
escorts of convoys, isolation of crime areas, exchange of information with local
authorities, police function); it would have been useful to establish close co-
operation and interaction with the MP Bn, LEGAD and the local authorities,

e real life issues — implementation of security measures along with the SPT BN
(check points, MP guards at the gates and other security areas, etc.);
in processing of augmentees and other external participants, as well as escorting
distinguished visitors.

After his brief, one additional query was raised by MAJ SOLTYS who wished to find out
more about the incident in which MP could not conduct interrogation.
LTC MICHALENTZAKIS explicitly asserted that terrorism did not fall under the MP
accountability area, as such, they could not deal with the investigation, and also they
had a capacity problem, as the number of CPERS was relatively vast. MAJ HENNIGER
asked all gathered if they knew whether an outdated doctrine existed so that it could
be applied to a described case. LTC WAGA responded that the WT MP Panel had
already identified the need to appropriately deal with CPERS and for this reason had
initiated work over a guide in ACO PM. MAJ HENNIGER underlined that even a guide
must have some basis, but LTC SCOBEL remarked that there was no existing baseline.
MAJ SEDANO added that it was always simple to state that it was a national
responsibility, but in a multinational environment, it was challenging. Nonetheless,
LTC SCOBEL concurred it was not easy, but it stemmed from legal aspects
in accordance with stipulated obligations. LTC WAGA concluded that the above-

mentioned issue was repeatedly raised at Capability Team gatherings.
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6. Topic: Participation of POL MP in TRJE 18
Presenter: CAPT Krzysztof SIKORSKI (POL), MPSU Minsk Mazowiecki

First of all, CAPT SIKORSKI provided primary details on the MP Specialised Unit
in MINSK MAZOWIECKI, as well as on MNMPBAT (multinational project of MP Bn
encompassed POL, CZE, HRV and SVK). Then, he focused on TRJE 18 that had been
held in NOR. The whole endeavour had constituted a particularly huge challenge
in terms of providing security to the civilian area. The briefer informed that the unit had
not had a possibility to make use of their own national vehicles. Instead, they had used
rental cars similar to the police ones. CAPT SIKORSKI stated they had not agreed
to that, as it would require special courses on the technicalities of foreign vehicles.
Yet, NOR representatives had not issued any consent to use POL cars. MAJ SOLTYS
inquired if the cars had been used only in military areas, and the briefer confirmed that
but added they had also been applied in the combat zones. Furthermore,
CAPT SIKORSKI remarked there had been no technical agreement in place on the POL
side, he attempted to ask about it but was informed nothing like that had been signed
beforehand. By and large, NOR MP were more police-related rather than military-
connected. He added that his unit had requested all their needs by the middle of JUN,

and the 1% Logistic Brigade in BYDGOSZCZ had taken responsibility for that. However,

it emerged that other necessary stuff was required but after JUN. MAJ SOLTYS asked if
his unit had undergone any pre-deployment training in the EX and the briefer responded
there had been an advance training one week before the EX itself during which they had
been informed about, e.g. traffic regulations. CAPT SIKORSKI also remarked he was
the one who had attended planning meetings, but underscored the NOR side had not
informed them about, e.g. the use of NOR vehicles. MAJ IVANIC reckoned that
fundamental rules had not been applied, as they should have used armoured cars, not

the soft ones.
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forces (traffic control posts/roadblocks, convoy security, detention operations, route

reconnaissance).

After that, LTC JAKUBCZYK familiarised all gathered with fundamental information
regarding MG Department in BEMOWO PISKIE Area of Responsibility (AOR), structure,
composition as well as their main scope of tasks. Co-operation between eFP BG MP
and MG Dep. BEMOWO PISKIE was at an appropriate level. MG Department supported
Saber Strike 18 EX (SASE 18) on 3-15 JUN 2018, mainly by providing mobility support
in the AOR during the EX. What is more, combined patrol duties were also implemented.
Combined hasty checkpoints training was conducted IOT train in basic tasks
and improve interoperability. HQ established a common SOP, which covered different
duty positions, actions on enemy contact, and checkpoint set ups. Exercises
on searching vehicles and individuals were conducted as well. National representatives
had to work together to establish a checkpoint and react to enemy contact. Such EX
allowed Battle Group POL MPs (together with MG) to establish and validate an SOP

and actions that could be used during real missions.

NATO soldiers from the Battle Group POL (comprising of USA, HRV, GBR and ROU
soldiers) as well as the POL Armed Forces personnel conducted Operation Bull Run
each year. The Battle Group POL MPs co-operated with MG soldiers and were given
the following key tasks: route reconnaissance, battle position reconnaissance and rapid
occupation of an assigned battle position. This was an alert EX, which allowed the Battle
Group POL MPs to focus on building the cohesion within the multinational unit along

three specific lines of effort: combat readiness, interoperability and communication.

At the end of the presentation LTC JAKUBCZYK formulated 5 recommendations
which, in his opinion, after implementation can significantly improve co-operation

and engagement of both parties. They were as follows:

OBS 1: Officially NATO eFP BG POL MP personnel did not form international MP

subunit. There were national MP elements in the BG structure.
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Recommendation: To implement scenarios dedicated to MP within OPFOR operations

IOT improve interoperability capabilities.

OBS 2: eFP BG POL conducted common military activity as a direct/ official partner of
15th Mechanised Brigade in GIZYCKO. There was no official partner for the eFP POL
MP.

Recommendation: To implement regulations to create sustained partnership between
eFP POL MP and Military Gendarmerie.

OBS 3: There was no visible effort of PMO in the eFP BG POL MP activity.
Recommendation: eFP Battle Group Poland needed to be supervised by PMO
of Multinational Division (ELBLAG).

OBS 4: There was no visible effort of PMO in the eFP BG POL MP activity.
Recommendation: Training needed to be planned jointly instead of having one country
planning events on its own. This would build interoperability and allow training events to

flow more smoothly.

OBS 5: Conduct of more joint courtesy patrols was needed IOT deter indiscipline. There
was no MoU or Cooperation Agreement between eFP POL representatives and MG
POL which allowed execution of common policing.

Recommendation: To create an agreement between the parties (eFP POL and MG
POL).
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8. Topic: Current Situation in MP Doctrine Development, MP Involvement in other
Discipline Doctrine Development — Updates
Presenter: LTC Alessandro LINGERI (ITA), NATO MP COE

LTC LINGERI, representative of the NATO MP COE Doctrine and Standardisation
branch, commenced his brief by defining what doctrine was, i.e. a set of fundamental
principles by which the military forces guide their actions in support of objectives:?
it is authoritative but requires judgement in applications.® He stressed that doctrine
provided guidance only and did not constitute a national law. Moreover, all NATO
environment participated in the creation of doctrine. He also stated that there was a
parallel connection between doctrine and EX planning.

Then, the briefer focused on the relation between LL and doctrine, as well as presented

a NATO Doctrine development timeline.

”

Figure 1: Relation between LL and Doctrines

2 AAP-47 Allied Joint Doctrine Development.
3 AAP-06, NATO Glossary of Terms and Definitions.
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Next, LTC LINGERI enumerated some of allied publications in place and being under
revision, e.g. AJP-3.2.2.3, STANAG 2296 Allied Joint Doctrine for Military Police; ATP-
3.7.2, STANAG 2226 Allied Tactical Publication NATO Military Police Guidance and
Procedures (1); Stability Policing doctrine AJP-3.22 Edition A version 1; Stability
Policing tactical publication ATP-103 Replacement and Reinforcement of the Indigenous

Police Forces.

The briefer also provided in-depth info on the status of the following MP-related
publications undergoing a revision process:
e AJP-3.21 Allied Joint Doctrine for Military Police
Background: AJP-3.2.3.3 was the current fundamental NATO MP Doctrine which would
be superseded by AJP-3.2lafter its revision. Basic information: it had been ratified
in 2009, and it was a Level 2 publication, subordinated to AJP-3.2 Allied Joint Doctrine
for Land Operations, DEU was its custodian. It encompassed characteristics of NATO
MP, how to best employ MP in operations, MP role in NATO - combat support,
MP planning considerations, MP 4 functions (mobility support/security/detention/police),
and the Provost Marshal's role. MPP had launched its review and the target date
for promulgation in 2017 had not been achieved.
AJP-3.21: This is going to replace the AJP-3.2.3.3 and include the following chapters:
Y CH1 - MP employment principles.
Y CH2 - MP activities and 5 functions (mobility support, security, detention, police,
stability policing).
Y CH3 - MP structures (Provost Marshal (PM), office of PM (OPM), Multinational
MP (MNMP) and troop contributing nation MP (TCN MP)).
Y CH4 — MP operations (MP characteristics, skills, capabilities, contribution to joint

operations and planning consideration).

STANAG 2085 NATO Combined Military Police was included. NATO agreed that MP

and PM definitions would be incorporated.
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e ATP-3.7.2 NATO Military Police Guidance and Procedures
Background: Ratified in 2014, it was a level 3 publication, and it supported and
enhanced AJP-3.2.3.3. (AJP-3.21). The NATO MP COE is its custodian. It incorporated
NATO MP and NATO Combined MP terms agreed by the MP COIl (under NATO
terminology process). So far the ATP-3.7.2 Writing Team (WT) had adopted a plan for
the revision of publication (each chapter would be revised, MPP WT had achieved the

revision of Chapter 1 and 2, had prepared and discussed proposals in Chapter 3).

Original deadline end 12/2018 for Final Draft (FD) was not feasible (MPP
Chairman/LOWG had requested to change the deadline to 12/2019 for posting
FD of the document on LOWG forum), AJP 3.21 not yet in the ratification phase,
and needed to be tied with ATP 103 (Replacement and Reinforcement of the Indigenous

Police Forces).

LTC LINGERI also presented the overall contribution of his branch to a number of allied
publications, as well as provided support to other commitments. They were as follows:

1) MP-oriented projects (MP Future Capability Study/NATO  SOFA Criminal

Jurisdiction),

2) Support to the NATO MP COE events,

3) Support to the national MP doctrine development (GEO, UKR),

4) MP capabilities revision/MP evaluation manual,

5) MP and MP reports handbooks,

6) D&S Forum.

Finally, he advertised the MP Doctrine and Standardization Forum that had taken place
in NOV 2018.
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Figure 2. Example of Joint Evaluation Group Structure.

Later on, the hierarchy of NATO ETEE (Education, Training, Exercises and Evaluation)

Policy and Directives was displayed to the participants (figure 3).

NATO’s Education ' NATO's Education, Training,
and Training Policy Exercise and Evaluation Policy
04 8/3 _
Education and Bi-SC ACO Dir NATO Evaluation
inil irecti and Certification
Training Directive 075_002 0 5_013 By

Education and Individual Bi-SC | Bi-SC | Collective Training and
Training Directive 075_007 ‘ 075_003 Exercise Directive

| |

Bi-SC Bi-SC
080-006 80-90
Lessons Learned NATO Task Experimentation
Directive List Directive Directive

Figure 3. Hierarchy of NATO ETEE Policy and Directives
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Moreover, MAJ IVANIC outlined the importance of planning related to every NATO
activity fulfilling its core tasks (collective defence, crisis management and cooperative
security) and reminded planning purposes, which were as follows:

1. Production of timely and efficient operation plans.

2. Prepare NATO to meet future situations requiring a response.

Next, MAJ IVANIC conducted a short overview of the CREVAL and JOINTEVAL process
and specifics during Unit and HQ evaluation, definitions and differences of verification,
validation and evaluation. He stressed the CERTIFICATION definition: “The process
of officially recognising that organisations, individuals, materiel or systems meet defined
standards or criteria.” Note: In the context of military forces, the hierarchical relationship
in a logical sequence was assessment, analysis, evaluation, validation and certification -
AAP-6. Three key messages that a certificate can convey were the following:

e Compliance with standards

e Fitness for purpose

¢ Compliance with requirements

Certification activities supported interoperability among NATO Forces.

Figure 5. ACO Forces Standards.
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Hybrid Warfare entails a campaign against an Ally or the Alliance by means that are not
expected to trigger Article 5 of the Washington Treaty, which enshrines the principle

of collective defense.

Then, he informed there was a COE in HELSINKI, which dedicated its work to hybrid
warfare (The European COE for Countering Hybrid Threats). Its prime functions were to:
e serve as a platform for nations to come together to share best practices, build
capability, test new ideas and exercise defence against hybrid threats,
e be a neutral facilitator between the EU and NATO through strategic discussions
and EX,

e lead the conversation on countering hybrid through research and sharing of best
practices.

The briefer underscored that by far, it was a top priority for NATO to be prepared
in order to prevent, counter and respond to hybrid attacks, whether by state or non-state
actors, and since 2015, NATO had had a strategy on its role in countering hybrid
warfare. NATO would ensure that the Alliance and Allies were sufficiently prepared
to counter hybrid attacks in whatever form they may materialise. It would deter hybrid
attacks on the Alliance and, if necessary, would defend Allies concerned.
MP capabilities would also be taken into account in relation to countering hybrid
warfare threats. MP would:

e strengthen cohesion,

e establish strategic awareness,

e synchronise actions with a cohesive narrative,

e ensure credible and broad deterrence,

e provide flexible security networking,

e build resilience and manage consequences,

e counter armed threats.
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Recommendation for NATO MP: to set up a close co-operation with EU partners
dealing with countering Hybrid Threat — EU CHT COE, EUROPOL, EU HF cell, EU Intel
and Situational Centre, and others, in order to improve situational awareness, building
resilience, enhance cooperation with EU CHT COl (EU Counter Hybrid Threat
Community of Interest), and contribute to the NATO/EU/national respond to crisis.

2. The UKR MLOS most challenging tasks/experience in the HW. What can the
NATO MP offer to the partners in order to improve their CHT capability in a
dynamically changing operating environment in the future?

NATO operations require robust MP that are capable to properly address the upcoming
challenges and rapidly changing security environment including HYBRID THREAT
combined with technological development, and influencing all military domains (land,
sea, air and cyber).

The UKR MLOS have encountered many challenges since 2014.

During the ATO/JFO, the MLOS were conducting a wide range of MP operations,
common ones but also these being specific for the AOO. The following enumeration
covers the most significant tasks divided in accordance with MP functions (AJP-3.21):

A) Mobility Support Operations

e Movement security - ensuring mobility of forces (strategic forces in/out AOO),
road traffic safety of military vehicles, vehicles traffic control, technical
inspections of military vehicles;

e Movement control - escorts, convoys protection, check points, cargo inspection,
military vehicles documents traffic checks;

e Movement planning - routes reconnaissance, ensuring Lines of Communications
(LoC) safety.

B) Security Operations

e Area Security: critical infrastructure protection (civiian and military) -
ammunition depots, key military facilities, supporting the state police and the
National Guard of Ukraine in state critical infrastructure protection pipelines,
waterlines; as well as supporting state Police in Law and Order operations,
protection and evacuation of citizens in state of emergency;
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Physical Security: support in military installation protection, VIP protection,
protection of the Armed Forces of Ukraine property, participation in
counteraction to sabotage, manifestations and terrorist attacks on military
facilities;

Personnel Security: hasty ID checks of military personnel in AOO to prevent
soldiers from AWOL (Absence Without Leave), and to search for
terrorists/foreign fighters;

Force Protection advice: advice and support of military installations protection
(drones attacks), weapons seizure;

Special Tasks: when crisis popped up in the ORDLO/CRIMEA, the MLOS were
tasked to withdraw military weapons/ammunition from military storages and
depots in disputed areas (not friendly environment) to the designated places out
of AOO. The task was very challenging due to its complexity, demanding for
resources, and security situation in AOO.

Detention Operations

Detention planning: UKR MLOS established a correction/disciplinary battalion
where the servicemen sentence executions were conducted; ensuring execution
of criminal punishment of convicted prisoners in a disciplinary battalion;

Detention oversight and surety: daily guard duty, the disciplinary battalion had to
comply with the state provisions for imprisonment;

Arrest and Detention operations: searching for military stragglers, searching and
detaining servicemen on AWOL, processing of CPERs in AOO, escorting to
detention facilities; cooperation with other Law Enforcement agencies (in case of
a terrorist attack — state police dealt with them, if foreign military — Counter-
Intelligence was responsible to undertake an adequate action); identifying the
causes, preconditions and circumstances of crimes and other offences;
preventing and detection of crimes and misdemeanours; support to pre-trial
investigation bodies and courts.

Police Operations

Law Enforcement: patrolling; personnel ID checks; drug/alcohol prevention;
restoration and maintenance of order and discipline in military units (especially in
AOO when soldiers suffered PTSD (Post Traumatic Stress Disorder) and
psychological effects); assistance to the military/authorities conducting Cordon &
Search (C&S) operations; support of the NGOs/GOs/IOs/OSCE activities;
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Military Law and Order Service
(UKR MP) Structure

Crime Prevention: crimes/misdemeanours prevention operations; crime
prevention education in military units, one of the lessons learned was to attach
MLOS servicemen to military units in order to decrease crime/misdemeanour rate
by soldiers;

Investigation and Reporting: conducting full spectrum of investigation of
crimes/misdemeanours/discipline  offences/weapons loss; collecting criminal
intelligence; identification of victims remains and human bodies;

Military Working Dogs (MWD): for drug prevention and bomb detection
operations.

Stability Policing Operations

Security and Control: supporting state police/National Guard of Ukraine (NGU) in
ensuring and restoring public order; participation in garrison events; conducting
public patrols to check military personnel migration; local governance protection
support;

Support to governance tasks: in the AOO (after ATO) there was a JFO (Joint
Force Operation) area established with the overall C2 given to military
commander (COM), in accordance with law, meaning all military operations as
well as civilian/state involved actors activities were commanded and coordinated
by the JFO COM.

Special Tasks for MLOS during crisis

Withdrawal of weapons and ammo from disputed areas;
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e Conduct of anti-drones defence operations in the critical military installations;

e Providing legal assistance to detained UKR soldiers;

e MLOS SOF — conduct of ATOs, reconnaissance, DA (Direct Action) operations
against terrorist activities; protection of special military objects;

e Joint military operations with other military units;

e Establishment of the MLOS training centre to adapt to the situation;

e New training challenges — anti-drones defence, tactical medical training, artillery
skills, engineering training (IEDs, anti-personnel/anti-tank mines disposal,
mortar operating training), new weapons seized in AOO operating training;
leadership training (dealing with soldiers suffering PTSD);

e Establishment of the correction/disciplinary battalion;

e Registration of military vehicles and mobilised or voluntarily supported civilian
vehicles for the benefit of military;

e I|dentification of victims remains and human corpse in AOO;

MP Investigation constitutes essential )
part on the way to  counter MJC — MP Subcommittee

propaganda and to strengthen trust Mission: To strengthen and reform the MLOS, based on NATO
into the Armed Forces, as well as in best practices, to create UKR MP by 2020.
Rk * AW 6 June 2016 (Strategic Defence Bulletin of Ukr)
law and order by the population.
: f . : Participants:
.EspeC|a.IIy |r.| the fa;t digital age V\_nth . Members: ~ CANOPUNIFER &
its multi/social media channels which * UKR MLOS == |- GBR OP ORBITAL
are very often used or misused by an * CANCEMP I
- * CZEWP Il || Partners:
opponent, there is a need for well * DNKMP E= - CAN Police Mission UKR (RCMP)
trained and experienced investigators * TUMP = - CAN Police Training Advisery
tto b ble of validati  GonMPs B || emicac)
on spot to be capable of validating or * GBR MPS Bl |+ NATO Liaison Office UKR
disproving cases. * US CANG MP E * Danish Mational Police
* SWEMP : = Global Rights Compliance
. * NATO MP COE * Center for Civiliansin Conflict
As far as MLOS is concerned, there + Kyl Mil Institute @

was a challenge to adopt doctrines

and standards in rapidly changing

security environment. Development of

the UKR MLOS law is underway and legislative process undergoes in parallel with
MLOS transformation (changing from MLOS to MP). Simultaneously NATO standards
are followed in order to achieve interoperability with the Alliance partners. It must be
underscored that one of the outcomes of the panel discussion was a conclusion that the
new AJP 3.21 comprising five functions provides a suitable tool to counter Hybrid
Threat. Also must be said that within the MJC (Military Joint Committee) for the AFU
(Armed Forces of Ukraine) reform, there is the MP Sub-committee constantly working
on the MLOS reform and supporting the development of their new capabilities, where
NATO members and other various institutions are involved.
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Recommendation for UKR MLOS: continuation of the initiated reforms under the
supervision of the MJC MP Sub-Committee. Conduct regular analysis and evaluation of
a current situation in the AOO and subsequently adaptation of training and education
adjusted to the operational needs. Enhance MP Investigator capabilities through out
training, exercises and cooperation with partners in this scope.

Recommendation for NATO MP: support of the UKR MLOS in the ongoing reforms.
The NATO MP recognize the importance of investigation in order to counter Hybrid
Threat and thus, strengthening MP investigation domain through enhancing training,
exercises and cooperation is key to success. It is advisable to perform an analysis of
the special tasks conducted by UKR MLOS during ATO/JFO in order to improve MP
capabilities or to identify vulnerabilities/capability gaps. In order to help UKR MLOS in
investigation domain, the NATO MP out to consider organization of an common
Investigators Workshop on the theme “MP investigation capabilities during the HW”.

3. It is of note to address newly emerging education and training-related
capability requirements.

MP had conducted training missions of indigenous police and MP forces in many NATO
missions, e.g. operations in lraq and Afghanistan. However, the recently established
NATO initiatives yield such a support that will also be required to advocate partners
aimed at reforming their entire MP forces in accordance with the allied standards.
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MLOS E&T progress.
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The latest MP engagements within the frames of the Multinational Joint Commission on
Defence reform and Security Co-operation in Ukraine - Military Police Subcommittee
and MP component of the Substantial NATO-Georgia Package are the best examples.
Both of them require provision of support and assistance to reform the existing MP
system in a very broad way, starting with an individual and collective training, through
procedures setting and ending at national MP doctrine development.

The main aim of such support is to reach the full interoperability with the Alliance, so
partners may become members in the future.

To date a significant progress has been reached with the effort of partners in different
areas.

Recommendation for UKR MLOS: continuation of assessment and development of
training reforms under the control of MJC MP Sub-Committee and partners’ support.
The use of NATO/-PfP programmes for individual education of MLOS servicemen.

Recommendation for NATO MP: support of the UKR MLOS in the ongoing reforms
and training opportunities for their servicemen.

4. Following the NATO proposal to counter Hybrid Threats for NATO/PfP
partners.

Since 2015, NATO has had a
strategy on its role in countering
hybrid warfare. NATO ensures that
the Alliance will be sufficiently
prepared to counter hybrid attacks in
whatever form they may materialise.
It will deter hybrid attacks against the
Alliance and, if necessary, will defend
Allies concerned.

Comprehensive approach to counter hybrid threats

Integrated national

response
(Whole-of society approach]

To be prepared, NATO continuously gathers, shares and assesses information in order
to detect and attribute any ongoing hybrid activity. The Joint Intelligence and Security
Division at NATO Headquarters improves the Alliance’s awareness and analysis of
hybrid threats. The hybrid analysis branch provides decision-makers with improved
awareness on possible hybrid threats.
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The Alliance supports Allies’ efforts to identify national vulnerabilities and strengthens
their own resilience, if requested.

NATO also serves as a hub of expertise, providing support to Allies in areas such as a
civil preparedness, as well as a chemical, biological, radiological and nuclear (CBRN)
incident response; critical infrastructure protection; strategic communications; protection
of civilians; cyber defence; energy security; and counter-terrorism.

Training, exercises and education also play a significant role in preparing to counter
hybrid threats. This includes exercising decision—making processes and joint military
and non-military responses in co-operation with other actors.

To deter hybrid threats, NATO is resolved to act promptly, whenever and wherever
necessary. It continues to increase the readiness and preparedness of its forces, and
has strengthened its decision-making process and its command structure as part of its
deterrence and defence posture. This sends a strong signal that the Alliance is
improving both its political
and military responsiveness
and its ability to deploy | PREPARE:

. Gaining broader
appropriate forces to the siralegic awareness

Continuous, reinforcing, mutually supporting..

. . . - Aftribution and DEFEND:
right place at the right time. connection of apparently - Limiting adversaries
unconnected events f freedom of action
- DIMFIL spectrum - Coordination with non-
If deterrence fails, NATO Praparetcns RN O itac

- Multi-domain response
- defensive mobility

- Patience at the strategic
level = persistence at
the operational level

. decision making
Ally against any threat. To | oerer:

Broad deterrence

- T&E but especially
stands ready to defend any e"ucﬂ‘i“"a‘ﬂ"'e"e'“r

this end, NATO forces have I ets e
H H vulnerabilities
to be able to react in a quICK | . pgeted deterrence
1 after attribution -
and agile way, whenever and bR i
wherever needed. preparedness to

responsiveness.

NATO sets up measures to Counter Hybrid Threats throughout:

« Strengthen Cohesion - includes needs for timely assurance of Allies concerned;

 Establish Strategic Awareness — the opponent’s intent and own weaknesses (mil
and non-mil domain);

» Synchronize actions with a Cohesive Narrative — STRATCOM;

« Credible and Broad Deterrence - deterring employment of specific capabilities;

 Flexible Security Networking - Flexible network of partners with common goals
(incl. non-military);

« Build Resilience and Manage Consequences;

» Counter Armed Threats.
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Recommendation for UKR MLOS: find out the role in the national response to Hybrid
Threat, look for advice and co-operation with NATO countering HT components/SMESs,
and synchronise an action and information exchange with partners.

Recommendation for NATO MP: support the UKR MLOS in their endeavour to
counter HT and build resilience. Share information and LL with partners to build up a
flexible security network.

5. To gain and/or update relevant MP-related document references for countering
Hybrid Threat in order to improve Hybrid-oriented responsiveness as well as
education and training.

By conducting an analysis of the future NATO-oriented operations throughout common
seminars, forums, workshops and gathered LL and experience, the MP Col will be able
to draw more precise conclusions necessary to adopt its doctrine, procedures, units’
TTPs, structures and activities related to countering HT; therefore making sure that the
NATO/PfP MP will be vigorous and flexible in response to the future Hybrid Threats.

In the AFU (Armed Forces of Ukraine), there is a new offer of the MLOS law which is in
the legislative process where the proposed amendments are laid down as follows: - the
change of the name of MLOS to MP, MLOS will be authorised to conduct criminal
investigation, criminal intelligence ability, and others necessary for MLOS reform.
Simultaneously, the UKR MLOS is internally undergoing a doctrinal reform under the
supervision of the MJC-MP Sub-committee and the NATO MP COE. The operational
level doctrine for MLOS is developed by the MLOS doctrine department assisted by the
NATO MP COE Doctrine & Standardization branch. To ensure interoperability, the
following NATO STANAGSs are adopted:

e STANAG 2296/AJP-3.21 (Allied Joint Doctrine for Military Police)

e STANAG 2616/AJP-3.22 (Allied Joint Doctrine for Stability Policing)

e STANAG 2226/ATP 3.7.2 (NATO Military Police Guidance and Procedures)

e STANAG 2195/AJP-2.5 (Captured Persons, Materiel and Documents)

*  STANAG 6514/AJP-3.20 (Allied Joint Doctrine for Cyberspace Operations — SD)
*  STANAG 2288/AJP-3.2 (Allied Joint Doctrine for Land Operations)

*  STANAG 2605/ATP-3.2.1 (Allied Land Tactics)

*  STANAG 2606/ATP-3.2.1.1 (Guidance for conduct of tactical stability activities)
e STANAG 2631/APP-28 (Tactical planning for Land forces)

* STANAG 2614/ATP-76 (Convoy operations)

e STANAG 2623/AMWDP-1(MWD Military Working Dogs)

e And others.
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Recommendation for UKR MLOS: to continuously assess the MLOS needs, LL and
experience from operations/deployment/daily activities and to set up doctrines update
circles. Establish co-operation with the MP and SP COEs Doctrine and Standardization
branches in order to be supported in compliance with NATO standards to ensure
interoperability with partners.

Recommendation for NATO MP: support the UKR MLOS in doctrine
development/updates to ensure interoperability among partners.

6. To intensify the use of the MP-oriented Lessons Learned products.

There are a lot of valuable LL data collected under different projects within the MP Col
by the MPP and its LL writing team, and MP components in NATO headquarters,
Centres of Excellence, Provost Marshals, staffs, national commands, conferences,
forums, meetings, etc. This study is another source of treasured information gathered
from the international conference elaborating the specific topic, i.e. hybrid warfare,
seasoned by real experience of our partner.

The NATO MP COE's mission is to enhance capabilities of NATO MP, foster
interoperability, and provide subject matter expertise on MP activities in accordance
with the Alliance's Strategic Concept. One of the tools to support co-operation and
increase interoperability among Allies and Partners is the MP Lessons Learned Portal,
established and administered by the NATO MP COE LL Branch.

What is the MP Lessons Learned Portal (MP LLP)?

e A place to announce LL/MP COI events and to share their outcome;

e A hosting place for the MP LL COlI;

e Support to plan/conduct/evaluate your MP LL activities;

e A tool to connect MP users with the same interest;

e An interface with LL- dedicated courses;

e Legacy of the MP COI experiences;

e A networking tool for MP LL COlI.
On the portal repository, among LL, interested parties can also find information
dedicated to specific topics, and one of them is HYBRID WARFARE, accessible under
the following path:
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www.llportal.mpcoe.org - MP
COE Events — Hybrid Warfare,
where you can access HW-
related articles and documents,
PPTs, as well as the respective
report stemming from the
International Conference 2019
on MP in HW.

Recommendation for UKR
MLOS: set up a LL system
inside MLOS, establish a close
co-operation with the NATO S T =
MP/SP COE LL branches’ ==
SMEs in order to coordinate LL W
sharing, exchange information, ! —
and analyse observations according to the NATO standards in order to consolidate the
partners’ ability through preparedness, strong resilience, and decisive response to the
Hybrid Threat demonstrated by adversaries.

Recommendation for NATO MP: set up close co-operation with the UKR MLOS in
order to utilise lessons and experience from partners to analyse MP capabilities in a
dynamically changing security environment. It is legitimate to establish information
sharing and exchange to ensure interoperability among partners. Enhance the
cooperation and interaction with NATO MP/SP COE LL branches in order to improve
NATO MP LL Process.

This report may constitute a good opportunity to update and sort out this information as
well as ensure its use in a practical manner among MP COl.

By analysing the past and future security environment and its changing military
implications (e.g. shift towards Article 5 operations training or major joint operations
exercises, instigation of Article 5 in case of a cyber-attack, hybrid war), the report may
help find an answer to many crucial different level questions, establish a unified mind-
set on MP matters; and eventually identify (or redefine) the main mid- and long-term
goals, threats, vulnerabilities and requirements for MP in NATO/PfP.

This could, hopefully, trigger off a proper set up and better synchronisation of the
community’s priorities and tasks in relation to counter hybrid threat for the current and
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upcoming years; potentially, it would even constitute a foundation for the NATO MP
Concept document.

Optimistically, all presented arguments will provoke a discussion among the MP COlI
members on how important this initiative is. Desirably, the community will appreciate the
idea and its potential benefits, and decide to engage its limited resources.

“An independent, sovereign and stable Ukraine, firmly committed to democracy and the
rule of law is a key for Euro-Atlantic security. We stand firm in our support for Ukraine’s
right to decide its own future and foreign policy course free from outside interference.”

BRUSSELS SUMMIT DECLARATION extract issued by the Heads of State and Government participating
in the meeting of the North Atlantic Council in Brussels 11-12 July 2018.

Drafted by:

Lessons Learned Branch SO
NATO Military Police Centre of Excellence

Reviewed by:

Lessons Learned Branch Head NATO
Military Police Centre of Excellence
mpcoe.ll@mp.coe.nato.int

Approved by:

NATO Military Police Centre of Excellence
Director
Mirostaw £t ABECKI

/original signed by/

Colonel, POL A
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NNEX A Outcomes and Findings
DOTMLPFI*

NATO MP COE supports the MLOS doctrine development and recommends
MLOS representatives to contact the NATO Military Police Panel (MPP)
Chairman in order to ask for being a constant member of MPP.

NATO MP COE is an active proponent of the report for the MP role in Hybrid
war in order to identify potential gaps in MP capabilities. Nevertheless, MP
need to follow common solutions given under the international umbrella (such
as the NATO policy and guidance for Hybrid warfare)

NA

NATO MP COE will deliver a constant training offer to UKR MP officers, 1 slot
per each course.

NATO MP COE is going to take part in events HW-related organised by other
entities, such as NATO ACT, Hybrid Warfare COE, CCD COE, etc.

NA

NATO MP COE supports UKR MP courses in Leadership and Ethics module

NATO MP COE implemented its short and middle term plan and constantly
supports the development of MLOS of UKR.

NATO MP COE regularly offers its facility to organise any events, such as
conferences, forums, workshops, and LL-oriented ones with the focus to
provide added value to doctrine development, training solutions in order to
increase interoperability of MP forces.

NATO MP COE will provide a dedicated space on the NATO MP COE LL
portal in order to share data and experience, observations, lessons identified
and lessons learned with MP Hybrid Warfare Experience.

B Doctrine, Organisation, Training, Materiel, Leadership, Personnel, Facilities, Infrastructure
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ANNEX B LIST of ABBREVATIONS

AD — Air Defence

AFU — Armed Forces of Ukraine

AJP — Allied Joint Publication

AOO - Area of Operation

ASEAN — Association of Southeast Asian Nations

ATO — Anti-Terrorist Operation

AU — African Union

CAP - Comprehensive Assistance Package for Ukraine
CAR - Crimea Autonomous Republic

MSO - Mobility Support Operations

LOC - Lines of Communication

CBRN - Chemical, Biological, Radiological and Nuclear
Cl — Counter-Intelligence

CIMIC - Civil and Military Co-operation

CPERs — Captured Persons

CRO - Crisis Response Operations

DA — Direct Action

DIMEFIL - Diplomatic, Information, Military, Economic, Financial, Intelligence, Legal
DOTMLPFI - Doctrine, Organisation, Training, Materiel, Leadership, Personnel,
Facilities, Infrastructure

DPR - Donetsk People Republic

ECHR — European Convention on Human Rights

EU — European Union

FOM — Freedom of Movement

GC — Geneva Convention

GTF — Gendarmerie Type Force

GO — Governmental Organisation

HW — Hybrid War

HT — Hybrid Threat

IAC — International Armed Conflict

ICC - International Criminal Court

ICJ - International Court of Justice

ICRC - International Committee of the Red Cross

IED — Improvised Explosive Device

IHL - International Humanitarian Law

IL - International Law

INFO — Information

INFOOPS — Information Operations

10 — International Organisation

INTEL - Intelligence

JFO — Joint Force Operation

JWGDR - Joint Working Group on Defence Reform (NATO-Ukraine)
KLE — Key Leaders Engagement
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LE — Law Enforcement

LL — Lessons Learned

LL COI — Lessons Learned Community of Interest

LOAC - Law of the Armed Conflict

LOC - Lines of Communication

LPR - Luhansk People Republic

MJC - Multinational Joint Commission

MLOS — Military Law and Order Service (in UKR)

MP — Military Police

MPP - Military Police Panel

MP COE - Military Police Centre of Excellence

MP COI — Military Police Community of Interest

MRE — Mine Risk Education

MSO - Mobility Support Operations

NIAC — Non-International Armed Conflict

NATO — North Atlantic Treaty Organisation

NATO ACT — NATO Allied Command for Transformation
NGO - Non-Governmental Organisation

NUC - NATO-Ukraine Commission

OPCW - Organisation for the Prohibition of Chemical Weapons
OPSEC — Operational Security

ORDLO - Territories of Donetsk and Lugansk regions with a special order of local self-
government, LPR = Luhansk People Republic and DPR = Donetsk People Republic
OSCE - Organisation for Security and Co-operation in Europe
PfP — Partnership for Peace

PTSD — Post Traumatic Stress Disorder

PSYOPS — Psychological Operations

RF — Russian Federation

RUS — Russia

SITAWARE - Situational Awareness

STANAG - Standardization Agreement

STRATCOM - Strategic Communication

TTPs — Tactics Technics and Procedures

UKR — Ukraine

UN — United Nations
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