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Executive Summary

This report presents the results of the NATO Information Management (IM) maturity assessment conducted
by 18 NATO civil and military bodies at the end of 2017, beginning of 2018 and consolidated into a NATO
Enterprise report. The assessment is based on the NATO IM Capability Maturity Model (CMM), which was
adopted in 2012 and has been refined since. In accordance with the NATO IM CMM, the report provides a
measure, on a scale of 1to 5, of the level of IM maturity for each one of the 18 NATO civil and military bodies
that have conducted the assessment and for the NATO Enterprise as a whole.

The overall NATO IM Maturity for the NATO Enterprise is 2.8.

This assessment is part of the NATO IM Strategic Plan agreed by Allies in 2015 and which aims at increasing
NATO IM maturity to Level 4 by 2020. The previous assessment conducted in 2014 resulted in a Level 2.7
of maturity. The comparison between the 2018 and 2014 results must be done very carefully as the sample
of NATO civil and military bodies is different and the questionnaire has also been updated. That said its does
provide an indication of the progress done over the last three years.

This IM CMM Assessment identified IM issues, gaps and weaknesses for the NATO Enterprise and
recommendations for the way ahead. The result and the recommendations will be analysed by the NIMA
community and used to update as required the NATO IM Strategic Plan and its Roadmap.

The IM CMM assessment framework provides a consistent way to identify IM issues within a common frame
of reference by and for the IM community, related to NATO IM Policy drivers. Indeed, most organisations
participating have indicated their intent to redress identified IM issues and gaps as a direct result of
executing the assessment itself either in whole or in part after subsequent verification of their initial
assessment.
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1. Introduction

The NATO Information Management Capability Maturity Model (IM CMM) is a structured approach to assess
information management maturity by comparing an organisation’s answers to the elements prescribed to
achieve a given level of maturity. It measures an organisation’s performance against specified quantitative
scales and it provides this organisation with a detailed portrait of its IM maturity.

The use of the NATO IM CMM provides a guidance for IM decision-makers to improve their organisation’s
IM maturity and it also supports IM capabilities investment. For example, this IM CMM assessment can help
NATO civil and military bodies with IM decision related to IT Modernisation (ITM), and more generally
Capability Package (CP) 9C0150 implementation. It can also potentially inform and support the Federated
Mission Networking (FMN) framework development.

The NATO IM Strategic Plan (Ref. A) establishes a series of IM goals and objectives to be achieved over a five
year period (2015-2020) with a view to increase IM maturity. The IM CMM is indeed the framework to realize
this: it presents NATO information management maturity, and identify areas requiring improvement. The
areas requiring improvement are identified through nine (9) Key Performance Areas (KPAs) and fifty-eight
(58) Key Performance Indicators (KPIs). With this approach participants can clearly identify their strengths
and areas of improvement, and prioritise the necessary activities to reach higher maturity levels. The
approach also supports decision-making on whether higher maturity outcomes deserve greater effort to
achieve better business results.

The IM CMM assessment identifies IM weaknesses and gaps within a common frame of reference, typically
related to NATO IM Policy drivers. Additionally, IM CMM increases IM awareness and improves usability of
IM-related documentation, policies, and guidance.

2. Background

The NATO Information Management Policy (NIMP) (Ref. C) was approved by the North Atlantic Council (NAC)
in 2008 and, simultaneously, the Council assigned the Consultation, Command and Control Board (C3B) as
the lead committee body for Information Management (IM).

The NAC issued the Primary Directive on Information Management (PDIM) (Ref. D) and approved the
establishment of the NATO Information Management Authority (NIMA) to implement the NIMP within NATO
civil and military bodies. NIMA operates under the authority of the C3 Board. (Ref. D)

Regarding the assessments of IM maturity under NIMA auspices, a web-based IM Survey was conducted in
2009 on IM practices across 19 NATO civil and military bodies. This first report provided an initial baseline
of IM maturity across the NATO Enterprise and which IM priorities should receive immediate attention. This
IM Survey identified the need for more complete and robust Information Lifecycle Management supported
by IM Plans, IM Standards, Guidance and IM Training.

In 2012, NIMA developed the NATO IM CMM and Self-assessment toolkit in accordance with the first IM
Strategic Plan, and subsequently approved by the NIMEX for use by the NATO Enterprise.

This toolkit was first used for a second maturity assessment in 2013 and 2014 (Ref. E). The results of this
second assessment serve as the basis for the development of a second NATO IM Strategic Plan and it became
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the new baseline of IM maturity. Asindicated above, the second NATO IM Strategic Plan set a goal of an IM

maturity at Level 4. In the context of this five-year plan it was agreed to have a mid-course measure at the
end of 2017- beginning of 2018, which constitutes the current report. Finally another assessment is planned
at the end of the five year period of the NATO IM Strategic Plan, in 2020.

3. NATO IM Principles

Originally, NATO defined seven IM Principles in the NIMP. With the revision of the NIMP in 2017,
‘Information Access’ was added as the eighth IM principle (See 5.3). The revised NIMP was approved by C3
Board! on July 2017 and is expected to be approved by the NAC by the end of 2018. This new IM Principle
‘Information Access’ is incorporated in the IM CMM 2018 assessment.

The NATO IM Principles are:

1) Information as a Corporate Resource

Information is a corporate resource and shall be managed and preserved as such to support NATO'’s
missions, consultation, decision-making processes, and operational requirements by organising and
controlling information throughout its life-cycle regardless of the medium and format in which information
is held.

2) Information Ownership and Custodianship

Information shall have an originator, and clearly defined ownership and custodianship assigned throughout
its life-cycle.

3) Leadership and Organisational Structures
Management of information is a fundamental responsibility, which shall require continuous executive
leadership, top-level involvement and the creation and maintenance of an effective organisational structure.

4) Information Sharing

Information shall be managed with an emphasis on the ‘responsibility-to-share’ balanced by the security
principle of ‘need-to-know’, and managed to facilitate access, optimise information sharing and re-use, and
reduce duplication, all in accordance with security, legal and privacy obligations.

5) Information Standardisation
Information shall have standardised structures and consistent representations to enable interoperability,
cooperation and more effective and efficient processes.

6) Information Assurance

Information shall be protected by applying the principle of Information Assurance, which is described as the
set of measures to achieve a given level of confidence in the protection of information, communication, and
other electronic and non-electronic systems, and the information that is stored, processed or transmitted
in these systems with respect to confidentiality, integrity, availability, non-repudiation and authentication.

1 AC/322-D(2017)0027
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7) Information Needs
Information needs shall be determined as part of the planning processes to meet intended activities and

effects?.

8) Information Access
Information shall be classified at the appropriate level, both necessary and sufficient, and managed in
accordance with relevant NATO policies® and its supporting directives.

The IM principles are the basis for NATO’s IM Maturity Assessment.

4. NATO IM CMM

The NATO IM CMM originates from the CMM/CMMI™ (Carnegie Mellon-SEI) and MIKE2.0 (Open Source) to
create a customised, NATO-specific Information Management Capability Maturity Model (IM CMM).

SCAMPI
Characteristics Self-Assessment Class C Class B Class A
Ratings Generated (Certified) No No No Yes
Resources Needed Low Low Medium High
Team Size Self Small Medium High
Amount of Objective Evidence None Low Medium High
Evidence Reviewed No No Yes Yes
Interviews No No Yes Yes
Sources of Evidence Self 1 2 2
Observations Corroborated No No Yes Yes
Validation of Findings No No Yes Yes
Low Maturity — High Maturity

Table 1 The NATO IM CMM (2018) Assessment Framework in relation to SCAMPI™

The NATO IM CMM 2014 and 2018 assessments were conducted using the Standard CMMI Appraisal
Method for Process Improvement (SCAMPI). The SCAMPI comprises multiple methods: SCAMPI A, SCAMPI
B and SCAMPI C, where ‘SCAMPI-C" was selected as the most appropriate method to implement for NATO
IM Maturity, since its supports a flexible, low cost and balanced assessment that provides a degree of

consistency and veracity across individual assessments (See Table 1).

The target audience for this assessment were IM and IKM Officers with IM management responsibilities for
each NATO civil and military bodies.

An IM CMM Helpdesk ensured the delivery of the NATO IM CMM Self-assessment toolkit to participants (via
‘helpdesknima.servicesupply@ncia.nato.int’) with instructions for completing and returning their responses.

2 The activities of designing and maintaining a representation (i.e. blueprint) of components of a business (i.e. organisation,
processes, information, technology) and their relationships in order to understand where, when and why information is
required.

3 Classified information shall be managed in accordance with C-M(2002)49 “Security within NATO” and supporting directives
while non-classified information shall be managed in accordance with C-M(2002)60 “The Management of Non-Classified NATO
Information”.
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4.1. Maturity Levels
Capability Maturity Level is a benchmark for measuring the maturity of an organisation’s progress. Each level
ranks the organisation according to its standardisation of processes in the assessed subject area.

The maturity levels often range from level one to level five, where level one corresponds to a lack of maturity
and five corresponds to a fully mature and self-optimising process. These levels allow for staged progress.
However, a targeted assessment can be made of particular areas of an organisation if desired.

Level 1 - Initial: The organisation has enterprise information management processes that are (typically)
undocumented and in a state of dynamic change, tending to be driven in an ad hoc, uncontrolled and
reactive manner by users or events. This provides a chaotic or unstable environment for the processes. The
characteristic of Level 1 is: Undocumented, Dynamic Change, Ad-hoc, Uncontrolled, Reactive, Chaotic and
Unstable.

Level 2 - Repeatable: The organisation has little in the way of described enterprise information management
practices. However, certain departments are aware of the importance of professionally managing
information assets and have developed common practices used within their activities. At the enterprise level
the Organisation reacts to data quality issues as they arise. The characteristic of Level 2 is; Initial Governance,
partial, uncoordinated IM Awareness, initial Common Practices and reactive Information Assurance.

Level 3 — Defined: The organisation has enterprise awareness of information management. Policies,
procedures, and standards exist and are generally utilised across the enterprise. The characteristic of Level
3 is; Defined Governance, managed IM Awareness, defined Business Practices and managed Information
Assurance.

Within the IM CMM 2018, the goal is set to achieve Level 3 which refers to information management practices
in this organisation are sponsored and managed and those processes that are defined and documented are
subject to some degree of improvement over time.

Level 4 - Quantitatively Managed: The organisation manages information as an enterprise asset. The
business is heavily engaged in information management procedures and takes responsibility for the quality
of information that they manage. This organisation has many mature and best-in-class practices and utilises
audits to ensure compliance across all activities. The characteristic of Level 4 is; Governance, managed IM
Awareness, managed Business Practices and managed Information Assurance.

Level 5— Optimising: The organisation considers information to be an enterprise asset and key to its success.
The organisation has best-in-class information management practices that are utilised across the entire
enterprise. The distinguishing characteristic of an organisation at this level is the focus on continuous
improvement. All information management practices and assets are regularly measured and the results are
analysed as the basis for process improvement. The characteristic of Level 5 is; Maturing and refining
Governance, organisation and refining IM Awareness, maturing and adaptive Business Practices and
authoritative Information Assurance.

4.2.  NATO IM CMM Self-assessment Toolkit
The NATO IM CMM Self-assessment toolkit comprises the following items:

1) Assessment Questions - Template
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Where the Main Questions (MQs) are introduced for respondents to complete and provide additional
information and referenced examples or evidence of best practice.

2) Assessment Questions - Guidance
Survey questionnaire where Question Qualifiers (QQs) are introduced, binding with MQs, for respondents
to complete and provide additional information and referenced examples or evidence of best practice.

3) Assessment Engine
Processing tool to calculate maturity and create radar charts in respect of NATO’s eight principles of IM, the
NATO IM CMM KPAs and KPls.

4) Report
Automatically generated report providing a standardised self-assessment report based on the responses
provided.

5) NATO IM CMM Matrix
Reference statements extracted from NIMP and PDIM, same file also introduced in excel format.

6) Read Me
Instructions to guide respondents in how to use the toolkit and brief description of well-known user issues.

Files
B 1_Assessment_Questions - Temnplate
B71_Assessment_Questions_Guidance
E: 2_Assessment_Engine
iz 3_Assessment_Report{Colour)
iz 3_Assessment_Report
iz MATO IM CMM Matrix
B MATO IM CMM Matrix
|| README

Figure 1 IM CMM 2018 (Version 1.4) Assessment content

This toolkit provides the current basis for the objective, coherent and consistent assessment of IM Maturity
within NATO, which can be revised and enhanced as NATO IM Governance changes (such as adding a new
IM principle ‘Information Access’) and the need for better qualification and deeper probing is required for
more accurate assessment and certification.

The IM CMM Assessment is a comprehensive tool composes two set of questions as Constant (Main
Questions (MQ)) and Staged aspects (Question Qualifiers (QQ)). The MQs are a set of stable questions* that
expose IM-related progress. QQs are designed to provide a standard sequence of improvements, which are
grouped under MQs and are focused on the goals in the IM Strategic Plan. In IM CMM 2018, 100 MQs and
2700 QQs are recorded.

4 1n order to decrease the complexity, a minor modification is applied to Main Question 77 and is divided into 5 (five) different
questions.
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4.3, IM CMM Structure

Table 2 provides a summary view of the IM CMM structure. The key concepts (questions) are derived from
the NIMP and PDIM, and then are mapped into NATO’s eight IM Principles and nine KPAs. They are then
broken down into 58 KPIs and supporting QQs that were developed to measure NATO IM maturity.

(]
c
(O]
&) © (A
@ 5 539
o) o) = A @ &
S o Sl Zzi<
2 o ®l c | c =
) 0] 2 O O] o ag
5 5 I t & & &M
= = S RSN o 2| 2
(%] (%] o el c — — — o O | o
Q (O] fa © O O| O e o Y
-] 35 o c E R O C| ©
g (o] O n 0 £ £ £ =
1 Does your organisation employ an IM Framework? . - "
(KPA: Framework, KPI: IM Framework)
19 Does your organisation have defined IM Plans? " L L
(KPA: Plan, KPI: IM Plan)
To what extent does your organisation have a process in place
for the identification of quantitative and qualitative measures
27 X X X X |

for all Information Domains?
(KPA: Measure, KPI: |dentification)

Do the Information Managers regularly undertake some form of
34 |IM Training or certification? X X
(KPA: Education, KPI: Information Manager)

To what extent does your organisation define and monitor
40  Service Level Agreements for IM Services? X X X
(KPA: Management, KPI: Services)

Does your organisation regularly (re)develop IM Directives
61 compliant with NATO Policies and Directives? X X
(KPA: Coherence, KPI: Directive)

Does your organisation appoint an IM Senior Official?
(KPA: Organisation, KPI: Senior Official)

To what extent does your organisation have procedures to
83 [address non-compliance to its IM Policies? X X
(KPA: Processes, KPI: Compliance)

70

Does your organisation efficiently support information exchange
98 lacross separate networks and domains? X X X X X
(KPA: Technology, KPI: Information Exchange)

Table 2: A summary view among assessment questions across People, Process, Technology (PPT), KPAs, and
KPIs

The ‘Question Number’ (column) in Table 2 provides a sample set of questions covering KPAs in IM CMM
2018 assessment. The ‘Questions’ (column) is an overview of the Main Question (MQ) and their association
with the nine (9) KPAs and with one corresponding KPIs>. The detailed list and relation among KPA and KPI
documented at IM Strategic Plan. (Ref. A)

5 Due to size, Table 2: A summary view among assessment questions across People, Process, Technology (PPT),
KPAs, and KPIs is truncated and only one pair of KPA/KPI relation illustrated.
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The nine Key Performance Areas (KPAs) of the NATO IM Strategic Plan are listed below:

. Framework — specification and use of an IM Framework to effect and improve IM.
. Plans — specification and managed execution of comprehensive and coordinated IM and IM-related
plans to improve IM and to achieve business objectives.

. Measures — specification and use of measures to manage, track and assure information.

. Education — provision of IM training to all staff.

. Management — management of information throughout their respective lifecycles.

. Coherence — coherence of IM and IM-related activities and compliance to IM Governance.

. Organisation — leadership, organisational and IM structures, roles and responsibilities to affect IM.

. Processes — specification and managed execution of processes to improve IM and to achieve business
objectives.

. Technology — key IM services, business applications and tools affect IM and to achieve business
objectives.

Additionally, IM CMM consists of three dimensions that provide different viewpoints of information
governance. This helps to decompose the maturity model and enables easier understanding. Those
dimensions are:

. People: The term refers to all the activities that are used to coordinate, direct, and control an
organisation.

. Processes: A process is a set of activities that are interrelated or that interact with one another.
Processes use resources to transform inputs into outputs.

. Technology: The term refers to the entire system of facilities, equipment, hardware, and services that
an organisation needs in order to function.

The above structure provides a comprehensive specification of the NATO IM CMM and supports the means
to assess NATO civil and military bodies and their degree of compliance against NATO’s eight IM Principles,
KPAs and their associated KPlIs.

4.4. Assessment Balancing
It was foreseen that IM CMM 2014 and IM CMM 2018 assessments may be responded by different

participants (i.e. different IKM officers). Assessment balancing is a process to ensure responses are corrected
based on the criteria listed below. The responses were analysed and recommendations were made for any
inconsistencies for discussion and possible correction. This activity provided a coherent assessment,
balancing individual, organisational and NATO-wide responses to improve the fidelity and accuracy of the
individual and overall assessments. Balancing is run by an operator to help participants find the most
appropriate responses, and provide correlation and rebalancing if necessary. The following checks are
applied during the balancing procedure:

4.4.1. Comparing to prior responses (levels) (if that entity participated to the IM CMM 2014

Assessment)
In a number of responses, some entities had unexpectedly increased or decreased maturity levels in certain

areas. Those processes or subjects might actually have improved or stayed in the same level with no
observed deterioration but potentially caused by misinterpretation of specific questions, lack of experience
or knowledge of that context. For instance, in a case where an entity decreased their levels from ‘Level 4’ to
‘Level 2’ (See section 4.1), then balancing, rebalancing and even correlation may require to expose the
reason behind.(See sections 4.5.3,4.5.4 or 4.5.6.)
A-10
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4.4.2. Comparing prior comments (if that entity participated to IM CMM 2014)
Submitted comments were compared between IM CMM 2014 and IM CMM 2018 to check coherency. The

comments were subject to an update as well as the measured levels in the case where participants provided

responses mismatched with question levels.

4.4.3. Ensuring correct relation among linked questions
There are hundreds of links between the MQs and even among QQs. For instance, the Question (Q) 93 (MQ)

has links to Q7, Q24, Q25, Q45, Q55, Q59, Q85 and Q94. This means the selected level and comments for
Q93 must be compatible and consistent with the linked questions. Where inconsistencies were noted, the
operator, as part of the balancing procedures, returned additional guidance to the assessment owner for

reappraisal.

4.4.4. Assuring consistency between comments and the selected level.
Participants may have had different understanding or interpretation of questions. To ensure participants

fulfil the requirements of a maturity level, each response and comment was verified individually. For
instance, if an organisation had selected Level 3 (or higher) for a question, it must be able to reference a
document source such as a Policy, Guidance or a SOP or other tangible source e.g. meeting records guiding
the organisation in the specific area.

Most issues uncovered during the assessment balancing were attributed to the complexity of the questions,
lack of experience and knowledge and reasons listed at ‘4.5 Factors Affecting the Assessment .

4.5. Factors Affecting the Assessment
Factors affecting the fidelity of the assessment collected during the 2009 web survey, the IM CMM 2014

and the IM CMM 2018 are listed below. The feedbacks and common issues collected via the helpdesk are

also incorporated.

4.5.1. Different set of participants (overall participation)
Not all NATO Enterprise’s civil and military bodies participated to the IM CMM 2018 Assessment. Four

participants in IM CMM 2014 did not participate in IM CMM 2018 and conversely nine new participants
contributed to the IM CMM 2018 Assessment. Table 3 below list the NATO civil and military bodies that

participated in each assessment.

LANDCOM
MARCOM
NHQ-IMS
NCI Agency
Response

Entities

<
—
o
[@\}

s
>
(@]
=

2018

V|V V|V V|V

IM CMM

Table 3: IM CMM 2014 and IM CMM 2018 Participants

A-11
NATO UNCLASSIFIED



NATO UNCLASSIFIED
ANNEX ATO
NHQC3S(NIMA)0013-2018
4.5.2. Ambiguity and Understanding of Questions (generic survey)
There was some ambiguity and inconsistency due to the high level nature of many questions. The complexity

of some questions was the result of the nature and interdependencies of IM, the breadth of business
contexts across the NATO Enterprise and the variety of experience and knowledge of the respondents.

Based on the current experiences, some of the questions will be reviewed to reduce ambiguous wording in
the next IM CMM. In addition, an assisted interview-based approach by trained assessors could be offered
to some participants.

4.5.3. Scope & Specifics of IM (breadth & depth)
The intent was to run IM CMM assessment with IM Professionals (i.e. IM or IKM officers). The assessment

of IM is broad in scope and deep across the organisation. It is very difficult for one individual or a small
number of IM professionals to accurately respond to the survey across a large organisation. This potentially
led to uncertainty or inaccurate responses.

An assisted interview-based (balancing) approach by trained assessors in select cases would significantly
mitigate this issue.

4.5.4. Overstatements and Understatements (optimism vs. pessimism)
In respect to individuals” perception and their knowledge of IM within their organisation, the assessment

resulted in overly optimistic or pessimistic responses. Overstatements and understatements contributed to
a degree of inconsistency, inaccuracy and (potentially) relevance of some responses. The lack of comments
or evidence, analyst interpretation and assumptions in some cases compounded this uncertainty. Again, an
assisted interview-based (balancing) approach by trained assessors and proved evidence for the responses
would alleviate this concern.

4.5.5. Missing Assessments and Qualifications (gaps and lack of evidence)
Incomplete or partially complete responses potentially skew results, introduce errors or increase the

variance of related responses. This affects the representation, consistency and accuracy of the overall NATO-
wide assessment. More formal execution, better oversight and monitoring of the assessment will mitigate
this in future assessments. An assisted interview-based approach by trained assessors would also
significantly improve the mitigation of this issue.

4.5.6. Some Returns include IM improvement Plan as a reaction to the execution of the
assessment (positive skewing)
The currency of IM CMM conducted over a five-month period, beginning at the end of 2017. Some returns

were made early in the period whilst others were made later. Ideally, all respondents should return response
within the same period to ensure that results reflect assessments under similar conditions and
circumstances. Early responses may show less maturity than later responses. Later responses may benefit
as more time and assistance was available to arrive at responses that are more coherent.

4.6. Privacy

The balanced responses from all organisations were aggregated in this report. The results of the individual
Enterprise civil and military bodies are masked, and all mappings in this report show bodies’ maturity levels
relative to the Enterprise level. NIMA collected the IM CMM results for analysis purpose and does not
disclose raw results without information owner’s consent.
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4.7. Scope of Assessment
The result of the NATO IM CMM 2018 assessment embraces the entities listed below in Table 3 above. Some

organisations preferred to answer questionnaire by a team hence some organisations distributed the
guestionnaire to individual IM Professionals and aggregated the responses into a single report. In both case
the results are considered as valid and applied the same level of trust.

5. IM CMM 2018 Evaluation
5.1. NATO-Wide IM Maturity in 2018

The overall NATO IM Maturity was measured at 2.8. This places the NATO Enterprise as a whole at a more
mature level than “Level 2 Repeatable”, and close to “Level 3 Defined”. Those levels are defined as follow:

e Level 2, Repeatable: “As a whole the organisation has little in the way of described enterprise
information management practices. However, certain departments are aware of the importance of
professionally managing information assets and have developed common practices used within their
activities. The organisation reacts to data quality issues as they arise.”

e Level 3, Defined: “The organisation has enterprise awareness of information management. Policies,
procedures, and standards exist and are generally utilized across the enterprise. The information
management practices in this organisation are sponsored and managed and those processes that are
defined and documented are subject to some degree of improvement over time.”

The IM CMM 2018 was conducted at approximately half way in the five-year execution of the NATO IM
Strategic Plan; at mid-course between the starting baseline, measured in 2014, at Level 2 (2.7) and the goal
of Level 4 for 2020. The unwritten unofficial aim for IM CMM 2018 was for the IM maturity to be at
approximately “Level 3, Defined” as described above.

5.2.  NATO IM Maturity (2018) compared to IM Maturity (2014)
Table 4 Comparison of the Assessment Results below presents a comparison between IM CMM 2014 and
IM CMM 2018 assessments.

IM CMM  IM CMM

IM Principles 2014 2018

1. Information is a Corporate Resource @

2. Information Ownership and Custodianship gis
3. Leadership and Organisational Structure Sis

4. Information Sharing 3
5. Information Standardisation gis
6. Information Assurance @

7. Information Needs

8. Information Access [JE]
Overall Maturity S

SRR

Table 4 Comparison of the Assessment Results®

6 “Information Access” is not subject to comparison since this principle created after the IM CMM 2014.
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The comparison shows improvement of IM Maturity in seven of the eight IM Principles within the period of
about three years between the two assessments. (The principle “Information Ownership and Custodianship”
is showing improvement only in the second digit, which triggers the green positive arrow).

5.3.  NATO’s IM Principles

NATO applies eight principles to information management to support NATO’s missions. These IM Principles
are the central focus of the NATO IM CMM Assessment in measuring the IM Maturity.

1. Information is a
Corporate Resource

5.0
40 2. Information
8. Information Access > Ownership and
3.0 Custodianship
2.0
1.
9 3. Leadership and
7. Information Needs - Organisational

Structure

6. Information

4. Information Sharing
Assurance

5. Information
Standardisation
Result 2014 Result 2018

Figure 2 NATO IM CMM (2018) Assessment of 8 IM Principles

The NATO enterprise appears to have demonstrated ability to provide IM Governance and to manage NATO
Records however this does not extend across the entire Information Lifecycle from creation through
retention, disposition, declassification and final destruction across organisational boundaries. Indeed, the
identification of information of permanent value to the NATO or destroying information that had only
temporary value, are important micro-appraisal processes that have effect on physical/digital storage
capability and contribute to protection of information maintaining from legal aspect. (See NATO IM CMM
(2018) Key Performance Area - Coherence, KPI: Archiving). The entities those identified themselves as having
inadequate service on information life-cycle and archiving processes, should establish a strong coordination
with the NATO Archivist and subject matter experts, to mitigate the common issues as reflected (in IM CMM
tool) Question Qualifiers. Along with that indeed, staff training and training programme are important
artefacts that would help to learn specific knowledge or skills to improve performance in their current roles
means better processes on NATO products i.e. how to manage information received from different domains
and created in different context.

As NIMP stated, information have to manage throughout its life-cycle and the PDIM provides the conceptual
model for the NATO Information Life-Cycle, Planning, Collection, Creation or Generation, Organisation,
Retrieval, Use, Accessibility and Transmission, Storage and Protection and Disposition. Following that, IM
officers should be trained to provide adequate support for acquisition of information from multiple sources
and from different state of information life-cycle. Indeed, staff empowerment, assignment of well-defined
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roles and accountability mechanisms are needed to ensure top-down IM Leadership throughout the

Organisational Structure.

Information sharing is a known issue reported in many documents. For instance, the centralised policy is in
place regarding the information sharing with Non NATO Entities (NNE), Host Nations (HN), Governmental
organisations (GO), International Organisations (IOs) etc., nevertheless due to complexity of NNE
arrangements, lack of knowledge, and understanding among the staff on information exchange regulations,
a number of misleading the processes are captured. Along with that, lack of interoperability among NATO
CIS systems and infrastructures in different NATO bodies constrains effective efficient information sharing
with other stakeholders. Moving towards a regulatory information sharing concept based on the adherence
to a set of minimum essential policy, directive and guidance may mitigate the interoperability issues.
Additionally, aligning the infrastructure with current approved policy or/and directive, guidance i.e. NCMS

may help to decrease these generic issues.

NATO Information Management in its current form was put in place to support the paradigm of sharing
information in a connected, protected environment the focus is on the responsibility-to-share balanced by
the security principle of need-to-know. The NIMP introduced the paradigm shift away from an ‘information
guarding’ posture towards the ‘responsibly-to-share’ balanced by the security principles of ‘need-to-know.
The current status indicated that information sharing still seem to be heavily governed by the ‘Need-to-
Know’ or Responsibility-to-protect rather than emphasising the ‘Responsibility-to-Share. As a result of that,
a number of side effects may be observed such as over-classification, unwillingness to share etc. which
prevents effectively and efficiently information sharing and access. (See 6.4.9)

Also see the ‘Recommendations for the IM Community’ section where the IM Principle recommendations

resolved into KPA.
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5.4. Key Performance Areas (KPAs)

Result Result .
KPA Description
2014 2018
Framework focuses on the application of an Information
Framework Management Framework as defined in the Prime
@ 2.6 Q 2.8 |Directive on Information Management.
Plans Plans considers the specifics aspects of Information
4 2.3 HMF 2.8 |Management planning in the organisation.
Measures Measures looks at how the organisation understands
4 2.3 HF 2.6 |andidentifies information issues.
Education Education considers training and awareness of
@ 2.5 Q 2.8 [Information Management across the organisation.
Management considers the execution of information
Management management specifically with respect to the Information
4 2.9 {F 2.9 |Lifecycle.
Coherence looks at how the organisation maintains
Coherence consistency in its application and execution of
@ 2.6 Q 2.8 [Information Management.
Organisation Organisation focuses on the roles and responsibilities
4 2.9 HMF 2.9 |structures required by NATO IM Policy and Directive.
Process considers whether the organisation has a
Processes process focus and understanding when dealing with
@ 2.4 ﬁ 2.7 |information.
Technology Technology covers the tools that are provided to staff to
1 2.7 HF 2.7 |properly meet their Information Management duties.

Table 3 NATO IM CMM (2018) Key Performance Areas

KPAs and KPIs are practical indicators used to convert qualitative statements and progress into quantitative
measurement. Within NATO, KPAs are those areas critical in supporting IM Principles.

Framework
5.0
Technology 4.0 Plans
3.0
Processes Measures
Organisation Education
Coherence Management

Result 2014

= Result 2018

Figure 3 NATO IM CMM (2018) Assessment of the Key Performance Areas

Some of these KPAs are progressed rapidly compare the other.
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5.4.1. KPA - Framework

Result Result . L.
KPA-Framework 5014 2018 Topic Description
IM Eramewark Extent to which the organisation employs an IM
4+ 42 [} 3.2  |Framework.
Review Review of the organisations IM Framework is key to
G 2.1 ﬁ 2.6 continual improvement.

Coherence Consistency of the organisations IM Framework with

Jb 2.5 1 2.9 the NATO IM Policy and other NATO Governance.
Extent to which IM policies and procedures are
Policies defined, executed and reviewed, consistent with

4k 29 [4F 3.0 |NATO Policy.

Monitoring the execution of IM Policies and standard
(Execution) operating procedures allows for continuous

G 2.4 ﬁ 2.4 improvement.
Directives Directives provide instruction or guidelines to reach

4k 2.0 1 2.7 the goals of the IM Policy.
Guidance provides the means to share best practice to
Guidance meet IM Policy and Directives and improve coherency

Jb 2.5 1 2.9 of approach.
Standards The maintenance and application of standards for

b 2.4 1 2.6 information is key to interoperability..
Standards

(Implementation) RLENEe] 1 2.3 Extent to which the right standards are employed.

Policies

Table 4 NATO IM CMM (2018) Key Performance Area - Framework

5.4.1.1.  Main Observations for the Key Performance Indicators

The KPA-Framework focuses on the application of an information management framework as defined in the
Primary Directive on Information Management. It considers whether the organisation defines, executes and
reviews its IM framework (policy, directives, guidance and standards) and maintains coherence with NATO
IM and IM-related policies. Without a framework and executive support, it is difficult to promote good
practices even with the right supporting tools. It is a governance discipline that focuses on the encapsulation
of the information that was generated within the organisation for the purpose to facilitate and control IM-
related functions as defined in the PDIM.

The KPA-Framework consist of nine KPI (IM Framework, Review, Coherence, Policies, Policies (Execution),
Directives, Guidance, Standards and Standards (Implementation). Regarding KPI-Policy, only two responders
reported a score lower than Level 37, specifically about the consistency of their IM security procedures with
the NATO Security Policy and the Policy for the Management of Non-Classified NATO Information (Question
4). This been expected according to the importance given to information security in NATO. Although, within
KPI-Standard, 16 entities reported a score lower than Level 3 for the development of ontology, policy,
directive or SOPs. There are only a few entities having an initiative such as using standard sets of dictionaries,
glossaries or NATO agreed terminology. There is currently no NATO-wide ontology policy or directive in
place. (Question 15) (See para6.1.1, 6.1.6, 6.3.1, 6.5.5)

7 The expected level is Level 3 for IM CMM 2018.
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5.4.1.2.  Statistics for all Key Performance Indicators

KPI-IM Framework, 5 responders reported a score lower than Level 3 on employment of IM Framework; a
sharp decrease compare to IM CMM 2014, (Question 1)

KPI-Review, 5 responders reported a score lower than Level 3 for reviewing and updating IM Framework and
its constituent components, (Question 2)

KPI-Review, 10 responders reported a score lower than Level 3 for the identification of mission critical IM
Standards in line with information needs, (Question 17)

KPI-Review, 11 responders reported a score lower than Level 3 for regular review and update of their
standard metadata structures and controlled taxonomies, (Question 16)

KPI-Coherence, seven responders reported a score lower than Level 3 for IM framework consistency with
NIMA and other NATO Governance, (Question 3)

KPI-Policy, seven responders reported a score lower than Level 3 on the regularly employment of policies
for the automation of standard and repeatable processes, (Question 5)

KPI-Policy, seven responders reported a score lower than Level 3 for the employment of IM Policies to govern
the use of communication tools (email, formal messaging, collaboration, (Question 7)

KPI-Policy, 6 (six) responders reported a score lower than Level 3 for governing the formatting of
information, (Question 6)

KPI-Policies (Execution), nine entities reported a score lower than Level 3 for regular monitoring the
implementation of their IM Policies and SOPs, (Question 8)

KPI-Directive, 11 entities reported a score lower than Level 3 for regular employment IM Directives for the
provisioning of metadata to information holdings, (Question 10)

KPI-Directive, eleven entities reported a score lower than Level 3 on regular (re)development IM Directives
to support IM Policies, (Question 9)

KPI-Guidance, 7 (seven) entities reported a score lower than Level 3 for preparing IM Guidance with respect
to existed IM Policies and Directives, (Question 11)

KPI-Standard, 6 (six) entities reported a score lower than Level 3 for maintaining definitions for the access
privileges of roles and groups to its information holdings, (Question 12)

KPI-Standard, 8 (eight) entities reported a score lower than Level 3 for regularly maintain definitions of its
mission critical Information Domains, (Question 13)

KPI-Standard, 10 (ten) entities reported a score lower than Level 3 for having standard metadata structures
and controlled taxonomies, (Question 14)

KPI-Standard (Implementation), 11 (eleven) entities reported a score lower than Level 3 for implementing
IM Standards against documented mission critical requirements, (Question 18)
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IM Framework

5.0
Standards .
. Review
(Implementation)
Standards Coherence
Guidance Policies
Directives Policies (Execution)
Result 2014 Result 2018

Figure 4 NATO IM CMM (2018) Assessment of the Key Performance Area - Framework

5.4.1.3.  Detailed Observations for Key Performance Indicators

A regulatory framework is a system of regulations and the means used to enforce them by the governance
bodies, it comprises the strategy at all level, the set of extant policies and the body of all directives,
guidelines, technical standards and other relevant documents conducive of the role of governance. The
framework paradigm is moving towards a regulatory framework based on the adherence to a set of
minimum essential policy provisions.

It appears that most NATO organisations have a framework that is largely aligned with Guidance for
Developing Information Management Plans as expected. Nevertheless, in some cases, the entity’s IM-
related Frameworks are not formalised or framework content is not explicitly identified. Indeed, the
framework is generic and local entities may require to include and adopt the additional local guidance,
standards, to complement the NATO IM framework. In most case the key components and basic
requirements of an IM Framework is in place but additional investment should be for IM framework focusing
on maintaining, monitoring and enforcing the framework to ensure its coherent with NATO and Industry
Standards (Ref. F, Ref. G), and meet critical business and/or mission requirements. (See para 6.3.2, 6.5.12,
6.6.1)

The management of NATO business-specific governance and guidance materials appears to need more
formal processes and more regularly planned intervals to ensure their current applicability. It also appears
that organisations functions are occasionally liaised by the ability of their existed people, process and
technology infrastructure, or linked with their core business/functions, rather than ensuring such
governance/management is entirely appropriate for NATO policy and directive, or interoperable with the
NATO-wide process. (See para 6.5.9, 6.5.11)

The regular review and tailoring of directives and guidance to facilitate organisation specific implementation
and compliance with NATO policies to meet business needs and objectives (fit-for-purpose and fit-for-use)
will not only ensure the implementation of good governance but also update and mitigate the effects of
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‘ineffective governance. It also provides a capability to feedback significant issues identified in existing NATO
governance requiring review and update by those respective originators and custodians to address issues
arising from NATQO’s ever-changing business environment. (See para 6.3.15, 6.5.10)

There are also a need to better development, management and improved use of IM Standards in business
solutions, coherent with NATO and Industry Standards (Ref. F and Ref. G) to ensure compliance and to
interoperability (technical and non-technical i.e. common business rules, governance). (See para 6.4.5,6.5.1)

5.4.2. KPA-—Plans

Result Result

KPA-Plans 2014 2018 Topic Description

IM Plans . Extent to which IM Plans are employed.

Execution Extent to which the execution of IM Plans are
1.7 |r 26 monitored to assess for continual improvement.
Review Review of the organisations IM Plan is key to continual
4} 2.3 ﬁ‘ 2.9 improvement.
Security Extent to which plans are used for developing access
4} 2.5 ﬁ‘ 2.8 privilege definitions to its information holdings.
YR Extent to which change is tracked and managed across
425 |4r 2.7 the Information Domains.
The best Information Management policies are
Communication irrelevant without appropriate external
(Internal) communication for coherence with NATO Civilian and

JL 2.8 |{F 2.9 [military bodies.
The best Information Management policies are

(External) irrelevant without appropriate internal
ﬁ} 2.7 @ 2.6 communication.

Communication

i To be prepared for incidents that prevent or impede
inui
v 4} 1.9 ﬁ‘ 2.7 the continuation of normal operations,

Table 5 NATO IM CMM (2018) Key Performance Area - Plans

5.4.2.1.  Main Observations for the Key Performance Indicator - Plans

The KPA-Plan consider the specific aspects of Information Management planning in the organisation. The
assessment looked at the development, implementation and review of IM Plans, and focused on particular
components such as continuity and security, as defined in the current NATO Guidance for developing
Information Management Plans (Ref. H)

The KPA-Plan consists of eight KPIs (IM Plan, Execution, Review, Security, Domains, Communication
(Internal), Communication (External) and Continuity). For KPI-IM Plan, only four organisations reported a
score lower than Level 3 among the 18 responders (Question 19). Most of the participants have an IM Plan
in place but it does not include all the IM related business activities. For KPI-Domain, 11 responders reported
a score lower than Level 3 for having plans to manage change to their information domains (Question 23).

5.4.2.2.  Statistics for all Key Performance Indicators - Plans

KPI-Execution, nine responders reported a score lower than Level 3 for execution of their IM Plans, (Question
21)

KPI-Review, six responders reported a score lower than Level 3 for review and update their IM Plans,
(Question 20)
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KPI-Security, seven responders reported a score lower than Level 3 for the development of access privilege
definitions to their information holdings, (Question 22)

KPI-Communication (Internal), nine responders reported a score lower than Level 3 for the regular
employment of adequate Communication Plans to disseminate information to all their staff, (Question 24)
KPI-Communication (External), nine responders reported a score lower than Level 3 for the regular
employment of Communication Plans to support the coordination and exchange of information with other
NATO Civil and Military bodies, (Question 25)

KPI-Continuity, 10 responders reported a score lower than Level 3 for business continuity plans (disaster
recovery, information, etc.) (Question 26)

IM Plans
5.0
- 4.0 .
Continuity Execution
3.0
2.0
1.0
Communication .
0.0 Review
(External) \
Communication .
Security
(Internal)
Domains
Result 2014 Result 2018

Figure 5 NATO IM CMM (2018) Assessment of the Key Performance Area - Plans

A Communication Plan is an explicit definition of who needs what, when, why, how and from whom. It is
used to ensure the adequate dissemination of information to those who needs it.

5.4.2.3.  Detailed Observations for Key Performance Indicators - Plans

The guidance for developing information management plans (Ref. H) identifies a set of topics that could
appear in an IM plan. Therefore the NATO civil and military bodies may incorporate additional topics to
support their mission, may exclude topics that are not applicable.

IM CMM 2018 feedbacks indicated that not all IM-related plans are formalised for specific applications and
for specific business contexts. For instance, the metadata management plans and handover & knowledge
transfer plans appeared largely absent and more reactive to incidents (i.e. Service Failures) rather than being
proactive in mitigating the effects of incidents before or as they occur. Establishment of an integrated plan
that contains all relevant IM-related functions may help to assure a coherent approach and to facilitate
efficient and timely delivery of IM capabilities. (See para 6.1.2,6.1.3,6.1.4,6.4.7,)

A number of participants indicated that internal and external communication plans are partially defined, or
plans are in place, but they do not cover the specific organisational needs such as document distribution

A-21
NATO UNCLASSIFIED



NATO UNCLASSIFIED
ANNEX A TO
NHQC3S(NIMA)0013-2018

outside normal working hours, document distribution of hand-carried hard copies, extended distribution,
request for access to specific part of the document i.e. appendix or to annex, procedures for distribution
and dispatch etc. (See para 6.4.89, 6.5.1, 6.7.2)

The monitoring of IM-related plans appears to be an issue needing to be addressed to ensure plans are
efficiently and effectively executed and delivered at the level expected to. A comprehensive IM plan
identifies the communication processes, the participants and their communities (right Staff), their
information needs and outcomes (right information), the events and conditions (right time) and the required
type(s) of communication (channels and messages; right format) which will ensure efficient and effective
communication both internally and across organisational boundaries with other NATO civil and military
bodies to achieve shared goals and objectives. (See para6.1.2,6.2.3,6.1.8, 6.6.10)

5.4.3. KPA — Measures

Result  Result . L

KPA-Measures Topic Description

2014 2018

,__ The consistent collection of quantitative and

Identification L . .
b 19 [4F23 qualitative measures for all Information Domains.

Extent to which reports (internal and external)

Metadata explicitly include the quality measures for the

1.4 |{F 2.2 |information.

Quality Extent to which information assets are measured to
{22 [{F21 assist in the assessment and improvement of quality..

Information
Assurance Extent to which Information Assurance standards are
(Defining) b 2.7 [{F 2.8 |defined.

Information
Assurance Information Assurance standards should be reviewed
(GEIE) 2.7 |{F 29 |and updated to keep pace with changes in Policy.

Information

Assurance Compliance of Information Assurance standards to
(Compliance) 1+ 3.0 [{r30 NATO Policy.

Table 6 NATO IM CMM (2018) Key Performance Area - Measures

5.4.3.1.  Main Observations for the Key Performance Indicators - Measures

The KPA-Measure looks at how the organisation understands and identifies information issues. It focuses on
the identification and collection of different aspects of the organisation’s information and is underpinned by
information assurance. Without measurement, it is impossible to sustainably manage the other aspects of
the IM Framework.

The KPA-Measure consists of six KPIs (Identification, Metadata, Quality, Information Assurance (Defining),
Information Assurance (Review), Information Assurance (Compliance)). For KPI-Information Assurance
(Compliance), 6 responders reported a score lower than Level 3 for information assurance standards
compliant with NATO policies and related directives and guidance. The feedbacks indicated that basic
information assurance processes are in place, but the Staff needs to be empowered on their responsibility
for better adherence to NATO policies on information assurance requirements. (Question 33) Although, for
KPI-Quality, 15 responders reported a score lower than Level 3 for regularly measuring the timeliness,
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criticality, accuracy, information assurance, frequency, volume, retention, disposition, format and media of
information. There are some efforts to measure IM parameters and convert qualitative processed into
quantitative measurement hence these measurements are not strongly defined or enforced. Other case is
that measurements are collected but not routinely monitored or remained more reactive if an issue is
occurred (Question 29). (See para 6.6.2, 6.6.3, 6.6.6, 6.6.7 )

5.4.3.2.  Statistics for all Key Performance Indicators - Measures

KPI-ldentification 10 responders reported a score lower than Level 3 regarding the identification of
guantitative and qualitative measure for all Information Domains, (Question 27)

KPI-Metadata 10 responders reported a score lower than Level 3 for internal and external reports quality
measurement, (Question 28)

KPI-Information Assurance (Defining) 7 responders reported a score lower than Level 3 for regularly defining
Information Assurance standards for all processes, (Question 30)

KPI-Information Assurance (Defining) 10 responders reported a score lower than Level 3 for inclusion
Information Assurance standards and attributes such as confidentiality, integrity, availability, non-
repudiation and authenticity, (Question 31)

KPI-Information Assurance (Review) 8 responders reported a score lower than Level 3 for regularly reviewing
and updating Information Assurance standards, (Question 32)

Identification

5.0
4.0

Information 30

Assurance ) Metadata

(Compliance) 270
1.0
0.0

Information Qualit
Assurance (Review) ¥

Information

Assurance (Defining)

Result 2014 Result 2018
Figure 6 NATO IM CMM (2018) Assessment of the Key Performance Area - Measures

5.4.3.3.  Detailed Observations for Key Performance Indicators - Measures

The core metadata specification (NCMS) published in 2015 hence this specification is not yet entirely
adhered to in all organisations CIS system, some entities have difficulties keeping their system or application
in line with NCMS due to lack of resource, dissenting infrastructure and customised business rules. Along
with that, a NATO wide authority is missing on governance of metadata specifically for COls and for the
Agencies to support coherent metadata management, monitoring and reporting. Metadata management
which directly effects the ‘Information Access, Information Sharing and information Needs’ and needed to
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ensure coordination, procedural and technical coherence and interoperability within NATO Bodies. (See para
6.4.4,6.5.7,6.5.10, 6.5.101)

5.4.4. KPA — Education

KPA-Education Result Topic Description
2014 & i

Extent to which information campaigns are conducted

IM Awareness
. 4} 2.6  |toimprove staff awareness of IM.

Information Extent to which Information Managers regularly
L 2.8 undertake some form of IM Training or certification.

Information Managers awareness of NATO IM

ﬁ 3.1 Governance.

Key staff training on IM Framework and related NATO
14} 2.8 |Policies.

The value of an IM Plan lies in the ability of staff to
ﬁ 2.8 execute it.

Extent to which staff are trained on the organisations

Practices &

standard operating procedures, instructions and

Procedures . . .
{} 2.8 |electronic working practices.

Table 7 NATO IM CMM (2018) Key Performance Area - Education

5.4.4.1.  Main Observations for the Key Performance Indicators - Education

The KPA-Education considers IM training and awareness across the organisation. The focus is on both staff
in the IM organisation and outside, across the organisation as a whole. Even if an organisation has the right
tools, structures and policies, information assets cannot be sustained unless staff members are aware of
guidance and are trained in the specific application of the organisations policies, procedures and practices.

The KPA-Education consists of six KPIs (IM Awareness, Information Manager Training, IM Governance, IM
Framework, IM Plans, and Practices & Procedures). For KPI-IM Governance, four responders reported a
score lower than Level 3 on ensuring all information managers are aware of NATO IM Governance, including
the NIMP, PDIM and relevant aspects of the Bi-SC IKM Directive. Most of the participants occupying IM-
related posts are briefed and aware of some aspects of the governance, but this is not sufficiently addressed
in a documented and structured way. (Question 35) Although 10 responders reported a score lower than
Level 3 for KPI- Information Manager Training (Question 34), some entities are providing opportunity to
undertake some form of IM training or certification (i.e. in-house IKM training, course in Oberammergau)
and their IM plan assured an adequate support to this activity. On the other hand, some feedbacks indicated
that training plans are driven by demand in an ad hoc way or training is projected for IM staff or IM senior
officers but not always available due to insufficient funding or it is not treated as a priority matter. It is
important to note that training is a regulatory and an advisory function necessary for key actors to improve
the IM activities. (See para 6.3.7, 6.3.7 6.3.10)

5.4.4.2.  Statistics for all Key Performance Indicators - Education

KPI-IM Awareness, 10 responders reported a score lower than Level 3 for the conduct of information
awareness campaigns for IM Directives and Guidance, (Question 36)

KPI-IM Framework, 7 responders reported a score lower than Level 3 for regular training of the key staff on
their IM Framework and related NATO Policies, (Question 37)
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KPI-IM Plan, 6 responders reported a score lower than Level 3 for regular training of its staff on its IM Plan,
(Question 38)

KPI-Practices & Procedures, 8 responders reported a score lower than Level 3 for regular training of all of its
staff on its standard operating procedures, instructions and electronic working practices. (Question 39)

IM Awareness

5.0
4.0
3.0 Inf ion M
Practices & Procedures . ormatlo.n. anager
Training
) )O/\
1.0
0.0
IM Plans IM Governance

IM Framework
Result 2014 Result 2018

Figure 7 NATO IM CMM (2018) Assessment of the Key Performance Area - Education
5.4.4.3.  Detailed Observations for Key Performance Indicators - Education

Among all KPA-Education questions the lowest score observed was for the regularly undertaking of IM
Training or certification. The results and comments indicated that not all IM/IKM managers received formal
NATO IM training and they have limited participation to IM-related activities (i.e. IKM working groups) due
to a lack of resources.

Additionally, without formalised information handover and knowledge transfer (lack of guidance on this
subject), many IMSOs have recently rotated in their post and are unaware of their IM role and
responsibilities. (See para 6.3.11, 6.3.11, 6.3.7,6.4.6, 6.3.7, 6.8.2)

Senior leaders and branch heads should enforce that their staff adhere to and apply current policies and
applicable directives. Ultimately, however, this coordination can only be achieved by continuous
consultation and liaison at all levels. NATO entities should be responsible to conduct IM Awareness
Campaigns and provide IM Guidance to ensure all their Staff are informed of NATO IM Governance, their IM
Organisation and their IM Roles & Responsibilities. (See para 6.3.8)
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5.4.5. KPA —Management

Result Result

KPA-Management
2014 2018

Topic Description

Extent to which Service Level Agreements for IM

Services
Vi 4} 3.0 1 3.3 Services are defined and monitored.
Management of IM Security is key to maintaining the
Security balance of "The need to know" with "Responsibility to

4 3.9 O 3.1 share".

Transfer of ownership of information should be done

Handover
) 2.5 1 2.8 consistently in line with approved processes.
Mieration Migration of information between systems and media
i i
& Jl 2.6 1 2.8 isrequired to ensure long term availability.

Infrastructure Extent to which IM Infrastructure is driven by
b 2.5 1 2.8 requirements for use-ability.
Metadata Consistent management of standard metadata is key
4 3.1 4k 2.9 for information management and reuse.
. Managing and controlling versioning ensures that the
Version & Control Jk 2.9 1 3.1 "Right" information is available..
Change Mgmt Planning for change and transition when
2.2 1 2.8 implementing your IM Plans.
To be prepared forincidents that prevent orimpede

Continuit
v 4 2.0 1 2.7 the continuation of normal operations,
Extent to which the organisation has mechanisms and
Publication guidance for the creation and publication of

14 3.9 9 3.2 information assets.
. L. Considers the consistent application of procedures for
Dissemination . . . . .
1 3.6 3.4 the dissemination of information.
Retention & Definition and management of Retention and
Disposition ) 2.5 1 2.6 Disposition is key to the NATO Information Lifecycle.

Table 8 NATO IM CMM (2018) Key Performance Area - Management

5.4.5.1.  Main Observations for the Key Performance Indicator - Management

The KPA-Management considers the execution of information management, specifically with respect to the
information lifecycle. The assessment focuses on the application of NATO IM and other related policies for
the handling of information from creation to disposition.

The KPA-Management consists of 12 KPIs (Services, Security, Handover, Migration, Infrastructure, Metadata,
Version & Control, Change Management, Continuity, Publication, Dissemination, and Retention &
Disposition). For KPI-Security, only 2 responders reported a score lower than Level 3 on the regular review
and update of their staff and groups’ access privileges to their information holdings (Question 41). Some of
the participants indicated that the access privileges are regularly reviewed using System Administrator, CIS
Security Officer but documentation of these processes are incomplete. Although, 10 responders reported a
score lower than Level 3 for KPI-Retention & Disposition on systematic identification of information of
permanent value to NATO, some entities have already defined process for reviewing information which may
have permanent value to NATO. Some entities have only some form of internal dispositions, records are
rarely send to NATO archive. (Question 58). (See para 6.1.5)
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5.4.5.2.  Statistics for all Key Performance Indicator - Management

KPI-Services, 5 responders reported a score lower than Level 3 for the definition and monitoring of Service
Level Agreements for IM Services, (Question 40)

KPI-Security, 6 responders reported a score lower than Level 3 for how IM Security procedures are regularly
monitored, (Question 42)

KPI-Security, 6 responders reported a score lower than Level 3 for the handling of non-compliance with IM
Security Policies, (Question 43)

KPI-Handover, 9 responders reported a score lower than Level 3 for the transfer of ownership of information
holdings to Information custodians, originators and/or replacement of owners, (Question 44)
KPI-Migration, 7 responders reported a score lower than Level 3 for the migration of information between
systems and media to ensure long term availability of information, (Question 45)

KPI-Infrastructure, 7 responders reported a score lower than Level 3 for the identification of usability of
requirements to improve IM Infrastructure, (Question 46)

KPI-Metadata, 8 responders reported a score lower than Level 3 for having the appropriate processes and
technical infrastructure in place to enable metadata management, (Question 47)

KPI-Version & Control, 7 responders reported a score lower than Level 3 for the versioning and control
mechanisms for information holdings, (Question 48)

KPI-Version & Control, 3 responders reported a score lower than Level 3 for the consistent support for the
management of legacy hardware and software versions, (Question 49)

KPI-Change Management, 8 responders reported a score lower than Level 3 for regularly planning for change
and transition when implementing IM Plan, (Question 50)

KPI-Continuity, 11 responders reported a score lower than Level 3 for disaster and recovery, including
support of regular backups of mission critical information holdings, (Question 51)

KPI-Continuity, 8 responders reported a score lower than Level 3 for locally managing critical information
from external sources that does not comply with availability requirements, (Question 52)

KPI-Publication, 5 responders reported a score lower than Level 3 for the mechanisms and guidance for the
creation and publication of information assets to a registry service, (Question 53)

KPI-Metadata, 4 responders reported a score lower than Level 3 for Registry Service regularly ensuring
metadata is completed for all formal records in accordance with IM policies, (Question 54)
KPI-Dissemination, three responders reported a score lower than Level 3 for the adherence to procedures
for the dissemination of information in accordance with a communication plan and the requirements of
information domains, (Question 55)

KPI-Retention & Disposition, 9 responders reported a score lower than Level 3 for the regular employment
of a retention & disposition schedule on all information holdings, (Question 56)

KPI-Retention & Disposition, 7 responders reported a score lower than Level 3 for the disposition of
information for transfer (NATO Archives or long-term archives) or for destruction, (Question 57)
KPI-Retention & Disposition, 8 responders reported a score lower than Level 3 for having an IM
Infrastructure support coordination and exchange of information with other NATO civil and military bodies.
(Question 60)
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Figure 8 NATO IM CMM (2018) Assessment of the Key Performance Area - Management

5.4.5.3.  Detailed Observations for Key Performance Indicator - Management

The Service Level Agreements (SLAs), Service Level Requirements (SLRs) and Service Level Targets (SLTs)
should be monitored, reviewed and endorsed by relevant authorities such as change advisory boards or
groups. Some feedbacks indicated that not all entities have regular SLAs monitoring or completely
formalized process. It is important to note that IM-related SLA/SLR/SLT have to be considered as regular
task, to be monitored and updated with respect to existing ICT capabilities or services and their compliance
to CIS Security which is vital in order to provide effective and efficient IM activities. (See para 6.1.2, 6.1.3,
6.3.114, 6.3.11 6.6.8)

Security is a broad term, which includes various services and processes. Within ‘Measurement’ KPA, IM
security procedures are examined and considering the importance of security in NATO, the score exceeded
expectations.

Compliance with IM security policies was another objective measured, but only 6 participants were able to
demonstrate their capability to detect the security non-compliance of their IM activities and some of them
relied only on technology only, excluding the people and process factors. (See para 6.6.5)

The KPI ‘Handover’ can also be interpreted as ‘Handover & Knowledge Transfer’ (HOTO) which is not covered
inthe IM CMM. Nevertheless, its importance in another area needs to be developed and improvement. The
documented handover and knowledge transfer plan should include a common template to capture
information from the departing user in order to increase effectiveness and to prevent information and
knowledge loss from staff rotation. (See para 6.3.11)

The entities have to assure that their metadata requirements are in line with the specification (NCMS) and
supported in business specific technical systems such as Document Handling System (DHS), Tasker Tracker
(TT/TT Enterprise), Open SESAME, RECCEN etc. There is also indication that many NATO civil and military
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bodies do not exercise metadata management effectively but rely on configurations embedded in technical
capabilities while processes are not coordinated with parent bodies (horizontally and vertically). (See para
6.4.4,6.4.4,6.4.5)

Most of the entities rely on their parent organisation’s functionality and existing technical capabilities for
version control. Most organisations manage software versions to a degree but cannot realistically support
hardware versioning, relying therefore on parent organisations to provide fuller and encompassing
capabilities. (See para 6.3.9, 6.5.11)

Information dissemination must be supported by an all-embracing communication plan (internal and
external) including ad-hoc information access requests, uncommon information dissemination scenarios,
document distribution outside of working hours, distribution and dispatch services, document distribution
of “hand-carried” hard copies, document registration and distribution, extended distribution and request
for access to an annex, document etc. (See 6.7.2, 6.8.1)

Another highlighted issue is the lack of tested and verified Business Continuity Plans (BCP) and Disaster
Recovery (DR). Some entities indicated that their BCP Plan is developed, requirements partially identified or
in progress but not completed with Disaster Recovery plan which makes overall planning less realistic.
Another identified case is that the BCP is in place but never tested or validated, also governance structures,
roles and responsibilities are largely missing. To cover these gaps, the entities should consider Business
Continuity Planning, NEDP 9-Project Report as a guidance and include exact definitions, principles, current
practices and possible future developments in their BCP approach. (See 6.6.9)

Overall the NATO Enterprise appears to have demonstrated an ability to provide IM Governance and to
manage NATO Records. However, this does not extend evenly across the Information Lifecycle from
creation, distribution until to final destruction (staffs, registries and NATO archivist) in organisational
boundaries. Therefore some feedbacks indicated that the retention and disposition triggered by event or
conducted as ad-hoc process are not provided on a regular basic. (See para 6.2.2, 6.2.3) Additionally a lack
of formal training and awareness is also been captured in comments across the NATO bodies for retention

and disposition process.
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5.4.6. KPA - Coherence

Result  Result . e
KPA-Coherence Topic Description
2014 2018
Information Extent to which the IM Infrastructure supports
Exchange ) 2.6 |{r 2.8 |external coordination and exchange of information.
. . Extent of compliance of organisational Directives with
Directives . . .
4} 2.1 Hr 3.1 |NATO Policies and Directives.

Coherence of IM Plans through review and

IMPlans {32 [HF3.0 employment of NATO Guidance.
Security Extent to which governance from the NATO Office of
{33 |{F 3.7 |Securityis reviewed and applied.
et Consistent application of standard metadata is key for
Sl 26 |{r28 information management and reuse.
Management and maintenance of an Information
Architecture Architecture as an extension of the NATO Information

17 M4r23 infrastructure.

Consistent coordination on the archival of information
of permanent value with relevant authorities.
423 [J23 P

Archiving

Eneamement Engagement in external IM Working Groups and/or
. ) 3.1 |{r 3.4 |Forums allows for sharing of best practice.

Table 9 NATO IM CMM (2018) Key Performance Area - Coherence

5.4.6.1. Main Observations for the Key Performance Indicator - Coherence

The KPA-Coherence looks at how the organisation maintains consistency in its application and execution of
IM. The assessment covers both external and internal coherence focused on policies, architectures and
standards as well as coherence through coordination with external bodies. Coherence is a key enabler for
interoperability which is a key to enabler for seamless flows of information between static and deployable
(operational and non-operational) Communications and Information System (CIS) elements for the conduct
of operations.

The KPA-Coherence consist of 8 KPIs (Information Exchange, Directives, IM Plans, Security, Metadata,
Architecture, Archiving, and Engagement). For KPI-Security, all responders provided response higher than
Level 3, which exceeded expectations on having regular review and application of governance from the
NATO Office of Security (Question 58). This was expected due to nature of NATO and the importance of
security. Along with that, 12 twelve responders reported a score lower than Level 3 for KPI- Archiving about
regular coordination of the archiving of information of permanent value to NATO. (Question 68)

5.4.6.2.  Statistics for all Key Performance Indicator - Coherence

KPI-Information Exchange, 7 responders reported a score lower than Level 3 for the regular support to
procedures for the destruction of information that includes reviews and authorization by IM owners,
custodians and/or originators. (Question 59)

KPI-Directives, 5 responders reported a score lower than Level 3 for the regular (re)development of IM
directives compliant with NATO policies and directives, (Question 61)

KPI-IM Plan, 6 responders reported a score lower than Level 3 for the regular review and employment of
NATO guidance when developing IM plans, (Question 62)
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KPI-Metadata, 9 responders reported a score lower than Level 3 for metadata structures compliant with
NATO policies and directives, (Question 64)

KPI-Metadata, 9 responders reported a score lower than Level 3 for the management of practices coherent
across the organisation and compliant with NATO related-IM policies, (Question 65)

KPI-Architecture, 9 responders reported a score lower than Level 3 for the review and maintenance of
information architecture with respect to the systems, services and infrastructure in accordance with the
Networking Information Infrastructure, (Question 66)

KPI-Architecture, 9 responders reported a score lower than Level 3 for the compliance of information
architecture with the NATO Architecture Framework (NAF) and Interoperability Standards and Profiles
(NISP), (Question 67)

KPI-Engagement, 3 responders reported a score lower than Level 3 for information managers or other staff
actively engage in external IM working groups and/or forums, (Question 69)

Information Exchange
5.0

Engagement 4.9 Directives
3.0
2.0
1.0

Archiving 0.0 7 IM Plans

Architecture Security

Metadata

Result 2014 Result 2018

Figure 9 NATO IM CMM (2018) Assessment of the Key Performance Area - Coherence

5.4.6.3. Detailed Observations for Key Performance Indicator - Coherence

The IM Framework consists of guidance, standards, policies, SOPs, etc. published to support adherence and
implementation of IM-related activities, effectively complementing the top-level policies and directives. The
individual bodies should develop their specific IM-related plans and coordinate with other NATO bodies. For
instance, information sharing and exchange relies heavy on metadata, the NATO Core Metadata
Specification (NCMS) approved in 2015 is mandatory to apply for all NATO civil and military bodies, but there
are still a number of entities, which are not compliant with the NCMS, and they are only partially managing
information ‘as Cooperate Resource’ or it is not seen as an Enterprise activity. This situation results in
information sharing activities are uncoordinated or often non-interoperable due to different
implementations. The situation gets worse when the uncoordinated information management is expanded
into operational context or to COls.
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With respect to improving NATO's ability to exchange information with Non-NATO Entities (NNEs), the

authorities should lead efforts to establish standing mechanisms for information exchange among NATO,
bodies, partners and other NNEs etc. Such efforts should seek political approval for permanently
establishing information exchange agreements and must be supported with adequate technical
infrastructure coherent with NATO Networking and Information Infrastructure (NII). It is also essential to
have and maintain a shared situational awareness to the maximum extent possible, which implies sharing
and discussing the different views on the situation.

NATO security marking specification is defined in NATO Security Policy, this does not specify technical
implementation guidelines, nor the tools controlling the flow of information, based on the security marking.
Previously, the technical implementation of NATO security marking was not seen as an Enterprise activity
leaving it to each NATO entity to implement solutions in an uncoordinated, often non-interoperable way
using different applications, even interpretations of the same NATO document. This resulted ineffective and
inefficient information sharing and information access, and it also increased possible risks to information
security. Indeed information exchange must be coordinated and synchronized with those partners who play
a powerful catalyst to establishment of an effective coordination. (See para 6.5.8)

The lower maturity score for Archiving highlights a need to raise the importance of Retention & Disposition:
near-term and long-term archiving and transfer of information to the NATO Archivist. (See para 6.1.5)

5.4.7. KPA —QOrganisation

Result Result

KPA-Organisation 2014 2018

Topic Description

Senior Official The role of IM Senior Official is a key component of
{F 3.9 |HF3.1 |[the NATO IMPolicy and improvement of IM.
Executive Information Management issued with the appropriate
Sponsorship {F 25 |} 2.4 |executive or board support.
Information Mission critical Information Domains benefit from the
WEREEELS 24 Hr26 support of dedicated Information Managers.
Information Regularly engagement in internal IM Working Groups
Manager and/or Forums supports execution and improves
S - 3.1 [{r3.2 understanding.
Extent to which roles are used to support ownership of
Roles information holdings are clearly defined and
{26 [HF25 employed.
T Extent to which staff have authority to undertake their
L 24 Hr25 IM roles and responsibilities.

IM Services Are ?II the k(.ey organisational elements providing IM
{F 3.6 [HF 3.2 [servicesavailable.

Table 10 NATO IM CMM (2018) Key Performance Area - Organisation
5.4.7.1.  Main Observations for the Key Performance Indicator - Organisation

KPA-Organisation focuses on the roles, responsibilities and structures required by the NIMP and the PDIM.
The assessment considers the establishment of the required structures and services, identification of
defined roles and responsibilities (with associated authority) and the exercising of that structure through
active sponsorship and leadership.

A-32
NATO UNCLASSIFIED



NATO UNCLASSIFIED
ANNEX A TO
NHQC3S(NIMA)0013-2018

The KPA-Organisation consist of 7 KPIs (Senior Official, Executive Sponsorship, Information Managers,
Information Manager Engagements, Roles, Authority and IM Services). For KPI-IM Services, only 1 responder
reported a score lower than Level 3 about the Security Services provided in its organisation. Most of the
feedbacks indicated that security processes and procedures are embedded in business and personnel are
regularly updated; some entities even reported running security and emergency exercises in advance
(Question 77). For KPI-Executive Sponsorship, 10 responders reported a score lower than Level 3 regarding
the adequate provisioning of resourcing, funding and sponsorship for improving IM capabilities within the
organisation. Some of the participants provided feedbacks that they need resources to improve IM capability
hence most of the participants identified as these services running under-resourcing, including lack of
manpower and funds even for IM training (Question 71). (See para 6.3.3, 6.3.4, 6.3.6)

5.4.7.2.  Statistics for all Key Performance Indicator - Organisation

KPI-Senior Official, 5 responders reported a score lower than Level 3 for appointing an IM senior official,
(Question 70)

KPI-Information Managers, 8 responders reported a score lower than Level 3 for appointing information
managers for all mission critical information domains, (Question 72)

KPI-Information Managers, 9 responders reported a score lower than Level 3 for the regular review of the
specific roles of Information Managers for all mission critical information domains, (Question 73)
KPI-Information Manager Engagements, 5 responders reported a score lower than Level 3 for having
information managers regularly engaged in internal IM working groups or forums, (Question 74)

KPI-Roles, 10 responders reported a score lower than Level 3 for consistent employment of role definitions
to support ownership of information holdings, including owner, custodian and originator, (Question 75)
KPI-Authority, 10 responders reported a score lower than Level 3 for having information owners and
custodians empowered with authority and allocated resources to adequately manage their information
assets, consistent with IM policies, (Question 76)

KPI-IM Services, 7 responders reported a score lower than Level 3 for having library services provided in the
organisation, (Question 78)

KPI-IM Services, 8 responders reported a score lower than Level 3 for having archive services provided in the
organisation, (Question 79)

KPI-IM Services, 4 responders reported a score lower than Level 3 for having registry services provided in
the organisation, (Question 80)

KPI-IM Services, 7 responders reported a score lower than Level 3 for having training services provided in
the organisation, (Question 81)

KPI-IM Services, 3 responders reported a score lower than Level 3 for having CIS services provided in the
organisation, (Question 82)
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Figure 10 NATO IM CMM (2018) Assessment of the Key Performance Area - Organisation

5.4.7.3.  Detailed Observations for Key Performance Indicator - Organisation

NATO civil and military bodies are directed to have an IM Senior Official (IMSO) assigned by PDIM, but it
appears that not all organisations have actually appointed an IMSO or not all assigned IMSOs have sufficient
engagement in IM-related topics. The degree of understanding of IMSOs and their level of engagement with
their respective business may affect the level of executive sponsorship, authority and even resourcing which
is necessary to sustain or improve IM and business capabilities. (See para 6.3.4, 6.3.13, 6.3.18, 6.4.3)

The KPA-Organisation is strongly linked to leadership. Overall low maturity could be due to staff unfamiliarity
with IM and their roles and responsibilities to support IM activities such as awareness campaigns, and may
be due to lack of staff training. (See para 6.4.3) On the positive side, the comments indicated that basic IM-
related activities are well coordinated (i.e. NIMA, IKM WG etc.). However, not all IM-related activities are
explicitly stated or identified and it therefore requires the attention of information managers.

5.4.8. KPA — Processes

Result Result . L.
KPA-Processes Topic Description
2014 2018

Compliance Considers if standard procedures are in place to
P 22 Hr23 address non-compliance to IM Policies.
Extent to which IM Security procedures and policies

security & 3.2 ﬁ‘ 3.3 are regularly reviewed.
Extent to which mission critical information
Information Need requirements and processes are identified and
23 {24 |documented.
Review Extent to which the organisation reviews its mission
(Requirements) gigP X ERLLP¥) critical information requirements and processes.

Review

Review of the quality of used information feeds and

(Information . . .
reports is key for continual improvement.

Quality) 21 (127

Review (Tools) Review of the organisations IM Tools and Technologies
25 P31 is key to continual improvement.

Table 11 NATO IM CMM (2018) Key Performance Area - Processes
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5.4.8.1.  Main Observations for the Key Performance Indicator - Processes

KPA-Processes considers whether the organisation has a ‘Process’ focus and understanding when handling
information. The overall approach to capture, document and review processes are considered in conjunction
with example key processes. Even with the right tools, measurements approaches and policies, information
assets cannot be sustained unless processes are explicitly defined and consistently implemented. Poor
processes result in inconsistent data and a lack of trust by stakeholders in the products and services
delivered. Good processes result in greater business efficiencies and effectiveness to deliver timely and
quality products and services to internal and external stakeholders (customers and consumers).

The KPA-Process consist of 6 KPIs (Compliance, Security, Information Need, Review (Requirements), Review
(Information Quality) and Review (Tools)). For KPI-Review (Tools), only 3 responders reported a score lower
than Level 3 on tools and information (management) systems being reviewed for improvement. (Question
88) Some feedbacks indicated that reviewing activities is mostly done and implemented according to
strategy developed with the parent body, rather than tied to local user requirements. For KPI-Review
(Requirements), 13 responders reported a score lower than Level 3 on reviewing mission critical information
requirements and processes. Feedbacks indicated that the review is conducted in response to specific events
or ad-hoc and it is partially documented. (Question 86) (See para 6.2.1, 6.3.17)

5.4.8.2.  Statistics for all Key Performance Indicators - Processes

KPI-Compliance, 12 responders reported a score lower than Level 3 for having procedures to address non-
compliance to its IM Policies, (Question 83)

KPI-Security, 4 responders reported a score lower than Level 3 for having regular review of IM Security
procedures and policies, (Question 84)

KPI-Information Need, 10 responders reported a score lower than Level 3 for regular identification and
documentation of mission critical information requirements and processes, (Question 85)

KPI-Review (Information Quality), 9 responders reported a score lower than Level 3 for regular review of the
quality of information feeds and reports in order to improve information needs, (Question 87)

Compliance
5.0
4.0
) 3.0 .
Review (Tools) Security
1.0
0.0

Review (Information \/

Quality) Information Need

Review (Requirements)
e Result 2014 Result 2018

Figure 11 NATO IM CMM (2018) Assessment of the Key Performance Area - Processes
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5.4.8.3.  Detailed Observations for Key Performance Indicator - Processes

As expected the KPI-Security was assessed at higher than Level 3. Most responders documented processes
(l.e. AD70-1, IMSSOP-2 etc.), regularly reviewed by skilled persons to support security compliance.
Nevertheless, not all participants scored above Level 3, some entities indicated that the reviewing processes
and requirements are not always defined or captured and monitored. In some cases staff is relaying only on
the technology as enablers to filter and detect security non-compliance of IM activities. Keeping this in mind,
technology is an important factor to keep information secured but it must be supported by the Process and
People. (See para 6.5.3, 6.5.3)

5.4.9. KPA —Technology

Result  Result
KPA-Technology esu esu Topic Description

2014 2018
Discovery Tools provision to allow Users to search, access and
129 |HEF2o9 utilise information in information systems.
Extent to which common publication channels are
Dashboards utilised to distribute data analysis and metrics

420 Hr22 throughout the organisation
Extent to which data analysis technologies are

Analysis
L 420 Hr22 appropriately deployed
Revie Review of the organisations IM Tools and Technologies
view
JL 24 |{r28 is key to continual improvement.

The correct tools are required to effectively support

Management the documentation, management and improvement of
- @ 2.2 ﬁ 2.7 processes.

Process

Document &

Tools provision for managing documents and content

Content .
across the organisation.

Management Q 3.6 @ 3.3

Data Management Tools provision for managing data across the
ﬁ 3.5 @ 3.3 organisation.
Information
Exchange across
Networks G- 2.9

Extent to which information exchange across separate
@ 2.9 networks and domains is effectively supported.

Extent to which technologies support the fusion of

Information Fusion
19 Mr21 information from disparate sources.
S Long term exploitation of information requires
= 1 3.7 HF3.2 adequate storage capabilities and technologies.

Table 12 NATO IM CMM (2018) Key Performance Area - Technology
5.49.1. Main Observations for the Key Performance Indicators - Technology

KPA-Technology considers the tools and services provided to staff to enable the effective execution of their
Information Management duties. While technology on its own is not sufficient to address all information
management challenges, a lack of technological support makes it impracticable to establish good practices
or to affect IM in the current modern office environment.

KPA-Technology consist of 12 KPIs (Discovery, Dashboards, Analysis, Review, Process Management,
Document & Content Management, Data Management, Information Exchange across Networks,
Information Fusion, and Storage). For KPI-Document & Content Management, only 2 responders reported a
score lower than Level 3 on the availability of data analysis tools and common data repositories. Feedbacks
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indicated that reviews are mostly conducted and implemented in accordance with the strategy developed
by the parent body and as a result, partially tied to user requirements in the bottom level (Question 96). For
the KPI-Analysis, 14 responders reported a score lower than Level 3 on having data analysis tools on common
data repositories consistently availability in the toolsets employed by the organisation’s users (Question 92).

5.4.9.2.  Statistics for all Key Performance Indicators - Technology

KPI-Discovery, 7 responders reported a score lower than Level 3 for having tools consistently provided to
allow users to search, access and utilise information in systems, (Question 89)

KPI-Dashboards, 10 responders reported a score lower than Level 3 for having dashboards or other common
publication channels regularly utilised to distribute data analysis and metrics throughout the organisation,
(Question 90)

KPI-Dashboards, 13 responders reported a score lower than Level 3 on consistently suppling information
managers with common dashboards or reports to review data quality, service status levels or other data
issues, (Question 91)

KPI-Review, 5 responders reported a score lower than Level 3 for having regular review of IM tools against
documented mission critical requirements, (Question 93)

KPI-Process Management, 9 responders reported a score lower than Level 3 for the regular employment of
process management tools, (Question 95)

KPI-Data Management, 3 responders reported a score lower than Level 3 on consistently providing tools for
managing data across all divisions, (Question 97)

KPI-Information Exchange across Networks, 7 responders reported a score lower than Level 3 for the support
of information exchange across separate networks and domains, (Question 98)

KPI-Information Fusion, 7 responders reported a score lower than Level 3 for fusing information from
separate sources into relevant views for specific information domains, (Question 99)

KPI-Storage, 5 responders reported a score lower than Level 3 for the support of information exchange
across separate networks and domains, (Question 100)

Discovery
5.0

Storage 4.0 Dashboards

i 2.0

Information Fusion Analysis
1.0
0.0

Information Exchange across

Review
Networks

Data Management Process Management

Document & Content
e Result 2014 Result 2018 Management

Figure 12 NATO IM CMM (2018) Assessment of the Key Performance Area - Technology
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5.4.9.3. Detailed Observations for Key Performance Indicators - Technology

Most of the KPIs associated Technology KPA is relaying to interoperability and accessibility therefore within
the current effort in NATO, the Document & Content Management tools do not always allow users to search
an information across the Enterprise. This situation can be either due to differing functional capabilities or
having to enforce security constraints on the systems rather than on the data itself. Transforming current
data management approach to a Data Centric Security paradigm may help to mitigate this issue and may
contribute to information accessibility. (See para 6.3.15, 6.4.4, 6.5.5, 6.5.11) Additionally, to solve this issue
the FMN community offered a solution in Spiral 4 to increase the capabilities to support the distributed
search among different information storage, platforms across heterogeneous systems which are under
independent management and control.

Note: Some of the KPIs i.e. the Document & Content Management showed negative progress compared to
the IM CMM 2014 result, it may be result of being overly optimistic in the IM CMM 2014.

The maturity of the KPA-Information Fusing is increased since the last assessment, in particular by those
bodies using a combination of tools and manual processes to aggregate information from different
heterogeneous sources and domains. For instance BGX utilises technologies capable of displaying data from
separate domains into a single product i.e. integrating data from different sources via ‘Geo Viewer’, where
the data or information is collected from various sources i.e. 0S3, AOSS, NIFC, SEW. (See 6.8.3)

The current situation of having multiple, isolated classified networks in Enterprise is a significant barrier to
efficient and effective information sharing. The IT Modernization (ITM) programme will deliver a modernized
and central infrastructure providing two enterprise-wide networks (the Operational Network (ON) and the
Protected Business Network (PBN)), which will make possible a level of information sharing and
collaboration, which is impossible with today’s infrastructure.

5.5. NATO IM CMM (2018) Assessment’s Leaders in M

The top three highest-ranking organisations of the NATO IM CMM 2018 assessment are IMS, NAPMA and
BGX; see figure below. The report highlights these organisations as a source of best practices to be consulted
for all NATO civil and military bodies.

w

N

NHQ IMS NAPMA BICES

Figure 13 Assessment’s Leaders in IM CMM 2018
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These entities should share their lessons learned, positive and negative experiences with other stakeholders
and transform their examples from different business to across the NATO Enterprise.

6. Recommendations for the IM Community

The following list of recommendations, collected from the analysis of the IM CMM 2018 assessment, are
proposed to inform update of the NATO IM Strategic Plan and its associated roadmap. The
recommendations are organised along the IM principles.

6.1. Information is a Corporate Resource

6.1.1. Framework - Review all IM-related frameworks (i.e. IMS IM Plan, IMSSOP-6, IMSSOP-2, ACO 025-
001, BI-SC 025-001, BIMP 2.0) being used, to support coherent cross-intra-organisational HQ
implementation and alignment to NATO governance. Ensure the IM framework documents are identified,
revised and updated to incorporate changes.
6.1.2.  IM Plan - Within the IM plan develop coherent and robust management plan to support the
definition of coordinated Change Management Plans, supporting business transformation and business
continuity and disaster recovery (affecting people, processes, information and deployed technologies).
6.1.3.  IMPlans - Ensure that IM plans include basic IM governance elements such as:

e |M Structures and Responsibilities

* IM Standards

e Information Life-Cycle

e Retention and Disposition

e Contingency Planning
6.1.4. Handover - Develop information handover and knowledge transfer strategies and guidance to
prevent loss of information and knowledge from staff rotation and the lack of managed processes. Ensure
that information is transferred and knowledge is captured (experiences and lessons learnt(s)) to better equip
the staff and to minimise effort duplication.
6.1.5. Retention & Disposition - Coordinate and advertise specific information retention and disposition
requirements and any automatic, semi-automatic or manual processes needed to support the identification
and qualification of information for retention and disposition.
6.1.6. Policy - Review specific IM-related policies to update existing, or create missing, governance i.e.
develop ontology management and improve taxonomy management specification, and subsequently
support coherent governance enforcement and use of guidance materials throughout NATO Bodies. Ensure
the (locally) used standard sets of dictionaries and NATO agreed terminology are coherent within other
NATO Bodies to support interoperability.
6.1.7. Guidance & Directive - Develop and maintain documented IM guidance and directives to ensure
efficient and effective use and exploitation of information, processes and supporting technical capabilities
including lessons learned.
6.1.8.  Security - Review plans and processes supporting information quality and information assurance of
products and services for both incoming and outgoing.
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6.2. Information Ownership and Custodianship

6.2.1. Practices Procedures - (Process Management) Develop, coherent specific business process
management plan, monitor processes to support efficient and effective business critical activities and
operations.

6.2.2. Retention & Disposition - Review NATO information destruction procedures, ensuring authors i.e.
action officers, originators, custodians and owners are included in the process of information qualification
for retention and disposition and particularly destruction as stated at Policy on the Public Disclosure of NATO
Information.

6.2.3.  IM Services - Review IM processes that support business information and operational records by
ensuring that the management of this information throughout its lifecycle can be traced back to either an
individual or delegated to an office.

6.3. Leadership and Organisational Structure

6.3.1. Standards (implementation) - Review IM-related NATO standards and guidance, and any specific
extant IM-related plans supporting coherent and coordinated plans development, managed execution and
monitoring of performance and activities throughout NATO.

6.3.2.  Coherency - Review the components of the IM-related frameworks being used to support coherent
cross-intra-organisational implementation and alignment to NATO governance.

6.3.3.  IM Governance - Manage, review and update IM Governance (NATO and tailored) periodically or as
events arise to ensure its authority, currency and validity.

6.3.4. IM Governance - Review governance used to empower IM actor and to support owner and
originator roles and responsibilities and obtain financial support to consolidate IKM related tasks.

6.3.5. Execution - Develop IM-related plans and processes, ensuring change management issues are
addressed, consolidated and coordinated in overall IM planning to mitigate the risks and impact of change
before and during execution (i.e. ITILv3 Change Management).

6.3.6. Executive Sponsorship - Enhance the implemented IM regime including resourcing (funding,
manpower) for comprehensive systematic monitoring.

6.3.7. Information Manager Training - Review all leadership and IKM manager positions and ensure that
key staff have completed organisation specific IM training that includes business operations and technical
applications. Ensure the designated IKM officer and manager are adequately trained on their roles and
available to undertake the IKM Manager training course.

6.3.8.  Engagements - Improve the local organisation, the hierarchy engagement and the resources
allocated for IM linked activities.

6.3.9.  Version & Control - Formalised, update the IM Compendium to add new IM Governance materials
developed since the latest version.

6.3.10. Information Manager Training - Encourage mobile learning tools to supplement staff training in a
digital environment. Support the training transformation from classroom to more interactive methods.
Ensure the staff have access to the training course materials.

6.3.11. Roles - Ensure that all key staff are familiar with IM-related plans and understand their specific roles
and responsibilities. Consider also the identification and publication of all other staff roles and
responsibilities contributing to the desired net effects of IM-related plans that are being or to be executed.
Ensure IM procedures are properly documented and policies are managed, monitored, enforced to
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implement (via people, process, and technology paradigm) and include those procedures in newcomer
training and registry services.

6.3.12. Practices Procedures - Review IM-related SOPs and SOls s for coherence, consolidation and delivery
to all relevant staffs.

6.3.13. Information Manager Engagements - Review NATO Committees, Working Groups (i.e. IKM working
group, NIMEX, NIMAG meeting, BISC working group) and public or industry fora for SME participation,
coordination and liaison between key staffs and external partners and customers. Ensure IM managers are
assigned membership and committed and authorised to support these fora.

6.3.14. Review - Identify and review information domains and the IM manager role supporting mission
critical activities or communities and define concrete role assignments for alignment and gap analysis.
6.3.15. Authority - Develop, manage, implement and sustain standards, and business specific measures and
metrics (and metadata) to support the management, monitoring and assurance of business information and
quality processes by information managers and decision makers.

6.3.16. Guidance - Develop, manage, execute and monitor business processes and standard operating
procedures and instructions and EWPs to support efficiency and increased effectiveness.

6.3.17. Review (requirements) - Develop, capture and manage IM strategic, operational and tactical end-
user’s requirements and monitor their implementation in technical capabilities.

6.3.18. Analysis - Identify issues and gaps and procure sufficient IM investment and resourcing of skilled
staff for current and future IM and business planning.

6.4. Information Sharing

6.4.1.  Archiving - Review registry procedures that support the retention and disposition of operational
records and the preservation of information of permanent value in accordance with NATO Retention &
Disposition governance, and related archiving schedules and retention & disposition criteria.
6.4.2. Information exchange - Review processes to identify those business process and CIS gaps that effect
efficient information exchange across separate networks and security domains and heterogeneous IM
processes.
6.4.3.  Analysis - Map the entire information exchange environment, which is constituted of policies,
guidance or handbooks focusing on information flow among NATO, NNE, NATO-led operations, intelligence
sharing with International Organisations (I0s), Governmental organisations (GO), Host Nations (HN), Non-
NATO multinational Forces, Contractors.
6.4.4.  IM Awareness - Review NIMA IM Awareness Campaign material, NATO IM Governance (i.e. NIMM
(Ref. 1), and any specific governance, ensuring those relevant elements are effectively communicated to
staff.
6.4.5. Information Exchange across networks - (Information Assurance (Compliance)) Review NATO
standards and guidance, i.e. NCMS, STANAG 5636 (Study Draft), to support the development of metadata-
related directives and their enforcement within NATO bodies, specific Communities of Interest (COls) and
partners. In line with NCMS, (Ref. J, Ref. K) define and review the COI related metadata specification,
approval mechanism and coordinate this activity with IKM managers and Security Offices.
6.4.6. Quality - identify and improve the provision and the use of qualitative and quantitative measures
and metrics.
6.4.7.  Handover - Develop, manage, execute and monitor plans and processes supporting information
handover-takeover, knowledge capture and transfer between staff, staff elements and COls to ensure the
retention and sharing of corporate knowledge.
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6.4.8. Standards (implementation) - Ensure the governance concerning file naming, enterprise naming
conventions, addressing, marking, message formatting, style guides and template structures are in place
and coherent. Ensure that key staff members know to implement these policies and directives.

6.4.9. Information need - Improve information domains and needs (People, Processes and Technology),
use of communication plans and implementation of Identity and Access Management capabilities, ensuring
that the right staff receives the right information at the right time and in the right format.

6.4.10. Role - Information Ownership and Custodianship through the specification and assignment of roles
& responsibilities, supported by processes and procedures and technical capabilities to ensure efficient and
effective handling (human and technical) throughout the Information Lifecycle.

6.5. Information Standardisation

6.5.1. Standards - Review current NATO standards and guidance (i.e. Ref. G, Ref. H, Ref. L, and Ref. M) and
what is currently used to support coherence and alignment to NATO governance.

6.5.2.  Information Need - Improve IM services for Fit-for-Purpose and Fit-for-Use qualification and for
improvement.

6.5.3.  Information Manager Training - Review IKM training materials (IM Senior Official Briefing, IKM
Manager Course and NHQ IM Practitioner (as guidance), and IKM staff training requirements to support the
identification and subscription of staff to these courses including self-service training opportunities.

6.5.4. Review (tools) - Apply periodic review as standard, incorporated into the plans themselves,
supported by project processes and semi-automatic monitoring and reporting capabilities.

6.5.5.  Publication - Review specific metadata structures and taxonomies in line with Ref. K and Ref. M
respectively.

6.5.6. Discovery - Develop, manage, implement and monitor integrated and federated search,
communication, collaboration (including processes) and exploitation of information and data to meet IM
and business needs.

6.5.7.  Compliance - Develop, manage, execute and monitor plans and processes supporting metadata
management to support coherent technical and non-technical interoperability, information discovery and
coordinated and coherent administration.

6.5.8.  Information Standardisation - Review the coherence of guidance to support the daily application of
governance to information sharing and standardisation ensure the file naming, enterprise naming
conventions, addressing, marking, message formatting, style-guides and templates are coherent with policy
and guidance.

6.5.9. IM Governance, compliance - Manage, monitor and enforce IM Governance compliance (NATO and
tailored) to support efficient and effective coordination, procedural and technical coherence and
interoperability. Develop coherent IM governance processes i.e. report on compliance and use of IM
metadata governance.

6.5.10. Standards (implementation) - Ensure agreed, approved templates are used to create NATO records
and support the provision of quality measures either in-line (readable) or as metadata (embedded or
attached).

6.5.11. Policies (execution) - Define and formalise versioning and control mechanism for tools and software
and associate these procedures with updated metadata products. Engage and coordinate the built-in
controls within of DHS and TTE’s SharePoint architecture. Automate the versioning in the area where it is
managed manually.
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6.5.12. Standards - Manage the implementation of IM Standards into business solutions coherent with
NATO, Industry and Metadata Standards (Ref. K) to meet critical business and mission requirements.

6.6. Information Assurance

6.6.1. Infrastructure - Define and review processes that support efficient and effective metadata
management across heterogeneous systems (i.e. NCMS versus TTE, FASs, INTEL FS, Open SESAME, RECCEN
etc.) and extend metadata requirements to include COI needs (if required), i.e. specific Operational Mission
Space (OMS) or Temporary Coalition Spaces (TCS).

6.6.2.  Reviews (information quality) - Review IM processes supporting the provision and completeness of
metadata for information being published to registry and ensure that the registry services controlling,
descriptive, structural and administrative metadata.

6.6.3. Information Assurance (Review) - Ensure mechanisms and systems are regularly checked (not
triggered by event) and are in place to pro-actively prevent breaches.

6.6.4. Engagement - Ensure IM procedures are properly documented and policies are disseminated to all
staff for compliance as applied by parent body and exercise related activities.

6.6.5.  Compliance - Review defined processes and tools used to manage and monitor IM procedures and
of incidents of non-compliance to IM Policies.

6.6.6.  Policy (Monitoring) - Ensure key staff is proactive in monitoring policy adherence, rather than
reactive to lack of compliance with policy.

6.6.7. Information Assurance (Defining) - Ensure information management procedures, processed and
incidents recordings are defined for i.e. loss or compromise of classified information, breaches of
regulations, reporting describe non-compliance and/or breaches etc.

6.6.8.  Review - Review specific procedures and measures and implement technical capabilities to support
wider enforcement and monitoring of policies and SOPs, IMSOPs and other regulatory IM-related document.
Ensure that monitoring and reporting capability is coordinated with IKM managers and NOS or security
branch.

6.6.9. Continuity - Review and ensure business processes, information and systems to develop BCPs,
ensuring their efficacy by periodically testing them (on given scenarios) and check the resilience to support
the availability of IM services and accessibility to business and critical business information.

6.6.10. Domains - Ensure that specific Identity and Access Management (IdAM) related definitions are well-
defined and coherent across NATO environments, including people, process, technology roles, and COls,
Groups, specific SME requirements.

6.7. Information Needs

6.7.1. Document Content Management - Improve documented processes that support reuse of material,
SharePoint Content Migration, archiving, restoration of information, Retention & Disposition.

6.7.2.  Internal & External Communication Plan - Establish formal communication plan including the specific
communication needs particularly to support the exchange information across organisational domains.
Additionally, ensure that the communication plan cover exceptional dissemination needs, for example
document distribution outside normal working hours, document distribution of hand-carried hard copies,
extended distribution, request for access to specific part of the document.
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6.8. Information Access

6.8.1. Information Dissemination - Review registry procedures and communication plans, to better
support and control the timely dissemination (automatic and semi-automatic) of information to those
external or internal stakeholders that need it.

6.8.2.  Information Role - Review SOPs, for business and mission critical roles and supporting technical
systems to capture requirements.

6.8.3. Information Fusing - Review the information stemming from external sources and heterogeneous
networks and security domains, ensuring information management principles and information assurance
procedures in place to support information flow.

6.8.4. Dashboard - Develop the use of dashboards and portals to disseminate and aggregate audience
targeted business critical information from available technical systems.

7. Conclusion

The approach taken (SCAMPI-C) and the participants’ uneven level of IM knowledge injected an element of
subjectivity in the results presented. Subjectivity was also present in the IM CMM 2014. That said, given
the nature of IM, subjectivity is almost inevitable and the results are still a valid management tool providing
a reasonable indication of the level of IM maturity.

This assessment should be used to take the necessary remedial actions to address reported IM issues and
weaknesses. For the 18 NATO civil and military bodies that participated, their specific assessments are a
particularly pertinent instrument enabling them to take concrete actions to improve their level of maturity.
Indeed, organisations have indicated their intent to redress identified IM issues and gaps, which have already
directly affected the NATO-wide assessment result and their compliance to the NATO’s IM Principles, the
nine KPAs, the 58 KPIs and the measures against the People, Process and Technology paradigm. This measure
has shown the strengths and weaknesses of the NATO-wide IM and provide input to IM managers and
decision makers to affect immediate and future IM planning.

At the NATO Enterprise level, there is a slight improvement from 2014 to 2018. The comparison is not
perfect as the set of NATO civil and military bodies in 2018 is different than the one measured in 2014. Given
all that, the results are positive and heading the in the right direction.

Abbreviations

ACO Allied Command Operations (NATO Bi-SC)

ACT Allied Command Transformation (NATO Bi-SC)

AIRCOM Air Command (ACO)

BCP/DR Business Continuity Plan/Disaster Recovery

Bi-SC Bi-Strategic Command (ACO and ACT)

BICES Battlefield Information Collection and Exploitation Systems (BICES)

CMM Capability Maturity Model

cCMMI™ Capability Maturity Model Integration (Carnegie Mellon-SEl)

COl Community of Interest

CP Capability Package

FAS Functional Area Service

HQ SACT Headquarters, Supreme Allied Commander Transformation (ACT)
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IA Information Assurance
IKM Information & Knowledge Management
IM Information Management
IMSO IM Senior Official (IM Role)
IT™M Information Technology Modernisation (NATO Project)
JALLC Joint Analysis and Lessons Learned Centre (ACT)
JFC NP Joint Force Command Naples (ACO)
JFTC Joint Force Training Centre (ACT)
JwC Joint Warfare Centre (ACT)
KFOR Kosovo Force (NATO Mission)
KPA Key Performance Area
KPI Key Performance Indicator
LANDCOM Land Command (ACO)
NAC North Atlantic Council
NAMA NATO AIRLIFT MANAGEMENT AGENCY (NSPA)
NAPMA NATO AEW&C Programme Management Agency
NSPA NATO Support and Procurement Agency
NC3B NATO C3 Board
NCI Agency NATO Communication & Information Agency
NCMS NATO Core Metadata Specification
NDC NATO Defence College
NHQ IMS NATO Headquarters, International Military Staff
NIMA NATO Information Management Authority
NIMAG NATO Information Management Advisory Group (NIMA)
NIMEX NATO Information Management Executive body (NIMA)
NIMP NATO Information Management Policy
NSA NATO Standardization Agency
NSPA NATO Support Agency
PDIM Primary Directive on Information Management
SCAMPI™ Standard CMMI™ Appraisal Method for Process Improvement (Carnegie Mellon-SEl)
SEI Software Engineering Institute
SHAPE Supreme Headquarters Allied Powers Europe (ACO)
TTE Tasker Tracker Enterprise (SharePoint based industrialised Task Management System)
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