
Heptingv.AT&TFromWikipedia,thefreeencyclopediaHeptingv.AT&TisaUnitedStatesclassactionlawsuitfiledinJanuary2006bytheElectronicFrontierFoundation(EFF)againstthetelecommunicationscompanyAT&T,inwhichtheEFFallegesthatAT&TpermittedandassistedtheNationalSecurityAgency(NSA)inunlawfullymonitoringthecommunicationsoftheUnitedStates,includingAT&Tcustomers,businessesandthirdpartieswhosecommunicationswereroutedthroughAT&T'snetwork,aswellasVoiceoverIPtelephonecallsroutedviatheInternet.Thecaseisseparatefrom,butrelatedto,theNSAwarrantlesssurveillancecontroversy,inwhichthefederalgovernmentagencybypassedthecourtstomonitorU.S.phonecallswithoutwarrants.Heptingv.AT&Tdoesnotincludethefederalgovernmentasaparty.InJuly2006,theUnitedStatesDistrictCourtfortheNorthernDistrictofCalifornia–inwhichthesuitwasfiled–rejectedafederalgovernmentmotiontodismissthecase.Themotiontodismiss,whichinvokedtheStateSecretsPrivilege,hadarguedthatanycourtreviewoftheallegedpartnershipbetweenthefederalgovernmentandAT&Twouldharmnationalsecurity.ThecasewasimmediatelyappealedtotheNinthCircuit.ItwasdismissedonJune3,2009,citingretroactivelegislationintheForeignIntelligenceSurveillanceAct.[1][2]Contents1Backgroundandallegation2Litigation3Currentstatus4Relatedissues5Seealso6References7ExternallinksBackgroundandallegationItisallegedinthelawsuitthatin2002x2003,AT&TpermittedandassistedtheNSAtoinstallaNarusInsightsysteminitsSanFranciscoswitchingcenter,whichwascapableofmonitoringbillionsofbitsofInternettrafficasecond,includingtheplaybackoftelephonecallsroutedontheInternet,andthusineffectspyingupontheentiretyofthecommunicationofmanyorallAmericancitizensandbusinesseswhousetheInternet.AformerAT&Tengineer,MarkKlein,attestedthatasupercomputerbuiltbyNaruswasinstalledforthepurpose,andthatsimilarsystemswerealsoinstalledinatleastSeattle,SanJose,LosAngelesandSanDiego.WiredNewsstates(http://www.wired.com/news/technology/0,70619x0.html)Kleinsaidhecameforward"becausehedoesnotbelievethattheBushadministrationisbeingtruthfulabouttheextentofitsextrajudicialmonitoringofAmericans'communications":"Despitewhatwearehearing,andconsideringthepublictrackrecordofthisadministration,IsimplydonotbelievetheirclaimsthattheNSA'sspyingprogramisreallylimitedtoforeigncommunicationsorisotherwiseconsistentwiththeNSA'scharterorwithFISA[...]Andunlikethecontroversyovertargetedwiretapsofindividuals'phonecalls,thispotentialspyingappearstobeappliedwholesaletoallsortsofInternetcommunicationsofcountlesscitizens."TheEFFallegesinthesuitthatAT&TalsoallowedtheNSAtodataxminehundredsofterabytesofclientrecordswhichincludeddetailedtransactionrecordssuchasdomesticnumbersdialedsince2001,andallInternetaddressesvisited,aswellasothercontent.TheEFF'sattorneyKevinBankstonstates:"Ourgoalistogoafterthepeoplewhoaremakingthegovernment'sillegalsurveillancepossible[...]TheycouldnotdowhattheyaredoingwithoutthehelpofcompanieslikeAT&T.WewanttomakeitcleartoAT&Tthatitisnotintheirlegaloreconomicintereststoviolatethelawwheneverthepresidentasksthemto."InitsAmendedComplaint,theEFFseeksinjunctivereliefagainstAT&TcontinuingsuchsurveillanceanddamagesallowedundertheForeignIntelligenceSurveillanceAct(FISA),theCommunicationsAssistanceforLawEnforcementAct,andotherU.S.laws.Italsoseeksaggregateddamagesundereachoffourlaws.Thesewouldexceed$100,000foreachinstanceofsurveillance,[3]creatingpotentiallyruinousliabilityforAT&T,consideringtheEFF'sclaimsaboutthescopeofAT&T'scooperation.LitigationAT&Tobjectedtothefilingofthedocumentssupportingthecaseonthegroundstheyweretradesecretsormightcompromisethesecurityofitsnetwork.TheEFFspeculatedthatthefederalgovernmentwouldinvoketheStateSecretsPrivilegetobartheentirelawsuitfrombeingheard,butadded:"Ifstatesecrecycanpreventusfrompreservingtherightsofmillionsuponmillionsofpeople,thenthereisaprofoundproblemwiththelaw."EFF'sspeculationprovedaccuratewhenthegovernmentindicated,inanApril28StatementofInterest(http://www.eff.org/legal/cases/att/USA_statement_of_interest.pdf)inthecase,thatitintendedtoinvoketheStateSecretsPrivilegeinabidtodismisstheaction.The



JusticeDepartmentfileditsmotiontodismissonMay15,2006.OnJuly20,however,ChiefJudgeVaughnR.WalkeroftheUnitedStatesDistrictCourtfortheNorthernDistrictofCaliforniarejectedthefederalmotion(http://www.nytimes.com/2006/07/21/washington/21data.html?ex=1311134400&en=8fffb6c71ba705d8&ei=5090&partner=rssuserland&emc=rss),holdingthat"[t]hegovernmenthasopenedthedoorforjudicialinquirybypubliclyconfirminganddenyingmaterialinformationaboutitsmonitoringofcommunicationscontent."CurrentstatusInhisdecisionnottodismissthecaseJudgeWalkercertifiedthecaseforimmediateappeal,andthegovernmentandAT&TbothappealedtotheNinthCircuit.ThecasewasarguedinAugust2007.[4]InJuly2008,Congresspassed,andonJuly10,2008,PresidentGeorgeBushsigned,theFISAAmendmentsAct,whichgrantedretroactiveimmunitytotelecommunicationscompaniesforpastviolationsofFISA.[5]BeforeanyNinthCircuitdecision,thecasewasreturnedtotheDistrictCourt"[i]nlightoftheFISAAmendmentsActof2008."[6]InSeptember2008,AttorneyGeneralMichaelMukaseyfiledacertification[7]pursuanttoSection802oftheFISAAAandthegovernmentmovedtodismisstheHeptinglitigation.TheHeptingplaintiffsopposedthemotiontodismiss,[8]assertingthattheFISAAmendmentsAct'sretroactiveimmunityprovisionwasunconstitutional.JudgeWalkerheardoralargumentsonDecember2,2008,andtookthematterundersubmission.[9]ThecasewasdismissedonJune3,2009byJudgeWalker,[1]citingretroactivelegislation(section802ofFISA)statingthatinthecaseofacoveredcivilaction,theassistanceallegedtohavebeenprovidedbytheelectroniccommunicationserviceproviderwasinconnectionwithanintelligenceactivityinvolvingcommunicationsthatwasauthorizedbythePresidentduringtheperiodbeginningonSeptember11,2001,andendingonJanuary17,2007;designedtodetectorpreventaterroristattack,oractivitiesinpreparationforaterroristattack,againsttheUnitedStates;andthesubjectofawrittenrequestordirective,oraseriesofwrittenrequestsordirectives,fromtheAttorneyGeneralortheheadofanelementoftheintelligencecommunity(orthedeputyofsuchperson)totheelectroniccommunicationserviceproviderindicatingthattheactivitywasauthorizedbythePresident;anddeterminedtobelawful.[2]RelatedissuesTheAmericanCivilLibertiesUnionhasalsosuedtheNSAforitswiretappingprogram,aswellasdrawingattentiontofederalgovernmentspyingprogramson"grassrootsgroups."SeeACLUv.NSAandthewebpageonACLUsite(http://www.aclu.org/safefree/nsaspying/index.html).OnFebruary5,2006,USATodayranafurtherstorythat,accordingtoseventelecommunicationsexecutives,NSAhadsecuredthecooperationofthemaintelecommunicationscompaniesinchargeofinternationalphonexcalls,includingAT&T,MCIandSprint,initseffortstoeavesdropwithoutwarrantsoninternationalcalls.[10]SeealsoPresident'sSurveillanceProgramCommunicationsAssistanceforLawEnforcementActForeignIntelligenceSurveillanceActLawfulinterceptionListofclassactionlawsuitsMasssurveillancePrivacyRoom641ASIGINT(SignalsIntelligence)TelephonetappingTrafficanalysisReferences.1̂abHeptingv.AT&T,U.S.DistrictCourt(http://www.eff.org/files/filenode/att/orderhepting6309_0.pdf)(U.S.DistrictCourtfortheNorthernDistrictofCalifornia3June2009)..2̂abBazan,ElizabethB.(7July2008)."TheForeignIntelligenceSurveillanceAct:AnOverviewofSelectedIssues"(http://www.fas.org/sgp/crs/intel/RL34279.pdf)(PDF).CongressionalResearchService.http://www.fas.org/sgp/crs/intel/RL34279.pdf..3̂ElectronicFrontierFoundation'sAmendedComplaint(http://www.eff.org/files/filenode/att/att_complaint_amended.pdf).4̂Unofficialtranscriptof9thCircuithearinginHeptingv.AT&T(http://www.eff.org/files/filenode/att/hepting_9th_circuit_hearing_transcript_08152007.pdf).5̂Lichtblau,Eric(October10,2007)."ImmunityCrucialinTalksonEavesdroppingRules"(http://www.nytimes.com/2007/10/10/washington/10nsa.html).TheNewYorkTimes.http://www.nytimes.com/2007/10/10/washington/10nsa.html.RetrievedMay4,2010..6̂RemandOrder(http://www.eff.org/files/filenode/att/uscaorder_917.pdf).7̂CertificationoftheAttorneyGeneral(http://www.eff.org/files/filenode//AG�Cert.pdf)
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