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Education

George Mason University [May 2005]
BA Biology – using diversity in education to develop creative problem solving.
Community College of the Air Force [Completed: October 1997]

Associate Degree – Applied Science Electronic Systems Technology 
Security Clearance

· Cleared for Top Secret information and granted access to sensitive compartmented information (SCI) based on single scope background investigation (SSBI) completed on 30 July 1996.
Periodic Reinvestigation Completed July 2002

Professional Experience

November 2003 – Present

ManTech: Contracted to U.S. Department of State – Arlington, Virginia.

Senior Network Security Analyst

· Member of site certification team tasked to audit State Department networks around the world.

· Performs network security testing and network security compliance auditing in small team dispatched to remote assignments.  Coordinate implementation of security solutions from routine to difficult complexity. Track resolution of findings and prepare reports.

· Serve as an expert technical resource to advise and assist in network security issues, proactively and reactively. 

· Use NIST guidelines and 12 FAM to research and review security standards. 

May 2002 – October 2003

AT&T: Government Solutions: Contracted to Army Civilian Personnel – Alexandria, Virginia.

Information Assurance Analyst

· Develop certification and accreditation documentation according to DOD and customer requirements.

· Work on complex Information Assurance (IA) projects involving all phases of certification to include: assess, address, correlate, analyze, and provide IA course of action decision support. 
· Develop assessments that provide understanding and resolution of security vulnerabilities. Document and ID vulnerabilities including solutions, countermeasure, exploits and recommend remediation. Impact assessment, probable damage, and methods of damage control and follow-on analysis to build historical and predictive capabilities. 
· Analyze and recommend resolution of IA problems based on knowledge of major IA products and services. 
· Apply knowledge of current IA policy, tactics, techniques, policy, and doctrine, and relationship to IA reporting requirements and structure.
April 2001 – May 2002

Telos: Contracted to NISA-Pentagon – Arlington, Virginia.
Network Security Analyst 

· Develop and maintain Standard Operating Procedures for internally developed Intrusion Detection System, including monitoring theory and step-by-step directions. Provided detailed reports on network vulnerabilities and documented intrusion attempts.

· Monitor internal and external networks in order to detect intrusion attempts, system vulnerabilities, computer abuse, and malicious activity. Analyzed incoming and outgoing traffic for malicious activity. Respond promptly to unauthorized access with appropriate action documentation and notification of all relevant parties.

· Assessed IDS commercial off the shelf (COTS) products for use on the Pentagon backbone.

· Provided training on internally developed processes to authorized peers.

· Maintained hardware and software directly involved in the monitoring effort. Maintained current information on the latest viruses and identify infected machines on internal network. Coordinated with outside agencies for access to the internal network.
May 1998 – June 2001

United States Air Force-Pentagon – Arlington, Virginia. 

Air Force Helpdesk Supervisor

· Control all scheduled and unscheduled maintenance actions for over 1,700 pieces of communications and computer equipment valued in excess of $194 M.  Open, track, coordinate, update, and close all trouble calls for over 12,000 customers including National Military Command Center, the Joint Staff, Office of the Secretary of Defense, and Headquarters United States Air Force.
· Act as Director’s communication focal point during non-duty hours. Provide solid assistance to IT customers. Coordinate work efforts between multiple work groups for problem solving. Monitor progress for 30 work centers.
· Maintain communication continuity between management and technicians. Coordinate with outside agencies and contractors to conduct tests of system components and assemblies.
· Execute tasks with professionalism, ease and enthusiasm.
September 1995 – April 1998

United States Air Force – Yokota, Japan:
Secure Communication Systems Journeyman

· Install, maintain, inspect, test, repair, modify, safeguard, and check the operation on over 700 end items of secure and non-secure communications and cryptographic equipment valued at over $20M.
· Coordinate with outside agencies and contractors to conduct tests of system components and assemblies to isolate faults for 300 high-priority communications circuits and to repair systems to serviceable condition.
· Completed maintenance data collection
· Apply communications security programs including physical, cryptographic, and transmission.
· Design and implement system for filing local documents.
Additional Information

· Lived in Japan while working for the United States Air Force. Traveled throughout eastern Asia enhancing worldview, and developing intercultural communication skills.

· Traveled extensively under DoS contract. Demonstrated flexibility and creative problem solving in order to accomplish the team mission within a set time period.
Skills Summary

Equipment:
KG-194A, KG-84, KG-95, KY-57/58, KYX-15, CYZ-10

Software:
EnCase, Internet Security Scanner (ISS), Baseline Tool Kit (BTK), LAN MapShot version 2.0, Cable Express, Remedy 4.0, Office 2000, HP OpenView, ManHunt, RealSecure, Snort

Operating Systems: 
WindowsXP Professional, Windows2000, Windows NT, Windows 95, MS-Dos, Unix

Test Equipment: 
Fluke OptiView, BERT Fire bird/hand held, Digital Multimeter, Oscilloscope

Certification 
Help Desk 2000 September 2000

Standards 
DITSCAP, NIST

