
    Robert E. Schaefer Jr., CISSP, CCNA
1200 East Karcher Road                                                                                                                    Tel:  208‑466‑3636                      

Nampa, Idaho 83687







           Tel:  208‑463‑7878

eMail:  schaefer@bunt.com
Objective:
Senior I.T. Information Security Engineering, Telecommunications and Automation expert with successful experience in business, military and government environments seeks a position as Information System Security Analyst / Manager ..  I.T. Risk Manager.

· Track record of accomplishment includes working for Northrop Grumman Information Technology and ManTech Telecommunications and Information Systems in Germany.

· Technical Expert providing senior technical direction and project leadership to a $10 Million Command, Control, Communications, Computer/Intelligence Networking Project 

(  Planning of multi-platform integration for complex automation systems in medical, agricultural and Fortune 1000 companies;  reengineered  LAN/WAN  topology.

Summary:
(
B.S. degree studies in Computer and Information Science; University-level training in UNIX and Networking/Internet Services;  Seminars in Project Management, Information Assurance Management, Cisco Networking Devices, and Supply Management;  Modems and Multiplexers

· Certifications include:  Certified Information Systems Security Professional (CISSP) and Cisco Certified Network Associate (CCNA).

· Security Clearance (Top Secret/SSBI).

· Experience as Senior Network Security Analyst and Site Chief of a Department of Defense Network Operations and Security Center on large and complex systems for 16 months and as Senior ADP Systems and Security Analyst in Computerized Telecommunications Systems.

· 18 years experience in design, construction, installation and maintenance of computer information systems including network design, installation and configuration.  
· Consulting experience in the Computer/Networking field with emphasis on Business Automation through Network Engineering and Software Programming and Development.  

· Planning and development of I.T. Systems;  maintain security and integrity of systems.

· Installing, operating and troubleshooting secure and non-secure military networks.

· Tactical communications and point-to-point secure communications support utilizing US cryptographic and commercial equipment. 

· Support for voice/data communications, including SIPR- and NIPR-net military networks

· Assist Information Assurance Managers with Certification and Accreditation issues.

· Versed in military regulations, and proficient in technical writing and documentation.

· Installing and configuring Cisco 3660, 3640, 7206, 2621/2611 and 2514/2412 routers.

· Administering Microsoft Server 2000 and Exchange 5.5.

Experience:
1/2003 – Present
Senior Network Security Analyst & Manager, Network Operations / Security Center

E P S  GLOBAL SOLUTIONS – New Jersey and Kosovo (Balkans)

· Oversee day-to-day operations of Network Operations and Security Center in Balkans.  

· Ensure the proper functioning of the NOSC within the DOD’s NetOps framework.  

(
Management/supervision of 11 personnel in this, the first contractor-operated NOSC.  

· Develop policy and procedures covering all elements of planning, implementation and operation for NOSC functions.  

· Manage TACACS+ / Radius authentications for Terminal Server Access Control System (TSACS) and CiscoSecure.  

· Responsible for planning and implementation of various aspects of NOSC monitoring systems to include NetIQ, Kiwi Syslog Server, Microsoft Software Update Services Server, Solarwinds.NET Engineer’s Edition, Sawmill Log Analysis System and Integrated Network Management System (INMS).
· Duties include troubleshooting, customer assistance, network engineering and administration, outage reporting, and weekly briefings.

· Provide guidance on all technical issues above the general technician’s level to 

troubleshoot for six Network Service Centers throughout Bosnia and Kosovo, including 

problems with Domain Name Service (DNS), Microsoft Server, Microsoft Exchange, 

Microsoft Software Update Services Servers, Dell Servers, Workstations, and Laptops, 

Cisco Routers and VPNs, Layer 2 switches, Multiplexers and Satellite Equipment.



       -
Configure and maintaine Symantec Velociraptor firewall.
(
Provide direction and oversight to Information Assurance Management Branch, Network Management Branch, Operations, and Information Dissemination Branch.  

· Interface with the prime contractor in matters affecting the Integrated Products Team.  
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Experience:
(continued)


Senior Network Security Analyst  (continued)
· Provide assistance and training to Network Service Center employees.  

· Help teach aspects of the Tactics, Techniques and Procedures for Network Operations. 

· Perform level-1 troubleshooting of Cisco routers and Alcatel switches in the Balkans.

· Assist in the resolution of outages and performance issues.  

· Interface with ANOSC-E and RCERT-E to ensure network security objectives are met.  

· Interact with customers to ensure that all user requirements are met and that mission objectives are not impacted by any network issues.

10/2001 – 1/2003
Security Systems Analyst (for  USAREUR Information Assurance Program Manager)

PRC/NORTHRUP GRUMMAN Information Technology, Mannheim, Germany

· Investigated and inspected physical, operational and network security issues.

· Performed network scans using ISS Scanner and Harris STAT, applying USAREUR Computer Security Baselines to Cisco routers, MS Windows OS’s, Solaris UNIX and Red Hat Linux.  

(
Utilized my expertise in U.S. Department of Defense security tools to monitor and prevent unauthorized intrusion or access to classified and unclassified U. S.  Army Computer and Intelligence (C4I) networks and Automated Information Systems.  

(
Provided technical assistance to units on existing and emerging technologies, such as 802.11b Wireless and AES VPN Solutions.  

(
Assisted Information Assurance Managers with Certification and Accreditation issues throughout Europe, to include DITSCAP, CAP and CTO issues.

· Traveled to U. S. Armed Forces units throughout the European theater to provide technical direction for protecting and defending Defense Information Systems Network.

3/1999 – 10/2001
Sr. Automated Data Processing Systems Analyst 

MANTECH Telecommunications & Information Systems Corp, Friedrichsfeld, Germany; and TDY throughout USAREUR  

(
Provided senior technical direction and project leadership of $10 Million Command, Control, Communications, Computer and Intelligence (C4I) Networking Project.  

· Coordinated with V CORPS for installation/testing of  Collateral Local Area Networks.

· Developed a staffing plan to meet project requirements of location and timeline plans.  

(
Technical lead responsible for defining and documenting the data requirements and physical data models necessary to support the overall enterprise telecommuni-cations architecture, in accordance with Department of Defense, National Security Telecommunications and Federal Information Processing Standards and Regulations.  

· Reviewed progress and planned the movement of multiple teams, as required. 

· Coordinated with USAREUR and 5th Signal Command Officials to develop Installation and Configuration Plan for Wide-Area Network connectivity to  V CORPS units.  

(
Coordinated with U.S. National Agencies, German National Agencies, and Department of Defense to ensure compliance of installations with all regulations and standards for Physical Security, Information Security, Personnel Security, Communications Security, Network Interoperability and Fire Safety.  

· Provided technical assistance and configuration expertise in deployment of new fiber optics-based tactical Command and Control Network system for V CORPS Staff.  

· Configured and installed Cisco routers and Marconi Systems switches in locations.  

· Performed testing, troubleshooting and acceptance of all equipment installed.  

· Installed a Windows NT network, with Exchange 5.0 E-mail for up to 30 employees.

· Developed technical drawings / diagrams detailing V CORPS Automated Information System requirements to include Command, Control and Intelligence systems, Defense Messaging System, and Joint Worldwide Intelligence Communications System.  

· Directed and provided technical guidance for timely delivery of contract deliverables.  

· Coordinated with ManTech Germany Systems to develop a management system for accounting for and tracking purchases of system hardware made in Germany.

· Directed new business to the CECOM COR and provided feedback to ManTech Telecommunications Headquarters to prepare proposal documents for new business.  
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Experience:
(continued)

3/1995 – 3/1999
Senior Communications Technician
UNITED STATES AIR FORCE ( Ramstein, Germany

· Supported U.S. Unique Military Command and Control systems providing data and voice communications throughout Europe, the Balkans, the Middle East and Africa.  

· Included deployment, re-deployment, maintenance and operations for 4 separate Tactical Satellite Transmitter/Receivers, utilizing an array of multiplexers and modems.  

· This included pre- and post-departure inspections, utilizing many different types of advanced test equipment i.e., spectrum analyzer, oscilloscope, Digital Multimeter, HATS2 Analog Test Set, Fireberd 6000M, etc.,technical manuals, and procedures.

(
Worked in the Balkans providing tactical communications and point-to-point secure communications support utilizing US cryptographic equipment for HQ SFOR, Close Air Support, Heli-Ops, and Commander NAOCC.  

· Created survey of existing architecture, providing detailed circuit diagrams and engineered new circuit paths.  

(
Was requested, by name, to provide computer hardware and software assistance and support to 72nd Battalion Satellite Communications site.
· Configured, operated, and performed required troubleshooting to establish a gateway communications site at home station to support Balkan operations.  

(
In 1995, provided support for voice and data communications, including SIPR- and NIPR-net military networks, to US Forces in Africa.  

· At home station, planned, installed and managed an internal classified LAN for our workcenter, installing and configuring a Local Area Network, acquiring TCP/IP addresses for each station, installing and managing all software (Windows 3.1/95/NT, DOS, Novell Netware 3.0/4.1, MS Office/Exchange/ Outlook/ Explorer, Formflow, Winzip, etc., driver software), performing responsibility of Terminal Area Security Officer, working with Base Computers to maintain security and integrity of systems. 

· Automation Team member responsible for migrating our organization from Novell Netware to Windows NT.  

· Responsibility for our unit’s Internet site, providing HTML and JAVA programming.  

(
Reengineered our LAN topology for state-of-the-art performance.  

· Responsible for network maintenance. 

8/1989 – 3/1995
Senior ADP Systems Engineer
TROUPE DIGITAL / MASON CREEK ENTERPRISES– Nampa, Idaho


Telecommunications and Information Services Consulting firm

· Provided comprehensive computer and networking consulting and business management services to a number of small to mid-sized businesses.  (This experience is equivalent to military Command and Control automation support.)  

(
Produced detailed, comprehensive engineering plans, software application development and multi-platform integration for complex automation systems in medical, agricultural and Fortune 1000 companies.  

Lead Programmer and Apple Certified Developer 

(
Provided technical direction to Software Development Team for automation solutions on multiple platforms (DOS, Windows, Amiga, AS-400, MacOS, and UNIX).  

· Prepared estimates and schedules for completion of automation project.

· Designed and implemented engineered networking solutions.

· Created tailored systems that performed specialized automated data processing functions.  

· Provided database programming;   performed validation testing,  documentation. 

· Trained personnel on all aspects of hardware, software and system architecture. 

1/1990 -11/1993 
Senior ADP Systems Analyst
DR. V.L. GOLTRY – Boise, Idaho

· Automation configuration and networking solutions to meet tele-medicine requirements. 

· Programmed and produced a suite of applications that automated office functions.  
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Experience: (continued)

1/1990 – 1/1994 
Senior ADP Systems Analyst 

TOYCRAFTERS WORLD – Boise, Idaho

· Worked with the owner and manager of programming.

· Provided technical automation configuration and network topology architecture in support of all company automation requirements. 

· Designed and programmed state-of-the-art network applications for an automated data collection and point-of-sale system to track and stock merchandise, provide discounts to customers, track all purchases, track catalog orders and shipping data.

· Provided a vendor database to facilitate re-ordering. 

· Engineered, programmed, and administered an automated system for tracking all customer inquiries and sales worldwide.  

3/1989 – 11/1989
Computer Systems Automation Technician / General Manager

TRUTH IN MEDIA, INC. – Boise, Idaho

· Responsible for the operations of a weekly newspaper. 

·  Provided technical direction to three employees.

·  Reduced debt by 30 percent within the 8 months.

3/1986 – 3/1989
Engineering Technician & Assistant to Station Engineer

KBXL-FM/KBGN-AM – Caldwell, Idaho

· Trained in and with practical experience in AM/FM principles, as well as Electronics troubleshooting and repair.

Security Clearance:  

Top Secret/SSBI

Education & Certifications:

Present
UNIVERSITY OF MARYLAND, European Campus 

B.S. Studies in Computer & Information Science  (62 semester hours)

2002
International Information Systems Security Certification Consortium

 

2002
Certified Information Systems Security Professional  (CISSP)

2002
Cisco Certified Network Associate (CCNA)





1993
FRED PRYOR SEMINARS ( Project Management (1 week)


Technical Training:

SANS Security Essentials and SANS Securing Unix Systems
2002


U. S. Army in Europe:


Information Assurance Manager and Staff Army Level 1 Training (1 week)
2002


Anti-Terrorism Army Level 1 Training
2002


Information Assurance Training Program Army Level 2 Training (2 weeks)
2001


New Horizons Training Center:


Interconnecting CISCO Networking Devices (1 week)
2001


Institute of Electronic and Electrical Engineers:


Introduction to Semiconductor Manufacturing (1 week)
2000


Dynamic Random Access Memory Engineering (1 week)
2000


ATM Networking Seminar (1 week)
2000

(continued)
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Technical Training:
(continued)


U.S. Army:

Essentials of Industrial Security Management  (15 credits)
2000

U.S. Air Force:

Novell 4.1 Network Administrator Course  (1 week)
1998

COMSEC/OPSEC Responsible Officer Training  (yearly)
1995-98

Supply Management Training  (1 week)
1998

Standard Tactical Entry Point Interconnectivity Training  (2 weeks)
1997

Partnership for Peace Interconnectivity Training  (4 weeks)
1996

FCC100 Multiplexer Operations & Maintenance (1 week)
1996

Creek Defender Tactical/1CCSQ Mobil Comm Training  (3 weeks)
1996

Satellite and Wideband Communications Principles*  (25 weeks)
1995

Basic Electronic Principles*  (6 weeks)   … *Honor Graduate
1995

Software:

Solarwinds Orion 7.0 ..  Solarwinds.NET Engineer’s Edition Network Management Toolkit ..  GFI LanGuard Security Analyzer .. Fluke Network Inspector .. Novell Netware 3.0/4.1 .. Novell Personalware .. MS Windows XP Professional/2003 Server/2000 Server, 2000 Professional ..  Aprisma Spectrum Alarm Manager .. Kiwi Syslog Server .. MTRG/RRTG/ Cricket .. Sawmill Log Analysis .. Hyena Administrator’s Pak .. MSDN Universal .. Red Hat Linux 9.0/8.0 .. SUN Solaris 9 .. MacOS .. MS Office 2003/2000 .. MS Exchange 5.5.. Global Command and Control System – Army (GCCS-A) .. Army Mail Handling System (AMHS) .. McAfee VirusScan .. Symantec Antivirus .. Symantec Pascal Programming Suite .. Norton Antivirus .. Norton Utilities .. Adobe Photoshop .. Adobe Type Manager .. Adobe Pagemaker .. QuarkXPress .. Stuffit .. Compact Pro .. Info Connect UNIX Emulator for Consolidated Aircraft Maintenance System/Standard Base Supply System .. Formflow .. NeXT OS .. Amiga DOS .. HoTMetaL HTML Programming Software .. Citrix.

Equipment:

Cisco 7206/3660/3640/2514/2611/2621 Routers .. Velociraptor Firewall .. Cisco PIX 501 Firewall .. Fore Systems 3810 Ethernet Switches .. Marconi ESX-3000 ATM Switches .. Fore Systems AN-9000 ATM Routers .. AN/TSC 85B GMF Satellite Communications Terminal .. AN/TSC100A GMF Satellite Communications Terminal .. AN/TSC94A GMF Satellite Communications Terminal .. LST-8000 Tactical Satellite Communications Terminal .. LMST Lightweight Multiband Satellite Terminal .. GSC-52 Heavy Satellite Terminal .. AN/TRC170 Tropospheric Scatter/LOS Wideband Transmitter .. FCC100 .. FCC 99 .. FCC98 .. SLM 8650 .. TD-1337 TSSP .. MD-1026 .. MRVC .. TD-1387 LRM .. UGC144 .. GRiD 386 Computer Systems .. SD-1139 BER Tester .. HP Spectrum Analyzer .. Tektronix Oscilloscope .. Fluke Digital Multimeter .. HATS2 Analog Test Set .. Fireberd 6000M Digital Test Set .. Vibraground Ground Impedance Tester .. Controlled Cryptographic Equipment:  KIV-7, KG-81, KG-84, KG-94, KG-194, KYK-13, CYZ-10, KOI-18, KY-68.

