
NAMSA SECURITY ASPECTS LETTER

In the performance of this contract, the prime contractor and any sub​contractor(s) are required to comply with NATO Security Regulations as implemented by the National Security Authority of the country in which the work is performed.

1.
All classified information and material shall be safeguarded in accordance with the requirements established by the National Security Authority of the country in which the work is performed. 


In particular, the contractor shall:


1.1
appoint an officer to be responsible for supervising and directing security measures in relation to the Request For Proposals, contract or sub-contract;


1.2
within 30 calendar days of selection, submit the personal particulars of the persons he wishes to employ on the contract to those individual's national security authorities with a view to obtaining security clearances at the required level. A letter attesting to the fact that the paperwork has been submitted must be forwarded to the NAMSA Security Officer;


1.3
maintain, preferably through the officer responsible for security measures, a continuing relationship with the national security authority in order to ensure that all NATO classified information involved in the bid, contract or sub-contract is properly safeguarded;


1.4
abstain from copying by any means, without first obtaining NAMSA's permission, any classified material (including documents) entrusted to him by NAMSA;


1.5
supply his national security authority, when so requested by the latter, with any information on the persons who will be required to have access to NATO classified information concerning the contract;


1.6
maintain a record of his employees taking part in the project and who have been cleared to have access to NATO classified information. This record must show the period of validity and the level of the clearances;


1.7
deny access to NATO classified information to any persons other than those authorized to have access by his national security authority;


1.8
limit the dissemination of NATO classified information to the smallest number of persons as is consistent with the proper execution of the contract or sub-contract;


1.9
comply with any request from NAMSA or his national security authority that persons to be entrusted with NATO classified information sign a statement undertaking to safeguard that information and signifying their understanding of their obligations under national legislation on the safeguarding of classified information;


1.10
report to the NAMSA Security Officer and to his national security authority any breaches or suspected breaches of security, suspected sabotage or subversive activity, any breach giving rise to doubts as to the trustworthiness of an employee, any changes in the ownership, supervisory or managerial staff of the facility or any changes that affect the security arrangements and security status of the facility, and any other information which may be required by his national security authority, such as reports on holdings of NATO classified information or material;


1.11
obtain the approval of NAMSA before beginning negotiations with a view to sub-contracting any part of the work which would involve the sub-contractor having possible access to NATO classified information, and to place the sub-contractor under appropriate security obligations which in no case may be less stringent than those provided for in his own contract;


1.12
undertake not to utilize, other than for the specific purpose of the bid, contract or sub-contract, without the written permission of NAMSA or the prime contractor, any NATO classified information supplied to him, and to return to NAMSA all classified information referred to above, as well as that developed in connection with the contract or sub-contract unless such information has been destroyed, or its retention has been duly authorized by the contracting or the sub-contracting officer.  Such NATO classified information shall be returned at such time as the contracting officer may direct;


1.13
comply with any procedure established with respect to the dissemination of NATO classified information in connection with the contract or sub-contract.


1.14
within 30 calendar days of contract award, submit the required documentation to the company's national security authority with a view to obtaining clearance for the company to work under contract to NATO.  A letter attesting to the fact that the paperwork has been submitted must be forwarded to the NAMSA Security Officer.

2.
Any person taking part in the performance of work the classified parts of which are to be safeguarded, must possess the appropriate NATO security clearance issued by his national security authority. The level of this clearance must be at least equal to the security category of the material, the related information or specifications.

3.
Unless specifically authorized to do so by NAMSA, the contractor may not pass on any NATO classified information to any third party to whom a request to supply goods or services has been submitted.

4.
No change in level of classification or declassification of documentation or material may be carried out, unless written authority in this respect is obtained from NAMSA.

5.
Failure to implement these provisions and the security regulations established by the National Security Authority of the country where the contractual work is being performed may result in termination of this contract without reimbursement to the contractor or claim against NATO, NAMSA or the national government of the said country.

6.
The attached NAMSA Security Requirements Check List (SRCL) indicates the level of classification of the data and material (equipment, information, technical manuals, specifications) which may be handled in the performance of work under this contract and which must be safeguarded in accordance with the provisions of this letter.

7.
The transportation/return of NATO classified material from private firms to NAMSA is to be performed on the firms' initiative through their national security authorities.

8.
If item 21 (Access to Sites) of the Security Requirements Check List is the only item requiring a classification other than NATO Unclassified, the following procedures apply:


8.1
If the contractor personnel have submitted their personal particulars to their national authorities in accordance with paragraph 1.2 above, and if the company has applied for clearance in accordance with paragraph 1.14 above, then contractor personnel may have restricted access to Agency facilities.


8.2
Restricted access is defined as requiring escort while in the administrative or operational workspace of the Agency.  Administrative or operational workspace is defined as any indoor space other than:



- the bank, the canteen, and the NAMSA Staff Association Shop, or,



- any formally designated security area specifically set aside to



  permit unescorted access (e.g. the AO Administrative Security Area



  of building 24).


8.3
If access is required prior to the submission of the documentation required in paragraphs 1.2 and 1.14 above, then the contractor personnel will be admitted under escort (in accordance with the normal administrative procedures for escorted access).
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